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Abstract: Steganography is an important area of research in recent years involving a number of applications. It is the science of 
Embedding information into the cover image viz., text, video, and image (payload) without causing statistically significant modification 
to the cover image. The modern secure image steganography presents a challenging task of transferring the embedded information to
the destination without being detected. In this paper we present an image steganography that combines Discrete wavelet 
transform(DWT),Least significant bit(LSB) and Encryption techniques on raw images to enhance the security of secret message. 
Intially, DWT algorithm is used to transform image from spatial domain to frequency domain. Then we encrypt our message using DES.
Finally we embed secret bits into the cover image to derive stego-image using LSB. 
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1. Introduction 

Steganography is derived from the Greek word 
steganographic which means covert writing. It is the science 
of embedding information into cover objects such as images 
that will escape detection and retrieved with minimum 
distortion at the destination. Steganography and 
cryptography are closely related. Cryptography provides 
confidentiality. Steganography on the other hand hides the 
message and there is no knowledge of the existence of the 
message. Steganography finds applications in watermarking, 
finger printing, and the modem multimedia message service; 
to name a few. The resultant image object obtained after 
embedding information into the cover image is called as 
stego object.In our project we will focus to develop one 
system, which uses both cryptography and Steganography 
for better confidentiality and security.[1] 

2. Background

Security systems can be divided into two parts: 

 Cryptography and 
 Information hiding 

There are various types of Steganography: Image, Video, 
Audio and Text. The most popular cover object is image to 
perform steganography. Images are known for constituting a 
non-causal medium, due to the possibility to access any 
pixel of the image at random. In addition, the hidden 
information could remain invisible to the eye Image 
steganography is divided into spatial and transform domain. 
In spatial domain messages are embedded in the intensity of 
image pixel like in LSB. Whereas in transform domain, 
image is first transformed and then message is encoded like 
discrete cosine transforms (DCT), discrete wavelet 
transforms (DWT) and many others. 

3. Architecture

In our system we use cryptography and steganography 
together. We first enrypt the message to be sent using data 
encryption standard (DES) algorithm and then hide it in our 
image. Before hiding, the image is transformed from spatial 
domain to frequency domain using DWT(Discrete Wavelet 
Transform) algorithm. DWT divides the image into sub-
bands in which we hide out text. Text is hidden using least 
significant bit algorithm in frequency domain. The Stego-
image is obtained which is sent to receiver. Message is 
extracted and decrypted to get original message. Figure 1 
illustrates the block diagram of system.  

Figure 1: Block diagram of out methodology 

Sender side: 
1. Write text message.(original message). 
2. Encrypt message using Data Encryption Standard 

algorithm. 
3. Select cover image. 
4. Use DWT algorithm for transforming the image and then 

hide the message into image to get the stego image. 

Receiver side: 
1. Receive the stego image. 
2. Use DWT algorithm to extract message from image. 
3. Decrypt message using Data Encryption Standard 

algorithm. 
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Figure 8: Steps in 16 rounds of DES 

7. Steganalysis

Hiding information within electronic media requires 
alterations of the media properties that may introduce some 
form of degradation or unusual characteristics. These 
characteristics may act as signatures that broadcast the 
existence of the embedded message, thus defeating the 
purpose of steganography. Attacks and analysis on hidden 
information may take several forms: detecting, extracting, 
and disabling or destroying hidden information. An attacker 
may also embed counter-information over the existing 
hidden information. Due to space limitations we will look at 
two methods: detecting messages or their transmission and 
disabling embedded information. These approaches (attacks) 
vary depending upon the methods used to embed the 
information in to the cover media. 

Our goal is not to advocate the removal or disabling of valid 
hidden information such as copyrights, but to point out 
approaches that are vulnerable and may be exploited to 
investigate illicit hidden information. Some amount of 
distortion and degradation may occur to carriers of hidden 
messages even though such distortions cannot be detected 
easily by the human perceptible system. This distortion may 
be anomalous to the "normal" carrier that when discovered 
may point to the existence of hidden information. 
Steganography tools vary in their approaches for hiding 
information. Without knowing which tool is used and which, 
if any, stego-key is used; detecting the hidden information 
may become quite complex..[6] 

8. Result and Analysis 

In our proposed method for lossless data hiding, we 
combined both cryptography and steganography. The major 
importance is given on the secrecy as well as the privacy of 
information. Secrecy is maintained using symmetric 
encryption algorithm DES(data encryption standard) and 
privacy using Discrete Wavelet Transform.First we convert 
our message into cipher text using DES and symmetric keys. 
An image is taken as cover image(24-bit jpeg).Image was 
transformed into Frequency domain and sub-bands were 
obtained. Cipher text was then embedded into jpeg image by 
pixel variation into high coefficient band to obtain stego-
image. The stego-image has high PSNR value even after 
subjecting the image to various attacks. Hence, the observer 
will not be aware of the existence of the secret message. 

From the comparative study it has been seen this method is 
better compared to others in terms of various image 
similarity parameters. Embedding capacity of this method is 
much better than other exiting methods in transform domain. 
Beside this method is a robust method which can avoid 
various image attacks noise addition, compression. 

9. Conclusion and Future Scope 

A new and efficient steganographic method for embedding 
secret messages into images without producing any major 
changes has been proposed. We use multilayer security by 
applying cryptography and steganography together. Data 
Encryption Standard (DES) algorithm is used for encryption. 
Steganograhy method used is Discrete Wavelet Transform. 
It transforms image into frequency domain by providing 
sub-bands. We studied the implementation and the efficient 
algorithm (Haar) of discrete Wavelet transform. Encrypted 
message is embedded in the sub band of the cover image. So 
there is a small visual change in between cover image and 
stego image. 

To reduce the extra data in the stego-images, We have to 
compress the size of ”Key matrix” as far as possible. Some 
novel coding schemes are available for this kind of problem. 
As a result, the file sizes of the original image and that of the 
corresponding stego-image will not differ too much. Another 
issue is to efficiently integrate the proposed scheme in the 
JPEG2000 flow which is based on DWT as well. Nowadays, 
discrete wavelet transform has become the most useful tool 
for signal processing and it still has many potentialities. 
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