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Abstract: Many organizations are using different kinds of automated person’s identifications systems which improve the user’s 
needs, satisfaction, and efficiency to secure critical resource. In this paper we are giving the information on the recent developments in 
person’s identification using Biometric technology method. By using this technology we are to ensure to identify a person weather 
he/she is real person or a fake person. The objective is to increase the security of biometric reorganization frameworks, by adding 
liveness assessment in a fast, user-friendly, and non-intrusive manner. In this paper we are giving information about different
modalities such as fingerprint, face recognition, and iris to study against the different types of vulnerabilities attacks.
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1. Introduction 

In Recent years, automated person identification is highly 
researched because for protected access to computer, 
buildings, mobile phones, ATM’S and video surveillance. 
Person identification is the process of associating an identity 
to an individual. Person identification techniques  are broadly 
classified into three types such as knowledge based 
approach, token based approach, and biometric based 
approach [1].  A knowledge-based approach depends on 
something an individual knows to make a personal 
identification, like a password or a personal identification 
number (PIN).  Token-based approaches are based on 
something an individual have to make a personal 
identification like a passport, driver’s license, ID card, credit 
card, or keys.  Biometric based systems use physiological or 
behavioral features of an individual for identification [1], [2]. 
Knowledge based and Token based approaches have several 
disadvantages like password forgotten, or password was 
stolen by hackers or unauthorized person, Tokens may be 
forgotten, lost, stolen, or misplaced. Whereas, in Biometric 
based systems it cannot be forged or stolen [3], [4]. You 
don’t want to replace password based access control to avoid 
having to reset forgotten password and be bothered about the 
integrity of your system? You don’t want to like to rest 
secure in comfort that your healthcare system does not 
merely on your social security number as proof of your 
identity for granting access to your medical records? Using 
the proper PIN gains access, but the user of the PIN is not 
verified. When credit and ATM cards are lost or stolen, an 
unauthorized user can often come up with the correct 
personal codes. Although warning, many people continue to 
choose easily guessed PIN’s and passwords: birthdays, 
phone numbers and social security numbers. Recent cases of 
identity theft have enhance the need for methods to prove 
that someone is truly who he/she claims to be. 

Biometric  such as Face recognition, iris, and fingerprint 
technology may solve this problem since a face is definitely 
connected to its owner expect in the case of identical twins. 
It’s nontransferable. The system can then compare scans to 
records stored in a central or local database or even on a 
smart card. The term “Biometric” comes from the Greek 
words bios (life) and metric (measure) [2]. 

(1) General: Biometric is the science of measuring the 
physical properties of living beings.
(2) ISO/IEC: Biometrics is the automated recognition of 
individuals based on their behavioral and physiological 
characteristics. Physiological biometrics (based on 
measurements and data derived from direct measurement of 
a part of the human body) include: 

1. Finger-scan 
2. Facial Recognition 
3. Iris-scan 
4. Retina-scan
5. Hand-scan 

Behavioral biometrics (based on measurements and data 
derived from an action) include: 

1. Voice-scan 
2. Signature-scan 
3. Keystroke-scan 

A “biometric system” refers to the integrated hardware and 
software used to conduct biometric identification or 
verification. 

A simple biometric system has four important components: 

(i) Sensor module which gets the biometric data of an 
individual [7] for example, a fingerprint sensor that 
captures fingerprint impressions of a user, & camera 
for face recognization  

(ii) Feature extraction module in which the captured data is 
processed to extract feature scores or values. For
example, the position and orientation of minutiae 
points (ridges position and orientations) in a fingerprint 
image would be extracted in the feature extraction 
module of a fingerprint system. 

(iii) Matching module in which the feature values are 
compared against those in the template by generating a 
matching score. For example, in this module, the 
number of matching minutiae points between the query 
and the template will be computed and treated as a 
matching score. (iv)Decision-making module in which 
the user’s identity is established or a claimed identity is 
either accepted or rejected based on the matching score 
generated in the matching module. The biometric 
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luminance levels, local artifacts, degree of sharpness, amount 
of information found in both type of images called entropy, 
structural distortions or natural appearance. 

2.3 Security 

Several elements of a biometric system can be vulnerable 
against different types of attacks if not implemented in a 
sufficiently secure way. Some elements that can be attacked 
or broken in an attack of the system are: 
(i) Sensor: 

The sensor needs to be accurate enough to distinguish 
between the Users i.e. a fake user and a real user and 
detect spoof attempts. 

(ii) Feature Extractor: 
Knowledge of the feature extractor algorithm can be 
used for detection. 

(iii) Database: 
Admission to the biometric templates may be broken 
by non-authorized users. 

(iv) Matcher: 
Any access to modifying the matching score can be 
critical.

There are different types of attacks in Biometric systems:  
(i) Spoof attack: 

Fingerprint can be obtained by copying the fingerprint 
which left on the object, such as glass. Based on 
gelatin, silicone, and play-doh materials attacker can 
develop a gummy finger. By using liveness detection 
technique we can easily identify the gummy finger [5] 
[12]. 

(ii) Replay Attack: 
By taking the use of sniffer device for legitimate 
network management functions and for stealing 
information off a network. The data sent can be 
captured and replayed later. This method requires the 
sensor to be bypassed [12]. 

(iii) Transmission Attack: 
If an unauthorized person accesses the transmission 
medium between the different components in the 
biometric systems we called them as the “man-in-
middle attack”. Enrolled user data can be stopped, 
manipulated or replaced, and even matching values can 
be manipulated with access to the transmission 
mediums [12]. 

(iv) Template Attack: 
Template attack includes stealing, modifying, adding 
new ones, or deleting stored template. Template can be 
protected using encryption method. 

3. Review on Biometric Systems 

In this section we will be relating the various approaches that 
were used in person identification by using biometric 
systems. A biometric system is the specific physiological or 
behavioral features haunted by the user for identification and 
these features are distinctive, general and persistent. These 
Biometric systems include face recognition, fingerprint 
technology, iris recognition, hand geometry, and signature 
and speech recognition. We are mainly focusing and
surveying on face recognition, fingerprint and iris technology 
in this paper. 

a. Face Recognition 
Face recognition is a biometric modalities used to determine 
the identity of the individual which uses the computer 
software. 
Face recognition is mainly performed by two approaches i.e. 
Eigen based face recognition and 3D face recognition [13]. 
The Eigen face based recognition works by analyzing face 
images and computing Eigen faces which are faces 
composed of eigenvectors[13]. The comparison of Eigen 
faces is used to identify the presence of a face and its 
identity. The Eigen face technique is a easy, well-organized, 
and gives generally better results in controlled environment. 
Some of the demerits of Eigen faces are robustness to 
changes in lighting, distance and angle. 2D face recognition 
systems do not capture the actual size of the face, which is a 
basic problem. These demerits influence the technique’s 
application with security camera because the front shot of the 
face and consistent lightning cannot be depend upon. 3D face 
recognition solves the problem of the 2D face recognition i.e. 
it is to be robust to the type of issues comes under 2D 
approach. 3D face recognition approach generates 3D model 
of faces. These systems are more accurate because they 
capture the actual shape of faces [13]. Skin texture analysis 
in combination with face recognition improves the accuracy 
by 20 to 25 percent. The acquisition of 3D data is one of the 
main problems for 3D systems. 

b. Fingerprint technology 
A fingerprint is the made of ridges and valleys on the surface 
of a fingertip. The fingerprints are highly stable and unique. 
The uniqueness of fingerprint is determined by the prototype 
like valleys and ridges, as well as minutiae points which are 
local ridge characteristics that occurs at either a ridge 
bifurcation or ridge endings [15]. The recent studies shows 
that probability of two individuals fingerprint, having the 
same fingerprint is less than one in a billion. There are 
several fingerprint matching algorithms like minutiae based 
matching, correlation based matching, genetic algorithms 
based matching [15]. Among these algorithm, minutiae 
based matching is the best one. In minutiae based matching 
the similarity of two fingerprints is determined by computing 
the total number of matching minutiae i.e. ridges and valleys 
from these two scanned fingerprints. Extraction of minutiae 
features before matching fingerprint requires a series of 
processes containing position calculation, image 
segmentation, image enhancement, and ridge extraction and 
shinning, minutiae. Extraction and filtering. Correlation 
based matching uses 1:1 correlation between fingerprints. 
This method gives poor results in fingerprint recognition 
because correlation can’t recognize elastic-distorted versions 
between two fingerprints of the same fingerprint. In neural 
network based approach the finger prints are classified by 
using HAVNET [16]. The number of output nodes of 
HAVNET was equal to number of enrolled fingerprints. The 
method was not able to distinguish fingerprints of similar 
shapes the genetic algorithm based methods try to identify 
the optimal global alignment between two fingerprints. This 
process is highly time consuming. 

c. Iris recognition 
Iris recognition systems make use of the uniqueness of the 
iris patterns to identify a person. This system uses high-
quality camera to capture a black-and-white image, high-
resolution image of the iris. Iris is the colored ring 
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surrounding the pupil. Iris recognition consists of five 
operations; they are image acquisition, iris localization or 
segmentation, iris normalization and unwrapping, feature 
encoding, and matching algorithm [17]. In image acquisition 
step the systems takes a high-quality image of the iris, Iris 
localization takes place to detect the edge of the iris as well 
as that of the pupil; thus extracting the iris region, 
Normalization is used to transform the iris region to have 
fixed dimensions, and hence removing the dimensional 
inconsistencies between eye images, other inconsistencies 
include varying image distance, camera rotation, eye rotation 
within eye socket, tilting of the head, the normalized iris 
region is unwrapped into a rectangular region. The 
normalization process produces the iris region. The feature 
encoding is used to extract the most discriminating feature in 
the iris pattern so that a comparison between templates can 
be done. Finally a decision can be made in the matching step, 
for matching, the Hamming distance was chosen as a metric 
for recognition [18]. 

4. Conclusion

This paper presents a literature survey on the various 
techniques involved in person identification. The survey 
emphasizes on biometric recognition system. Biometrics is 
reliable way for identification because it is based on 
behavioral or physiological characteristics of a person. We 
still need to improve the biometrics technology by using 
various techniques in future work. 
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