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Abstract: A cloud storage system consists of a collection of storage servers over the internet. The main aim is to provide secure storage
services in a cloud storage system. In this paper, we propose a Third Party auditing for data storage security in Cloud Computing. 
Encryption schemes are used to provide data confidentiality, data robustness and functionality. We use an encryption Data and Key
verification for implementing for data secure storage. We guarantee that the TPA would not learn any knowledge about the data content
stored on the cloud server during the efficient auditing process, Considering TPA may concurrently handle multiple audit sessions from 
different users for their outsourced data files for cloud operations such as update, delete and so on. Extensive analysis shows that our 
schemes are provably secure and highly efficient. 
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1. Introduction
 
Cloud computing is a new computing paradigm that is built 
on virtualization, parallel and distributed computing, utility 
computing, and service-oriented architecture. In the last 
several years, cloud computing has emerged as one of the 
most influential paradigms in the IT industry, Cloud 
computing is a concept that treats the resources on the 
Internet as a unified entity, a cloud. Users just use services 
without being concerned about how computation is done and 
storage is managed. It focuses on designing cloud storage for 
robustness, confidentiality, and functionality. The cloud 
storage system is considered as a large scale distributed 
storage system that consists of many independent storage 
servers. Data robustness is a major requirement for storage 
systems. One way to provide data robustness is to replicate a 
message such that each storage server stores a copy of the 
message. It is very robust because the message can be 
retrieved as long as one storage server survives. Another 
way is to encode a message of k symbols into a codeword of 
n symbols by erasure coding. To store a message, each of its 
codeword symbols is stored in a different storage server. 
After the message symbols are sent to storage servers, each 
storage server independently computes a codeword symbol 
for the received message symbols and stores it. This finishes 
the encoding and storing process. The recovery process is 
the same. The system model that consists of distributed 
storage servers and key servers. Since storing cryptographic 
keys in a single device is risky, a user distributes his 
cryptographic key to key servers that shall perform 
cryptographic functions on behalf of the user. The method of 
threshold proxy re-encryption scheme and integrate it with a 
secure decentralized code to form a secure distributed 
storage system. The encryption scheme supports encoding 
operations over encrypted messages and forwarding 
operations over encrypted and encoded messages. The tight 
integration of encoding, encryption, and forwarding makes 
the storage system efficiently meet the requirements of data 
robustness, data confidentiality, and data forwarding. The 
storage servers independently perform encoding and re- 

encryption and key servers independently perform partial 
decryption. The parameters are flexible adjustment between 
the number of storage servers and robustness. 
 
2. Problem Statement 
 
Storing data in a third party’s cloud system causes serious 
concern on data confidentiality. To provide strong 
confidentiality for messages in storage servers, a user can 
encrypt messages by a cryptographic method before 
applying an erasure code method to encode and store 
messages. When he wants to use a message, he needs to 
retrieve the codeword symbols from storage servers, decode 
them, and then decrypt them by using cryptographic keys. 
There are three problems in the above straightforward 
integration of encryption and encoding. First, the user has to 
do most computation and the communication traffic between 
the user and storage servers is high. Second, the user has to 
manage his cryptographic keys. If the user’s device of 
storing the keys is lost or compromised, the security is 
broken. Finally, data storing and retrieving, it is hard for 
storage servers to directly support other functions. For 
example, storage servers cannot directly forward a user’s 
messages to another one. The owner of messages has to 
retrieve, decode, decrypt and then forward them to another 
user. It addresses the problem of forwarding data to another 
user by storage servers directly under the command of the 
data owner. 
 
In contrast to traditional solutions, IT services are under 
proper physical, logical and personnel controls, where Cloud 
Computing moves the application software and databases to 
the large data centers, where the data and services may not 
be fully trustworthy. This unique attribute, however, poses 
many new security challenges which have not been well 
understood. The user doesn’t have the privacy for preserving 
the data and the security risks towards the correctness of the 
data in cloud which may not be possible. From the 
perspective of data security, which has always been an 
important aspect of quality of service, Cloud Computing 
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inevitably poses new challenging security threats for number 
of reasons. 
 
The traditional cryptographic primitives for the purpose of 
data security protection cannot be directly adopted due to the 
users’ loss control of data under Cloud Computing. 
Therefore, verification of correct data storage in the cloud 
must be conducted without explicit knowledge of the whole 
data. Considering various kinds of data for each user stored 
in the cloud and the demand of long term continuous 
assurance of their data safety, the problem of verifying 
correctness of data storage in the cloud becomes even more 
challenging. And the Cloud Computing is not just a third 
party data warehouse. The data stored in the cloud may be 
frequently updated by the users, including insertion, 
deletion, modification, appending, reordering, etc. To ensure 
storage correctness under dynamic data update is hence of 
paramount importance. 
 
3. Third Party Auditing 
 
In this auditing phase, the auditor repeatedly checks the 
stored data using a challenge-response protocol. Each check 
establishes the data’s integrity immediately before the check. 
We will also show how to handle the encrypted data and 
encryption key, one after the other. During auditing, the 
main threat which may occur in the storage service is that it 
lost some part of the data which can be encrypted and 
encryption keys added with some malicious information and 
can fool the auditor into believing that it has both. It may 
fool the auditor in two main ways (1) by manipulating the 
current and cached past challenges the auditor provides or 
(2) by combining these challenges and derived values from 
the data or the encryption key, such that the encrypted data 
and encryption key cannot be entirely recovered from the 
derived values. Thus, for both the encrypted data and 
encryption key, we need to prove two properties to ensure 
data integrity: 
 
 Completeness: After receiving data, if the service 

possesses all the bits of the encrypted data and encryption 
key, the auditor accepts the responses. 

 Soundness: After receiving the data, if the service is 
missing any bit in the encrypted data or encryption key, 
the auditor accepts with negligible probability. 

 
The main threat from the auditor is that it may glean 
important information from the auditing process that could 
compromise the privacy guarantees provided by the service. 
For example, even a few bits from a file containing medical 
history could reveal whether a customer has a disease. To 
ensure privacy, we rely on different standards for the 
encrypted data and the encryption key. For the data, we rely 
on (1) the strength of the encryption scheme and (2) the 
zero-knowledge property of the protocol for encryption-key 
audits. Thus, we must prove the encryption-key audits with 
the service that can be efficiently simulated such that the 
auditor’s interaction is indistinguishable from one with a 
true service. 
 
3.1 Encrypted Data Verification 
 
We use a simple challenge-response protocol to check the 
encrypted data as described in protocol. 

1. A chooses any Rj , Hj from L and  
L = L\ {(Rj , Hj)}. 
1. a. A! S: Rj. 

2. S computes Hs = HMAC (Rj, EK (M)). 
 2a. S -> A: Hs. 
3. A checks Hs = Hj else declares S lost data. 

3.2 Encryption Key Verification
 
To determine if the encryption key is intact, we have a 
number of options. One option is to adapt existing 
identification schemes to prove the service has K without 
revealing K. For example, protocol uses the Schnorr 
identification scheme to show that the service still has K. 
Schnorr’s scheme is complete and sound. For soundness, the 
service can fool the auditor into accepting with probability < 
1/2t. But, this protocol is only provably zero-knowledge if 
the auditor honestly follows the protocol. 
 

1. A chooses a random β s.t. 1 < β < q and computes gβ. 
1a. A -> S : Va = gβ. 

2. S computes Ws = (Va)
K = gβK . 

2a. S -> A : Ws. 
3. A computes Wa = (gK) β 
     3a. A checks Wa = Ws else declares S lost key. 

3.3 Modules 

3.3.1 System Model 
a) User: users, who have data to be stored in the cloud and 

rely on the cloud for data computation, consist of both 
individual consumers and organizations.  

b) Cloud Service Provider (CSP): a CSP, who has 
significant resources and expertise in building and 
managing distributed cloud storage servers, owns and 
operates live Cloud Computing systems. 

c) Third Party Auditor (TPA): an optional TPA, who has 
expertise and capabilities that users may not have, is 
trusted to assess and expose risk of cloud storage services 
on behalf of the users upon request. 

3.3.2 Cloud Operations 
a) Update Operation 

In cloud data storage, sometimes the user may need to 
modify some data block(s) stored in the cloud, we refer 
this operation as data update. In other words, for all the 
unused tokens, the user needs to exclude every 
occurrence of the old data block and replace it with the 
new one. 

b) Delete Operation 
Sometimes, after being stored in the cloud, certain data 
blocks may need to be deleted. The delete operation we 
are considering is a general one, in which user replaces 
the data block with zero or some special reserved data 
symbol. From this point of view, the delete operation is 
actually a special case of the data update operation, 
where the original data blocks can be replaced with zeros 
or some predetermined special blocks. 

c) Append Operation 
In some cases, the user may want to increase the size of 
his stored data by adding blocks at the end of the data 
file, which we refer as data append. We anticipate that 
the most frequent append operation in cloud data storage 
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is bulk append, in which the user needs to upload a large 
number of blocks (not a single block) at one time. 

 

 
 

4. Results 
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5. Conclusion
 
In this paper, we propose a Third Party auditing for data 
storage security in Cloud Computing. We use an encryption 
Data and Key verification for implementing for data secure 
storage. We guarantee that the TPA would not learn any 
knowledge about the data content stored on the cloud server 
during the efficient auditing process, which not only 
eliminates the burden of cloud user from the tedious and 
possibly expensive auditing task, but also alleviates the 
users’ fear of their outsourced data leakage. Considering 
TPA may concurrently handle multiple audit sessions from 
different users for their outsourced data files for cloud 
operations such as update, delete and so on.  
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