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Abstract: As technology is advancing Credit card systems have become the corner stone of E-commerce-related payments. People have 
become dependent on online payment systems. The increase in its importance causes a lot of privacy and security concerns. The 
researchers performed a business case analysis on the 2014 internal attack on the Korean Credit Bureau’s databases focusing on the
stolen credit card details of customers. A study on literature review was conducted to identify the possible threats, formulate solutions 
and develop a framework as a countermeasure from future attacks. 
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1. Introduction

More than 100 million South Korean credit card and account 
details have been stolen and sold to marketing firms, with 
the President and U.N. Secretary General also among the 
victims. According to Reuters, around 130 people have 
joined a class action suit against their credit card providers 
in what is expected to be the first in a storm of furious 
litigation. Local Korean media claimed that most South 
Koreans who own a credit card have been affected. The 
country’s population stands at around 50 million and the 
number of affected people is up to 20 million. An employee 
of Korea Credit Bureau, who was ironically responsible for 
new software development to detect credit card fraud, stole 
the data in 2012 using a USB device, claim prosecutors. 
 
2. Review of Literature 
 
“The paper highlights unique characteristics of technologies 
of the e-commerce world as compared with traditional 
payment systems and the way these characteristics may be 
exploited to compromise payment. Focus has been upon 
aspects such as loss of collateral information through 
techniques such as aggregation and disaggregation of 
payment systems and use of third party intermediaries.” 
Stephen Burns [1]. 
 
“E-commerce is now used to complete many very important 
transactions. However, due to the threat of cybercrime, these 
transactions are at risk and this can result in loss of critical 
data if not protected well. A range of possible threats exist 
that can compromise these transactions and this can be 
resolved by using known and trusted mechanisms (e.g. 
authentication) to secure them. Further research can be done 
on the tools used to discover and deal with the listed aspects 
of cybercrime as well as how the two entities interact and 
affect each other.” N. Leena [2]. 

“Many cybercrimes are now being committed from distant 
locations outside national borders. Through the strategic 
targeting of financial institutions such crimes can ultimately 

derail a nation’s productivity. This was found to be true and 
in response, national security organizations in the EU and 
the USA put in place guidelines and policies to help avoid 
and handle such crimes as a united front. Increasing the 
scope to include industrial or national power-grid 
management institutions can be done in future. This is with 
the goal of dealing with homegrown threats which can cause 
the same problems from within the country’s borders.” 
Raluca Georgiana [3]. 

“A discussion on some of the issues in the state of 
information security as it pertains to e-commerce. Topics 
include the neglect for information security in the heads of 
e-commerce pioneers, intrusions and consequences that have 
been revealed to the general public, and a few notes about 
the future. It is perhaps those who consider security as a core 
function of e-business that will be the long-term 
beneficiaries of this revolution.” David J. Olkowski Jr [4]. 
 
“With the business of e-commerce booming, more and more 
sensitive information is being passed around on the web. 
Financial and identity information are constantly at risk of 
being stolen as more and more users take advantage of the 
ease of doing business online through web applications. The 
purpose of this paper is to discuss one particularly salient 
security threat that this creates: session hijacking. It is 
important to protect our session data at both the network and 
application levels. There is need for continuous monitoring 
and testing of the network.” Mark Lin [5]. 
 
“The robots.txt file will impact your page rank rating with 
search engine providers. Configuration errors can result in 
web site revenue losses. A misconfigured robots.txt file can 
also lead to information disclosure, a foothold to system 
compromise. A basic understanding of this simple text file 
can prevent e-commerce problems and security issues. 
Robots.txt can be a source of information disclosure from 
either comments or sensitive directories and files. Sensitive 
information can be exposed to the public via search engines 
and can lead to site compromise or private information 
exposed to competitors.” Jim Lehman [6].  
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“A clear and emerging new channel in the space of banking 
and payments is mobile. A key challenge with gaining user 
adoption of mobile banking and payments is the customer’s 
lack of confidence in security of the services. The mobile 
banking and payments ecosystem is complex and dynamic. 
Security and the perception of security will clearly play a 
role in who ends up dominating. A foundation element of 
that trust is the security of products and services.” Vanessa 
Pegueros [7].
 
“Advancements in information technology have driven the 
information security discipline to the forefront in the quest 
to protect customer data. Sound privacy policy for an 
organization must be supported by the appropriate 
information security infrastructure. The highest priority is 
confidentiality. Information security enables organizations to 
operate responsibly with sensitive customer data. As the new 
information security technologies are created, firms need to 
assess their impact on privacy policy.” Alan Pacocha [8]. 

“Thousands of people use their credit cards every day, to 
make payments over the internet. But giving out their credit 
card numbers make many of them feel insecure and others 
even reluctant to use the internet. SET is safer than other 
payment methods and the insecurity barrier in front of e-
commerce is getting pulled down.” Onur Arikana [9]. 
 
“Today, the public enjoys shopping and banking from the 
comfort of their home while companies save money on 
processing transactions and hiring employees. However, 
with any innovation, there are obstacles to overcome before 
the venture is deemed successful. In e-business, 
encompassing any transaction via the internet, the 
information exchange can be simple. The law needs to adopt 
policies stating companies must report successful break-ins. 
It should be mandatory to report security breaches such as 
gaining access to databases or exposing financial 
information without regard to its reputation.” Changyin 
Zhou, Chunru Zhang [10].  
 
“This paper analyzes the building blocks of trusted smart 
phone and proposes a framework to provide a trusted 
platform for mobile electronic payment. The paper outlines 
the security measures which are applied to smart phone to 
make it trustworthy. The secure smart phone acts as an e-
wallet and serves as a key component for the electronic 
payment systems. Furthermore, it proposes a mobile 
payment framework, in which the secure smart phone acts as 
an e-wallet.” Kimberly Lemiux [11]. 

3. Research Gap 
 
Cybercrime has come into existence due to the emergence of 
buying and selling of goods and services using electronic 
means. However most transactions involve the use of money 
and various mechanisms have been devised to make 
electronic commerce a success. The use of plastic money, 
digital money, e-wallets, e-cash, online payment systems 
and service provision has become rampant. Credit cards 
from companies such as VISA, MAESTRO and MasterCard 
are now being used world-wide to make payments. However 
a lot of problems and attacks have been on the increase due 
to the use of these methods. A lot of researchers have done 
research and from the review of literature many attacks 

come from external sources but for this research our focus is 
going to be cybercrime in e-commerce from an internal 
source. 
 
4. Objectives of the Study 

 To perform a business case analysis on the Korea Credit 
Bureau 

 To review literature on related cases or research to come 
up with solutions to the problems 

 To create a secure framework for credit card bureau 
 

5. Scope and Limitations of the Study 
 
There are various cybercrime in e-commerce but our 
research will focus on the loss of customer credit card details 
from Korea Credit Bureau. The limitations of the study are 
that the research is based on the information provided by 
various newspapers and websites only. 
 
6. Methodology
 
The researchers came across an article on the huge data leak 
at the Korean Credit Bureau in 2014. Further primary 
investigation through the use of magazine and newspaper 
articles from reputable sources such as the Washington Post 
and Reuters proved two points: 
 
 There had been other information security incidents that 

had occurred in the recent past in Korea 
 There was also a growing number of cases regarding 

data leaks and theft of client information in developed 
countries such as Korea and the USA 

 
This highlighted a major problem in the developed world 
regarding the use of credit cards. A study was then done to 
prove whether a country’s economic development has any 
form of correlation to the number of credit card related 
crimes. This was done through the analysis of published 
articles on this topic and related aspects. To add to that, 
some other articles claimed that due to the rapidly closing 
technological divide between More Economically 
Developed Countries (MEDCs) and Less Economically 
Developed Countries (LEDCs),it would most likely be just a 
matter of time before these cases became common to more 
countries in the world. This then led to the research team 
looking into other incidents related to crimes involving 
credit cards while using the Korean Credit Bureau case as 
the chief reference.  
 
A number of cases were noted from newspaper articles, 
magazines as well as journal papers. However, there was a 
certain norm followed by most of the papers. This was 
basically that most of the cases that the research team came 
across were mainly focused on attacks from external entities. 
Less were on the threat from internal attackers who, 
according to another paper, are actually a much bigger threat 
to organizations than external hackers.  
 
This aspect then led to the analysis of studies on why this is 
so which came to prove that it was because of a number of 
factors including the reputation of an organization that 
contributed to this. This logically made sense since an 
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organization has to look out for itself and not compromise its 
profit-making capabilities as was highlighted in another 
article. Therefore, using the available data on cybercrime, 
the researchers then decided to focus on the aspect of 
internal security breaches and a possible solution to them. 
 
The analysis of the available data then led to the design of 
the proposed internal security framework. This framework 
involves a number of basic aspects to be considered when 
implementing a company’s security policy and related 
mechanisms. Due to the constantly changing technological 
landscape, it would not be ideal to specify what algorithms 
and software should be used to optimally implement the 
framework. However, in order to paint a better picture, 
currently used and recently created information security 
tools were used to better explain the workings of the 
proposed framework. The overall findings of the study were 
then summarized and possible solutions to the Korea Credit 
Bureau case were also highlighted after an analysis of 
similar incidents in other countries. Any other concepts that 
were discovered during the research process but did not fall 
within the predefined scope were then added to possible 
suggestions for the future 
 
7. Analysis of Korean Credit Bureau Data 

Leak

7.1 Relationship between involved entities 
 

 
Figure 1: Relationship between entities involved in Data 

Leak 

The Korea Credit Bureau (KCB) is a company that offers 
risk management and fraud detection services to banks and 
credit card companies in South Korea. These banks include 
KB Kookmin Bank, Lotte Card and Nonghyup Bank. This 
means that selected individuals at the Korea Credit Bureau 
have access to the databases located on the internal servers 
at these three companies. It should be noted that the three 
mentioned are also the ones who were the worst affected by 
this incident. A lot of crucial data was compromised 
including: 
 
 Personal identification numbers 
 Credit ratings 
 Credit card details 
 Contact details 
 
However, passwords were not taken. 
 
 
 

When and how the leak occurred 
 
The employee was a temporary consultant at the Korea 
Credit Bureau who had access to a number of the databases. 
This was because he had been hired to work on the 
Company’s Fraud detection system and was thus given 
access to the databases. The employee had access to a 
number of databases on the internal servers of the three 
companies in question. The incident occurred for a period of 
one and a half years from October 2012 up till December 
2013. During that time, the contractor used his external hard 
drive to copy client details from the databases of the firms 
involved. He then sold the data to phone marketing 
companies. 
 
Customers affected by the Leak 
 
Korea, like most developed nations, relies heavily on the 
credit card system. According to Reuters, the average 
Korean citizen has up to five credit card accounts. With that 
in mind, it was also found out by the Financial Supervisory 
Service (FSS) that through this leak, a total of up to 20 
million South Koreans had their personal details revealed. In 
a country with a population of 50 million citizens, that 
means approximately 40% of the country’s population was 
affected by this attack. 
 
Detection of Leak 
The incident was only identified in late 2013 when a 
forensic audit was being undertaken. In a review by the 
Financial Supervisory Commission (FSC) it was discovered 
that the companies had been negligent in preventing the 
breach. 
 
Impact of the Leak 
 
Most of the affected customers have decided to cancel their 
accounts with the affected banking institutions. Others chose 
the option to apply for new cards. There could be a rise in 
identity theft cases due to the leaking of the customers’ 
personal details. These details included ID Numbers, contact 
details as well as credit ratings and home addresses. 
Knowledge of this data is all a criminal would need to 
undertake identity theft. 
 
According to the Financial Supervisory Commission (FSC) 
in Korea, the banks affected were fined for neglecting their 
duties during this incident. They were also banned from 
issuing new credit cards for the period from the point the 
verdict was reached. The perpetrator and the managers of the 
phone marketing companies he sold the details to were also 
arrested. The credit card firms involved were also ordered to 
cover any financial losses their customers would have 
incurred due to the incident. However, nothing could be 
done about the ripple effects regarding the leaked personal 
details. Given the window period during which the 
contractor committed the crime, the details cannot be 
retrieved again and the damage has already been done. The 
breach also triggered a reaction from the FSC and other 
regulators to review all financial firms and also how the 
firms protect customer data.  
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8. SWOT Analysis 
 
The researchers performed a SWOT analysis on the case and 
this was the result from the analysis 

Table 1: SWOT Analysis
STRENGTHS 

Efficient validation of potential 
creditors 

The bureau has updated 
database of creditors details 

WEAKNESSES 
 System is not foolproof and 

databases are not secure 
 Weak company policy 

regarding the use of 
removable media 

 The employee who 
developed system was the 
one who stole information 

OPPORTUNITIES 
 -Reliable source of 

information, so easy to sell 
information to competitors or 
in the market 

 -Loss of customer 
confidentiality 

THREATS 
 Law suit from customers 

and credit providers 
 Loss of goodwill 
 Risk of identity theft for 

client 

9. Findings
 

 The company policy regarding the use of removable 
media was weak 

 There method used to allocate user privileges for separate 
duties was inefficient 

 The database was not secured and was easily accessible 
with records visible in plain text 

 They did not frequently monitor database access logs 
 They did not perform audit trails at regular intervals 

 
10. Suggestions
 
Credit card bureau should use the framework below 
(illustrated in figure 2) to ensure security: 
 
 Have strong company security policies by following 

Generally Acceptable System Security Protection 
(GASSP guidelines. For example, the policies should 
allow the use of software that prevent the use of 
removable media on important servers 

 To encrypt information stored on database to make it 
difficult to access by using encryption techniques such as 
FHE (Full Homomorphic Encryption) and PHE (Partial 
Homomorphic Encryption) 

 Use appropriate intrusion detection system (IDS) types 
such as Anomaly Based IDS for the Korea Credit Bureau 
scenario 

 To secure databases by passwords by using hashing 
algorithm such as SHA-1 and MD5 

 To change customer credentials such as credit card 
passwords regularly. 

 Perform audit trails at regularly intervals 
 Implement effective physical security  
 Use monitoring tools such as installing access controls 

and CCTV on server rooms 
 Manage and distinctly separate user access levels and 

privileges through methods such as indistinguishable 
obfuscation. 

 Establish Baseline controls.  
 

11. Future Scope of the Study
 
Future work consists of coming up with other security 
related methods of protecting an information asset. This can 
be done by taking into consideration the confidentiality, 
integrity, usefulness, possession, authenticity and 
availability of information. 
 
12. Conclusion
 
Organizations should not only worry about the possible 
threats and attacks from outside the organization but should 
ensure a secure environment to protect their systems from 
both the inside and the outside. Cybercrime exists 
everywhere and this analysis paves a way for security 
specialists to enhance the cyber security within their 
respective organizations.  

 
Figure 2: Security Framework designed by the researchers 

for cyber security 
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