International Journal of Science and Research (1JSR)
ISSN (Online): 2319-7064
Impact Factor (2012): 3.358

How Much Privacy We Still Have?

Ayn Nur Azhana Binti Azhar Amanullah®, Nur Faizah Binti Ab Aziz?, Maya Novia Sari?,
Jamaludin Bin Ibrahim*

Department of Information Systems, Kulliyyah of Information and Communication Technology,
International Islamic University Malaysia

Abstract: Privacy is very crucial to users nowadays especially to the OSNs or SNSs, cloud storage, and e-commerce sites. In the era of
millions of users throughout the world, it becomes increasingly difficult to protect their private information from being exploited by
attackers. Revealing too much of information on those sites will give negative impacts to users as their personal information might be
stolen from third parties. In this paper, we analyze the private information whether to reveal or not regarding the privacy concerns,
information leakage, and how to improve privacy. Location is considered as private data that the users do not want to reveal as it might
contain private and confidential information. A new technology called Geo-location enables our device to detect and record the
information. Therefore, the security awareness among the users is important in mitigating the security issues. Thus, this paper discuss
on the privacy level that we still have in OSNs, cloud storage, geo-location, as well as in reality.
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1. Introduction

Private information or personally identifiable information
(PI) defined as information that can be used on its own or
associate with other information to identify, contact, or
locate a single person [18]. In other words, PII is used to
identify an individual in context. According to NIST [3], PlI
is defined as “any information about an individual
maintained by an agency, including (1) any information that
can be used to distinguish or trace an individual’s identity,
such as name, social security number, date and place of
birth, mother’s maiden name, or biometric records; and (2)
any other information that is linked or linkable to an
individual, such as medical, educational, financial, and
employment information.” This section will analyze on the
privacy concern in online social networks (OSNs) and cloud
storage, the information leakage in OSNs and cloud storage,
and how to improve privacy. The rise of smartphones and
social media show that geo-location has become more
popular. Geo-location technology is globally use as the app
which is attached to mobile devices in our pocket and
capable of displaying map information and identify the real-
world geographic location of a person or object. For privacy
reasons, user will be asked for permission to report location
information but how secure is the technology to protect the
privacy. This module will express more on the individual
privacy when using geo-location service and the security
involves protecting individual privacy.

Nowadays, nearly all internet users are members of some
social network sites (SNSs) or e-commerce sites. This
context results in enormous shift on the patterns of
information exchange over the Web. Instead of being
consumers, users are also become information providers to
those sites. They must have some expectations on how their
information is used. However, there are possibility on
mismatched users expectations and reality on their privacy
settings and security. This can also result in a significant
privacy violations that need to be avoid.

This research was conducted using literature review
methodologies. The literature review was started with a list

of online academic journals and conferences from diverse
online databases. To ensure the most relevant and better
quality articles, researchers went backwards to review other
works cited in the reviewed articles. Researchers focus on
reviewing journal and conferences in the field of
information and privacy security.

2. Private Information — To Reveal Or Not To
Reveal

A. Privacy Concern in OSNs and Cloud Storage

The US government has established Children’s Online
Privacy Protection Act (COPPA) to protect the privacy of
children under 13 years old [15]. The act describes on what
a website operator must include in a privacy policy, how to
seek parents’ consent, and what responsibilities an online
service provider has to provide children’s safety and
privacy. Online Social Networks (OSNs) take additional
measures to protect the privacy of minors (people under 18
years old in the US) [15]. For example, Facebook bans
children under 13 to sign up, does not list minors when
searching users’ high school or city. A third-party can
explore and develop profiles for minors, ages 14 to 17 in
that particular city by profiling all the high schools in a city.
Hence, use the profiles to sell the profiles, to spear phishing
attacks on minors, and physical attacks such as kidnapping
and set meeting for sexual abuse. In Facebook, registered
minors and registered adults have different view in terms of
privacy.

Table 1 [15]: Facebook Default And Worst-Case Information
Available To Strangers
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Default for | Default for | Worst-case for | Worst-case for
Reg. minors | Reg. Adults | Reg. Minors Reg. Adults
Name, Gender, Networks,
Profile Photo v v v
HS, Relationship,
Interested In v v
Birthday v
Hometown, Current City,
Friendlist v v
Photos v v
Contact Information v
Public Search v
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Table 1 shows the default information of a user available to
a stranger and when the user configures the setting for
maximum sharing (worst-case). The check in the box
indicates that the information is available to the stranger. For
example, when a stranger visits a registered minor’s profile,
only limited information is available such as user’s name,
gender, networks joined, and profile photo. Besides, the
contact information is also not visible to strangers such as
“Message” button on the profile.

Security and privacy threats usually focused on enterprise
cloud adoption and it gives impact to end-users’ privacy and
expose users private documents to hackers [4]. The
examples of data storage are Dropbox and Google Drive by
simply moving the users’ data into dedicated online storage
systems. Privacy activists argued that users’ expectation of
privacy indicated that “a person has no legitimate
expectation of privacy in information he voluntarily turns
over to third-parties [4].” According to the studies on
Internet privacy attitudes and social networks in California
[4], most of the participants denoted high and medium
privacy concerns on cloud storage and only 20-25% of
people “unconcerned”. The studies also found that users do
not read the privacy policies beforehand. Moreover, they
assumed that if a website has privacy policy then, the data
will be kept private from selling the user data to third-
parties. Furthermore, the participants felt that the availability
of the data is better online in case of the computer crashed
but for sensitive documents, they strongly preferred to keep
them offline [4]. In the online survey conducted by lulia et al.
[4], the respondents had to choose between Company A and
Company B where Company A offered the service for free,
but they may sell personal information documents while
Company B costs 20 USD, but they will not sell any
personal information documents.

Table 2 shows that Company B had resulted on higher
percentage of 79.1% compared to Company A which is only
20.9%. This survey concludes that the users are willing to
pay as long as their data is kept privately from third-parties.
The respondents that opt for Company B might not have
private or sensitive information to be stored.

Table 2 [4]: Willing To Pay For Privacy: “Which Company
Would You Choose To Store Your Data, And Why?”

CompanyA: free, may sell user data

It 1s free. 3.0%
[ don't have sensitive data anyway. 11.4%
I never know what they do with my data. 6.5%

Total: 20.9%

CompanyB: costs §20, won't sell data

I value my privacy. 37.3%
If the price was lower. 0.7%
If they are trustworthy. 32.1%

Total: 79.1%

B. Information Leakage in OSNs and Cloud Storage

Online Social Networks (OSNs) have rapidly growth from
time to time from Friendster, Myspace, Twitter, to Facebook
and more third-party take the opportunity from OSNs to
discover data. The information is available to strangers
based on different criteria searched by the strangers. There
are a lot of OSNs users who do not aware of personal data

revelation since their information is to be known by public
[19].

Fig. 1 demonstrates the overall network of participants’
identity disclosure such as hame, photo, friends, age, gender,
and location (city, states, and country). People have to reveal
personal information such as name, date of birth, and
contacts on their profiles to be matured and effective [19]
without realizing that the communication on the Internet are
more exposed compared to face-to-face communication.
Therefore, user needs to disclose partly of their personal
information instead of disclosing all of their personal
information as a security measure.

In a study on privacy concerns for consumer cloud storage,
the participants were asked on who might be able to see their
cloud storage data except for themselves and several of them
said “anybody” could see it [4]. The aspects of hackers,
storage providers, and goverments are also been examined
during the interview and can be concluded as follows [4]:

1) Hackers: All participants except for one person believed
that it would be very easy for a hacker to exploit their data
from the cloud.

2) Storage Provider: All participants except for one person
were aware that their storage provider can access their data.
3) Governments: The two participants said that the police or
government cannot access their account and believed that
they are just a normal person as in they are not a criminal or
wanted person of the country.

3.
Figure 1: An overview of personal information disclosure
[19]

C. How to Improve Privacy?

Carnegie  Mellon  University  provides  world-class
opportunities for security and privacy research and hosts one
of the largest academic security and privacy research centres
in the world (CyLab) [6]. Carnegie Mellon proposed the
technologies to improve privacy such as user authentication,
security of long passwords, and online single-sign on. The
proposed technologies described as follows [6]:

1) User Authentication: User authentication is needed
especially to make online transactions where the user must
first authenticate in order to provide some privacy in the
process. The solution for authentication problem is to use
biometric authentication where the users provide unique
characteristics such as fingerprints and iris scan to allow a
different party to confirm their identity and check whether
they are authorized person for the particular transaction.
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2) Security of Long Passwords: Longer passwords contain
more characters and it is hard to crack by brute-force attack.
Long password modelled as “noun-verb-article-adjective-
noun” is a common construction such as “Mary had a little
lamb” that the attackers would guess for the common
construction. As an alternative, try to construct “verb-verb-
article-article” as it is probably rare and the attackers would
not try for such combinations in guessing a password.

3) Online Single Sign-On: Single sign-on eases users from
remembering many passwords and also eases service online
providers from developing and maintaining their
authentication mechanisms. Google and Facebook have
started using this single sign-on. However, it will potentially
cause to privacy where the identity provider may send a
service provider data that the service provider would not
have known.

There are some measures to be taken by the governments as
well in order to ensure the privacy issues are reduced and
controlled in future [17]:

i. The government should take issues regarding to high-
tech related crimes such as private data exploitation into
considerations whenever to conduct negotiations of
mutual agreements.

ii. The government should make workable solutions to
ensure the freedom and private lives of people are well
protected.

iii. One country should collaborate with another country to
develop new technologies that are tailor made to combat
the privacy information from being stolen.

In short, the privacy in OSNs and cloud storage can be
considered as less privacy. This is due to the reason that the
information uploaded on those OSNs and cloud storage can
be easily stolen by the third parties no matter how protected
the sites are. For example, in Facebook, they gather users’
information by keeping track of pages users have “Liked”
and also via the interactions among users. Advertising is one
of the strategies of the marketers to gain revenue. Therefore,
the users’ information might be stolen by the marketers
through OSNs to be shared as a target group for their
advertisement.

On the other hand, lack of privacy and over-sharing on
OSNs and cloud storage will endanger the users indirectly.
Users are tend to share their personal information such as
real name and date of birth which is fine to show the
maturity of the users and also ease their friends to find them
in OSNs; however, the private information such as phone
number and address number should not be exposed to public
as the person with bad intentions might steal the information
and do something bad after that. Also, the users should not
share whatever personal status on their OSN as it will open
up the chance for the bad people. For example, the Facebook
on Twitter status could get you robbed by updating status
like “I’'m going out tonight,” this will simply provide
information to the burglars to enter the house when the
person is not home. Therefore, it is good to think twice
before updating status on the OSNs and ensure that the
profile is set to private and do not accept friend request from
unknown person. To avoid information from being stolen in
cloud storage, do not simply upload the important and

private documents such as working documents or personal
bio data that contains private information. It is good to keep
those documents in users’ personal drive instead of put it
online as the privacy nowadays are very less no matter how
secure the sites are.

3. Privacy And Geo-Location
A. What is Geo-Location?

Location is considered as private data that we as a user does
not want to reveal as it might contain private and
confidential information. Location privacy is based on the
idea that the users should be able to control the location
information to be disclosed [10]. Geo-location is a term used
to describe the capability to track and record our location
and other people are located. Geo-location information can
be obtained in a number of ways including information
about a user's IP address, MAC address, Wi-Fi connection
location, or GPS coordinates [16].

Geo-location is not a gadget; it is an application to be used
for tracking our device. Nowadays, geo-location
applications disclose our location to several parties including
our personal information. We can see the growth in geo-
location technology and digital mapping with the rise of
Google Earth, Google Maps, and other services. Apps like
Foursquare and Facebook Check In have been around for
years. Google Location is a geo-location service by Google
Maps for mobile device that enables us to share our location
with others as well as see their locations. Typically, geo-
location application work in two ways: First, we report our
location to other users, and second the application will relate
real-world locations to our location [12]. Geo-location
application used on mobile devices provide a wide
experience compare to fixed device like desktop because the
relevant data you send and receive changes as your location
changes.

In some country, geo-location technology can locate
emergency call when emergency happen. Location tracking
system helps the response team to track the exact victims’
location.  Geo-location technology offers accuracy,
availability, and coverage as the technology is attached to
our devices [9]. Moreover, application like Google Maps if
used properly can be very useful in business. This
application can make us more efficient and increase our
visibility online. It provides business opportunity as
company will use geo-location based application to track
business’s mobile assets to improve supply chain
management and create more meaningful engagement with
consumers or potential customers. It is important to make
sure items or products arrive to the receiver as expected.
Furthermore, geo-location applications are designed to
encourage communication and companionship. Social
network site with location tracking system allow people to
post and share personal information with a geographical
content. Parents can now track and know their children’s
location.
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B. Geo-Location and Privacy

Many navigation software help in navigating our destination
but do we realize our movement is recorded somewhere.
Geo-location technology makes our device detected and our
information recorded. There are many applications that we
use or installed in our device transmit device information,
contact information and location to the developer or third
party such as data aggregator. We not aware of the activities
which expose us to danger by uploading our sensitive data
without us realize it. Algorithm can be applied to that data
set to make assumption about us in ways that could benefit
or disadvantage us [1]. Privacy-aware geo-location assumes
that private positions can be associated with environmental
fingerprints and that those fingerprints can be recognized in
real time [7].

The protection of the position information (location privacy)
is a major issue in Geo-location [5]. This concern is due to
the fact that geo-location providers may not have the ability
or interest to protect the position information conveyed by
the requesters of the service, while position is kind of
personal information that, as such, requires special care [7].

In most countries, data about location cannot be collected
without providing users with privacy guarantees. However,
during online, users have only limited control over the
disclosure of their location information, as they can either
accept or deny consent as shown in Fig. 3. The worst
situation is when user did not notice their information is
recorded or tracked by the third party. Collected location
data are exposed to a variety of risk such as fraudulent
access. Fraudulent access can be understand as getting
access into information without authorization or exceed the
authorized limit.
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Figure 2: Location information in picture

As the devices that people use to connect to the Internet
become more mobile, information about our location has
become a critical piece of context that applications can use
to customize services to the needs of users [2]. This means
that many people feel threatened by the idea that they are
being "followed" or that their location would be revealed to
strangers or even friends that could compromise this
information. Even when we capture our moment, our picture
will include accurate location information by displaying
both latitude and longitude in the picture properties as
shown in Fig. 2.

Google Chrome is a freeware web browser developed by
Google Inc. Google Chrome as in its site states that it never
shares our location without our permission. By default,
whenever we want to use our location information, Google
Chrome will alert us by showing a prompt message at the
top of the page. Our location is sent to the site only if we
click Allow in the prompt. If we allow Google Chrome to
share our location, the browser will send local network
information to Google Location Services to get an estimate
of our location. The browser can then share our location
with the requesting site [11].

The location icon appears in the address bar to remind
that we have permitted the site such as a map to access our
location. To see more details or to clear location permissions
for the site, just click the icon [11]. In this situation we
should examine a website's privacy policy before sharing
our location.

Smartphones today have a GPS system attached, and the
system uses satellite data to analyse our exact position
usually when we are outside and the signal is available,
which services such as Google Maps can then locate our
location accurately. Nevertheless, the collection of data may
happen even we did not request the service and it is
vulnerable to us as “someone” is tracking our steps and
activities. The risk is bigger for those who are not aware of
this as they assume their privacy and safety are protected.
This is the situation where privacy breaches using geo-
location.

{ Location access

Access o my location

Your location

0 Location consent

iccess approximate location from
location providers using network

Allow Google's location service 1o

sources such as mobile tower and ¥l anomymous location data

Wi-F1. When these location
services are pvadlable and turned
on, this permission ollows the app
10 determing your approdimate
lecation

ata may be stored on your
device. Callection may ocour even
wien N0 Apps ang running

Agree Dinagres

Figure 3: Smartphone location consent

Privacy geo-location is not possible to be fully protected but
we as user can minimize and control the exposure as shown
in Fig. 4. Consumers should be able to decide when we are
comfortable sharing our information and avoids sending
unexpected notifications. Make sure we are always aware
and know about the safety of our smartphones as security
systems can be hacked by a human carelessness. Avoid
installing any application manually; otherwise download
through Google Play or App Store. Read and understand the
meaning of “permission” displayed each time we want to
install application. Turn off the tracking capability through
the settings menus. Turning off tracking means those
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applications have no access to our locations. The important
is minimizing the use of public hotspots and only allows
people we trust following our social network site activities.
The developer shall consider offering a Do Not Track

(DNT) mechanism for smartphone users [1]. It supposes to
allow user to choose to prevent any tracking when they
navigate among applications on their gadget.

Figure 4: Privacy setting

New technologies can now record our every movement,
revealing private information about our life. Without the
right protections in place, data aggregator or third party can
gain access to this information. Location privacy is
dependent on our minds and will remain in the headlines.
Therefore, how much location privacy we still have? We can
say that we still have location privacy as long as we
endeavor to keep our information by taking preventive
action from data theft.

4. Privacy — Expectation vs. Reality

Sharing personal information has become a common thing
nowadays, especially with the existing online social network
and e-commerce. An individual is often willing to provide
their personal information in exchange for perceived
benefits or for services without understanding the
importance of security on their personal information.
Researchers defined the meaning of personal information
differently. In European Network and Information Security
Agency article, personal data can be defined as broadly as
any information that can be linked, either by itself or in
combination with other available information, to uniquely
identify a natural person [14].

Technology nowadays allows the storing of any information
on the internet. Sometimes, people may not include their
identifiable information such as phone numbers, email, and
home addresses in their social network sites. This occurred
because they often tried to keep their information discreet
from potential thieves. However, e-commerce sites usually
possess this kind of personal information of their users.
Moreover, some social network sites even allow users to
include information regarding their activities and their
locations. This kind of information may lead to privacy
implications. Many researchers have shown that people will
disclose more personal information online than the will face-

to-face. Not only do people readily self-disclose in online
experimental settings, but they often also disclose personal
identifiable information when this is requested by a website
[8]. Such broadcast ability is very concerning regarding the
possibility of their information being misused.

In terms of social network sites, some of the existing social
networking sites such as Facebook and Twitter allow users
to manage their privacy settings of uploaded content
(photos, videos, statuses, links and notes) according to their
own preferences. Others sites such as Path even set their
users’ contents to be displayed only to their friends for more
privacy protection. By this privacy settings provided by
SNSs, users expect their information to be protected and
only available to their chosen groups of people [13].
However, most of users even are not aware of the existence
of privacy settings. Unless they modify them, their
information is basically open to the public.

On the contrary, it is an issue that the anonymity of the
internet often spurs people to be more open than they would
in face-to-face conversation. Data aggregation may be
occurred using social network sites. By using a range of
different SNSs, people may be able to build up a picture of
an individual. The danger resulted by such activity could be
vary from the possibility of identity thefts or malicious
attacks.

Privacy concerns in e-commerce exchanges are evolving
issues in customers’ perspectives, reflecting both marketing
and public policy perspectives. Technologies nowadays
allow companies to efficiently store and exchange consumer
data that are useful for their marketing strategies such as
consumer profiling [13]. Private information is one of the
sources of profit for companies which may lead to privacy
concerns. Most customers are aware that their personal
information is being collected for commercial purposes.
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However, they might not acknowledge on how, why, or
what it is used for. Customers’ information could be
extracted without their consent and could be passed or sold
to third parties. This is in contradicting to what consumers
expect their personal information to be used by the
companies they trusted.

By looking at the above problems, we can say that people
who are active in social networking sites have only little
privacy left. Social Networking sites are the central of
private information. It is designed for communication and
social purposes that involves spreading information about a
person. People use SNS deliberately to disclose their own
basic information and activities for the reason of
communicating with their friends and maintaining their
social life. This reason contributes a lot in making their
private information available on the internet. Thus, their
SNS activities and updates will limit and lower their own
privacy.

E-commerce sites also have the potential of exposing their
users’ privacy. It possesses more critical data such as credit
card no., postal address, and email address. However, due to
strong IT policies and regulations, many still believe that
their private information will be protected. Nowadays, many
SSL certifications available to ensure the sites are
trustworthy and safe. Therefore, in reality, if the users’ are
cautious in using only the trusted sites, they will still have
their privacy protected from unauthorized personnel.

5. Conclusion

In the nutshells, the users of OSNs and cloud storage
especially in Facebook, Google Drive, and Dropbox need to
realize that their private information can be exploited easily
by the attackers with any means. Children’s Online Privacy
Protection Act (COPPA) has been established by the US
government to protect the privacy of children under 13 years
old. The privacy concerns among users are high when most
of the users of cloud storage are willing to pay for the
storage as long as their data can be kept privately from other
parties. The users are also aware on the information leakage
on OSN as they have already know that beside them, there
are other “person” that is able to see their private
information but they do not bother since they are not
“wanted” people of the country. So, they assumed that
nobody might exploit their data. Moreover, there are
proposed technologies in improving privacy such as user
authentication, long passwords, and user single sign-on.
However, further studies need to be done in order to ensure
that the technologies are equipped with high security
measure.

With over 1 billion users connected through OSNs, the
users’ privacy are becoming more important and the
individual information is not secure anymore as it is put
online. The information can be easily stolen by third parties
as the technology is growing up, the knowledge of such
people (hackers or burglars) are also increase from time to
time that made them knowledgeable enough to exploit one’s
data.

Furthermore, geo-location provides the location of a device
and generally used in a variety of applications to help locate
users. Regardless, what is most important, we must always
be aware of everything we do. In this world, we are not
aware that we have to expose ourselves to danger. The
general right to individual privacy guarantees the integrity of
an individual's. The purpose of the general right to
individual privacy is to provide more flexible and
comprehensive protection than that guaranteed by the
traditional fundamental freedoms. Clear policy and standard
about application developer and other third parties should
amend to protect community fraudulent access.

In order to mitigate any potential information security risks,
it is important to raise awareness to people. Users’
expectations of their privacy security may not match the
reality. They often lack of information on what, why, and
how their information is actually being collected and used.
People are unpredictable. It is meaningless to have the latest
state of the art of security technology if the people factor is
not mitigated. There must be a strong security policy that
includes the convergence of physical and logical security at
any level. The created policy should be supported and
distributed to the users because most of them failed to read
user agreement and privacy policy properly. It should also
be maintained because security issues and requirements
grow along with the growth of technology.

People may not have much privacy left in terms of social
networking because they disclose their own private
information. Once they update and safe it on SNS, It will be
available on the internet to be seen by other people.
Everything that users post to websites can be tracked, and
the Internet is always watching. People are currently live in
a surveillance state that is growing more efficient and eerily
omniscient by the day [20]. Thus, their privacy becomes
harder to be protected.

However, the existence of IT Policy, Laws and Regulations
may lessen the possibility of misused information. This is
especially important in E-commerce sites, because it is sites
that stored a very critical and significant data. Therefore, in
terms of E-commerce, people may still have their privacy
protected; provided they use it with cautions. Again, does
privacy still exist? As a user, we can choose and determine
our level of privacy and take action to ensure that our
information is safe.
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