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Abstract: every time while transferring or broadcasting data to the remote group of wireless ad-hoc network (Mobile ad-hoc node )
problem is occurred. The major challenges that are available in the existing system are, the overcome the problem of more
communication required between sender and receiver, second is unavailability of fully trusted key server in cryptography system. The
existing cryptography technique is not able to or cannot be deal with this problem. Here we are using new cryptography technique to
achieve above goals, which is combination of traditional encryption techniques. Using this technique a members in group maintain
public and secret keys. A remote sender can obtain a public key of receivers from key server for encryption and securely broadcast
encrypted shared secret key to the intended member in group using combined encryption technique. On receiving, receiver uses its own

secret key to decrypt shared secret decryption key
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1. Introduction

In many newly emerging networks, there is always its need
to broadcast to remote ad-hoc groups using cryptography
techniques. Examples can be found in access control in ad-
hoc network arising in wireless mesh net-works (WMNSs),
mobile ad hoc networks (MANETS), vehicular ad hoc
networks (VANETS), are the some examples.

A wireless mesh network (WMN) is a communications
network made up of radio nodes organized in a mesh
topology. It is also a form of wireless ad hoc network.
Wireless mesh networks often consist of mesh clients, mesh
routers and gateways. Wireless mesh architecture is a first
step towards providing cost effective and dynamic high-
bandwidth networks over a specific coverage area. Wireless
mesh infrastructure is, in effect, a network of routers minus
the cabling between nodes. Wireless mesh networks have a
relatively stable topology except for the occasional failure of
nodes or addition of new nodes. The path of traffic, being
aggregated from a large number of end users, changes
infrequently. Practically all the traffic in an infrastructure
mesh network is either forwarded to or from a gateway,
while in ad hoc networks or client mesh networks the traffic
flows between arbitrary pairs of nodes. This type of
infrastructure can be decentralized (with no central server)
or centrally managed (with a central server), both are
relatively inexpensive, and very reliable and resilient, as
each node needs only transmit as far as the next node. Nodes
act as routers to transmit data from nearby nodes to peers
that are too far away to reach in a single hop, resulting in a
network that can span larger distances. The topology of a
mesh network is also reliable, as each node is connected to
several other nodes. If one node drops out of the network,
due to hardware failure or any other reason, its neighbors
can quickly find another route using a routing protocol.

A mobile ad hoc network (MANET) is a continuously self-
configuring, infrastructure-less network of mobile devices
connected without wires. Ad hoc is Latin and means "for
this purpose”. Each device in a MANET is free to move
independently in any direction, and will therefore change its
links to other devices frequently. Each must forward traffic
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unrelated to its own use, and therefore be a router. The
primary challenge in building a MANET is equipping each
device to continuously maintain the information required to
properly route traffic. Such networks may operate by
themselves or may be connected to the larger Internet. They
may contain one or multiple and different transceivers
results

between nodes. This
autonomous topology.

in a highly dynamic,
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Figure 1: Mobile ad-hoc network

MANETs are a kind of Wireless ad hoc network that
usually has a routable networking environment on top of a
Link Layer ad hoc network. MANETS consist of a peer-to-
peer, self-forming, self-healing network in contrast to a
mesh network has a central controller. Following are the
some types of ad-hoc network.
1) Vehicular Ad hoc Networks (VANETSs) are used for
communication among vehicles and between vehicles
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and roadside equipment. Intelligent vehicular ad hoc
networks (INVANETS) are a kind of artificial intelligence
that helps vehicles to behave in intelligent manners
during vehicle-to-vehicle collisions, accidents, drunken
driving etc.

2) Smart Phone Ad hoc Networks (SPANs) leverage the
existing hardware (primarily Bluetooth and Wi-Fi) in
commercially available smart phones to create peer-to-
peer networks without relying on cellular carrier
networks, wireless access points, or traditional network
infrastructure.

3) Internet based mobile ad hoc networks (iIMANETS) are
ad hoc networks that link mobile nodes and fixed
Internet-gateway nodes.

1.2 Related work

The major security concern in  group-oriented
communications with access control is key management.
Existing key management systems in these scenarios are
mainly categorise with two approaches referred to as group
key agreement or it may be called group key exchange and
key distribution systems. Group key agreement allows a
group of users to negotiate a common secret key via open
insecure networks. Then, any member can encrypt any
confidential message with the shared secret key and only the
group members can decrypt.

In a key distribution system, a trusted and centralized key
server presets and allocates the secret keys to potential users,
such that only the privileged users can read the transmitted
message.

One more cryptography technique is broadcast encryption
essential for good key management can be used with above
techniques. Broadcast encryption schemes in the literature
can be classified in two categories: symmetric-key broadcast
encryption and public-key broadcast encryption. In
symmetric-key broadcast encryption key server generate
secret key and transmission takes place, on other hand in
public-key broadcast encryption , key server generate both
secret and public-key so in addition to key server anybody
can be sender to the group member.

1.3 Contribution

Our contributions are first, we achieve the limitation of
secure transmission to ad-hoc groups, in which the core is to
establish a one-to-many channel securely. According to the
existing key management approaches do not provide
effective solutions to this problem. On one hand, group key
agreement provides an efficient solution to secure intragroup
communication, but for a remote sender, it requires the
sender to stay simultaneously connected with the group
members to exchanging common secret session key before
transmitting any data to the group members. On the other
hand if we go by using broadcast encryption sender may
transmit data to the group member without any
communication is required between sender and group
member before transmitting any secure content to the group
members. If we use this technique its require to have an fully
trusted key generation system.

In order to avoid all this limitation, we propose a new key
management allowing us to secure and efficient
transmissions to remote ad-hoc groups by cryptography
technique discussed above. The new approach is a
combination of group key agreement and public-key
broadcast encryption (Combined Cryptography).

In this cryptography approach, each group member has a
public/secret key pair. By knowing the public keys of the
members which is retrieved from a public key server that is
widely available in existing network, a remote sender can
securely broadcast a secret session key to any intended
group chosen in an ad hoc way and along with this any
message can be encrypted to the intended receivers group
with the secret session key.

Only the selected group members can decrypt the
broadcasted message to retrieve secret session key that can
be used to decrypt the subsequent message from sender to
group. In this way, the dependence on a fully trusted key
server is eliminated.

2. Problem Statement and System Model

The problem is how to enable the sender to efficiently and
securely transmit data with the following constraints.

2.1 It is hard to maintain a key generation system which is
fully trusted by all group member and senders in ad-hoc
network.

2.2 The communication between the sender and the group
member is should be limited.

We address the above problem by formalizing a new key
management paradigm referred to as group key agreement-
based broadcast encryption.

Each receiver has a public/secret key pair. The public key is
certified by a certificate authority, but the secret key is kept
only by the receiver. A remote sender can retrieve the
receiver’s public key from the certificate authority and
validate the authenticity of the public key by checking its
certificate, which implies that no direct communication from
the receivers to the sender is necessary. Then, the sender can
send secret messages to any chosen subset of the receivers.

The system architecture is illustrated in Figure on next page.

Volume 3 Issue 12, December 2014
WWW.ijsr.net

Paper ID: SUB14501

Licensed Under Creative Commons Attribution CC BY

1437



http://creativecommons.org/licenses/by/4.0/�

International Journal of Science and Research (1JSR)
ISSN (Online): 2319-7064
Impact Factor (2012): 3.358

-———
- -

e
-
-

- -
- _r__"_f_," ™ = .
- !’ — / % i
JI‘.r - — - . =
1 -
\ il ___,.-1"“'#! ;'
\\ ™ / - -— f:
\ #
Certicate » t ‘|_\\' - J \sr\f
j - - (tg)

-

Authority - e
W i /-n-—-#"
A
= = 9
() Infrastrucutre

!

Heterogeneous
Metworks

=

Figure 2: Basic System Model

Following is the algorithm used to implement the
cryptography system discussed above.

2.1 Key Generation

This key generation algorithm is run by each user to
generate her public/private key pair. We assume that each
user’s public key is certified by a publicly accessible
certificate authority so that anyone can retrieve the public
keys and verify their authenticity. This is public key
infrastructures have been a standard component in many
systems supporting security services. The key generation
and the registration to the certificate authority can be done
offline before the online message transmission by the
sender.

2.2 Encryption

Its run by one who wants to transmit an secure data, content
to the group member. Before encrypting data it takes input
as public keys of an receiver group member from key
generation system also ensure the authenticity of intended
receiver’s and produce output containing shared secret key,
which is broadcasted to the receivers group, which can be
used for further decryption by the receiver. The sender can
encrypt any message to the receivers with any secure
symmetric encryption algorithm, e.g., AES.

2.3 Decryption

This algorithm is jointly run by the intended receivers to
extract the secret session key available in encrypted message
which is broadcast by the sender. For decryption receiver is
using its own secret key. Once receiver is able to extract
secret session key, further receiver can easily decrypt the,
encrypted messages to the receiver.

3. Result and Discussion

In this section, we encode our new key management
cryptography and perform simulations in the context of

MANETs. The simulation can be executed on personal
laptop with Intel core processor. The experimental results
are that the time delay introduced by group decryption is
really low. The cost of the encryption to the group grows
linearly with the number of the receivers increases. From
Figure below, updating a group decryption key or the long-
term key of a member has a minimum cost.
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In addition to the above remarkable performance, our new
key management paradigm has also structural advantages
over existing system. Compared to group key agreement, our
approach does not require a remote sender to simultaneously
stay Online with the receivers. This makes possible the
desirable send-and-leave pattern for the senders. Compared
to broadcast encryption, our approach does not require a
fully trusted key server and is easy to be deployed in
practice.

4. Conclusion

We have proposed a new cryptography technique to enable
broadcasts to remote ad-hoc groups without relying on a
fully trusted key generation system. These features render
our scheme a promising solution to group-oriented
communication with access control in various types of ad
hoc networks. A thorough complexity analysis and extensive
experiments show that our proposal is also efficient in terms
of computation and communication. Thus The new approach
is a combination of group key agreement and public-key
broadcast encryption (Combined Cryptography) avoid the
dependence on a fully trusted key server and enables secure
transmission.
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