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Abstract: The increasing use of smart phones, tablets, and other mobile devices poses a significant challenge in providing effective 
online security. CAPTCHAs, tests for distinguishing human and computer users, have traditionally been popular; however, they face 
particular difficulties in a modern mobile environment because most of them rely on keyboard input and have language dependencies. 
This paper proposes a novel image-based CAPTCHA that combines the touch-based input methods favored by mobile devices with 
genetically optimized face detection tests to provide a solution that is simple for humans to solve, ready for worldwide use, and provides a 
high level of security by being resilient to automated computer attacks. In extensive testing involving over 2600 users and 40 000 
CAPTCHA tests, CAPTCHA demonstrates a very high human success rate while ensuring a 0% attack rate using three well-known face 
detection algorithms.  
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1. Introduction 
 
Due to recent developments in technology, users are rapidly 
adopting smart phones, tablets, and other non-traditional 
smart computing devices in lieu of desktop and laptop 
computers. Traditional input devices such as keyboards and 
mice are being replaced by more interactive touch screen 
technology. With advanced mobile devices, users can easily 
access Internet services such as online shopping and e-
banking. These large-scale applications require improved 
interfaces (including security systems) designed to easily 
serve the growing mobile market [1]. 
 
Presently, a number of techniques provide device-level 
security to protect users in case of loss or theft of their mobile 
device. Solutions based on typing such as passwords and PIN 
codes dominate, but newer mobile-friendly techniques such 
as picture puzzles [2], tracing patterns [3], and biometrics 
features including touch pattern analysis [4], fingerprints [5], 
and facial images [6] are gaining popularity and acceptance. 
While many online service providers have completely 
redesigned their website portals or maintain special mobile 
versions of their websites, relatively little progress has been 
made with similar redesigns of application-layer security 
tools [7] to protect the online resources which mobile users 
access.  
 

 
Figure 1: Example of a CAPTCHA image with correct 

selections, the human faces, circled 
 
CAPTCHA (Completely Automated Public Turing Test to 
Tell Computers and Humans Apart) is one major example of 
a security tool that is not yet mobile user-friendly. 
CAPTCHAs are designed to prevent automated attacks by 
requiring users to perform tasks that are relatively easy for 
humans but challenging for computers (automated 
algorithms) [8]. They have become ubiquitous in situations 
where websites want to prevent e-mail, instant messaging, 
and text message spam. CAPTCHAs provide an additional 
layer of security and are frequently paired with account login 
systems to prevent brute force password attacks [9]. 
 
Existing CAPTCHA implementations generally belong to 
one of three categories: 
 
(1) Text based 
(2) Image-based, 
(3) Video and Audio-based.  
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Some popular examples of each are shown in Table 1 and 
most existing CAPTCHAs are text-based. The user is 
presented with visually distorted text and asked to type it in 
correctly to prove he or she is a human and not a computer 
algorithm masquerading as a person. Many mobile devices 
lack a physical keyboard, which makes text-based input 
cumbersome and error-prone [10]. Further, most text based 
CAPTCHAs are (English) language-dependent and not 
suitable for multilingual worldwide usage. This paper 
mitigates the shortcomings of existing approaches and 
proposes a new CAPTCHA, termed as CAPTCHA, which 
leverages touch screen technology in mobile devices to make 
CAPTCHAs user-friendly and intuitive. CAPTCHA presents 
users with a composite image containing several visually 
distorted human faces along with other objects and non-real 
faces embedded in a complex background pattern. To prove 
that a user is human, users must solve the CAPTCHA by 
correctly selecting only the real human faces without 
choosing any other objects or non-real face images. If this is 
successfully done, the user is considered to be human and 
granted access to the secured resource. Fig. 1 shows an 

example of how a CAPTCHA test can be correctly solved.  In 
most cases, solving an instance only requires two or three 
taps from the user, making it extremely quick to complete 
and mobile device-friendly. 
 
Key Contributions of this Research Includes: 
 
• Design of an interactive non-keyboard-based (touch 

screen-compatible) image CAPTCHA to facilitate easy use 
on mobile devices. 

• Generation of computationally-challenging face detection 
CAPTCHA tests to provide enhanced security. 

• Utilization of genetic learning algorithms to optimize 
CAPTCHA parameters for better human performance and 
drastically lower the attack success rates of computer 
algorithms.  

• Development of large-scale human and automated testing 
processes to evaluate performance of the proposed image-
based face detection CAPTCHA. 
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Table 1: Summary of selected existing CAPTCHAs

2. Literature Survey 
 
Image-based face detection CAPTCHA for improved 
Security 
 
They demonstrate an implementation of novel image-based 
face detection CAPTCHA to add an additional layer of 
security in web-based services. Existing CATCHAs are 
vulnerable to computer attacks. Text-based CAPTCHAs are 
vulnerable to advanced OCR technologies. Image-based 
CAPTCHAs use a small subset of images and are susceptible 
to random guessing. When the images or videos are selected 

from a large database, the users are presented with limited 
options making it susceptible to random guessing or machine 
learning techniques. Speech recognition software is used to 
exploit audio-based CAPTCHAs. Minimizing the 
vulnerabilities to prevent computers from solving the 
CAPTCHAs also makes it challenging for humans, often 
requiring multiple attempts to successfully solve the 
CAPTCHA. 
 
They proposed an algorithm to generate an image-based 
CAPTCHA that uses the concept of face detection. The 
proposed algorithm embeds multiple human faces and non-
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human faces in a background image to create image 
CAPTCHAs. The background image contains randomly 
generated overlapping blocks of different shapes and contrast 
levels. The faces were selected from the CMU face database 
and were subjected to known distortions. By varying 
different parameters, the intensity of distortion is controlled 
to produce low, medium, and high levels of distortion. All 
these processing make it very challenging for face detection 
algorithm to accurately select all human faces embedded in 
the CAPTCHA image, while humans generally are able to 
identify the embedded human faces with relative ease. The 
design objective Image-based face detection CAPTCHA for 
improved security 283 is to generate CAPTCHA images such 
that the computers attack rates are minimized while human 
accuracy to solve the same CAPTCHA is considerably 
increased. The use of image quality metrics to study the 
characteristics of images and design optimal images is briefly 
presented Here. 
 
An extensive experimental study demonstrates these 
important features of the image-based face detection 
CAPTCHA. In addition, key factors that need to be 
considered in designing image-based face CAPTCHAs are 
described in detail. The proliferation of new generation 
mobile devices increasingly uses Internet-based applications 
and it is imperative they be made secure and resilient to 
attacks. These devices generally do not have a convenient 
keyboard and therefore the proposed image-based face 
detection CAPTCHA is ideally suited for clicking to solve 
the CAPTCHA rather than typing. Since there is no text 
involved, this CAPTCHA is language-independent and can 
be widely used by a large audience. 
 
CAPTCHA Based on Human Cognitive Factor 
 
Here, illustrates a new design for CAPTCHA system based 
on human cognition. This model demonstrates the ability of 
human to find the answer that other bots and external 
programs fail to interpret and evaluate. The conducted survey 
explains the usability of this new form of CAPTCHA and 
provides valuable feedback to design the overall system and 
types of question pattern. This framework can easily be 
extended to specific website to include question of any 
particular area of interest. 
 
3. Conclusion 
 
The unique touch screen technology of mobile devices can be 
leveraged to create an additional layer of security that is both 
effective and user friendly. The proposed genetically 
optimized CAPTCHA works efficiently on both touch 
screens used by tablets and smart phones and on traditional 
computers, achieving a high 88% human accuracy rate during 
evaluation. It does so without compromising performance, 
offering an effective 0% automated attack rate. This 
combination of low attack rates, high human accuracy rates, 
and convenient mobile device usage provides major 
improvements over existing desktop centric security 
CAPTCHAs in widespread use today. 
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