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Abstract : Power dissipation in modern technologies is an important issue, and overheating is a serious concern for both manufacturer 
and customer. Everyday new technology which is faster, smaller and more complex is being developed .. This paper describes a side 
channel attack resistant coprocessor IC fabricated .The IC is being developed with both Reversible and Adiabatic logic and is been 
proposed with 180nm CMOS technology.. Reversible logic is used due to its less heat dissipating characteristics. Adiabatic logic (DRAL) 
is a design methodology for reversible logic in CMOS where the current flow through the circuit is controlled such that the energy 
dissipation due to switching and capacitor dissipation is minimized .It is capable of both forward encryption and reverse decryption by 
using AES algorithm for security applications. The Adiabatic logic with reversible technique is used and simulated in HSPICE. This 
technique is also used in allowing for efficient hardware reuse. 
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1. Introduction 
 
This work focuses on the reduction of the power dissipation, 
delay, size and securities. The implementation of Adiabatic 
Dynamic Differential Logic for applications in secure IC 
design for stronger mitigation of DPA attacks[11]. These 
systems dissipate energy due to bit erasure within their 
interconnected primitive structures, which is an important 
consideration as transistor density increases. The Advanced 
Encryption Standard (AES) provides a symmetric key 
cryptography that allows for the encryption and decryption 
of fixed size blocks of data. As a symmetric system, the 
secret key must be shared between the sender and receiver in 
order for communication to be possible. In order to design 
an ideal universal computer that dissipates arbitrarily-low 
energy, reversible logic must be implemented. Adiabatic 
circuits are low power circuits which use "reversible logic" 
to conserve energy. Unlike traditional CMOS circuits,[13] 
which dissipate energy during switching, adiabatic circuits 
attempt to conserve charge . Adiabatic logic works with the 
concept of switching activities which reduces the power by 
giving stored energy back to the supply. Thus, the term 
adiabatic logic is used in low-power VLSI circuits which 
implements reversible logic.[1] In this, the main design 
changes are focused in power clock which plays the vital 
role in the principle of operation. Reversible computing is 
generally considered an unconventional form of computing. 
There are two major, closely related, types of reversibility 
that are of particular interest for this purpose: physical 
reversibility and logical reversibility. This method improved 
upon SCRL and ECRL by significantly reducing the 
overhead required to perform evaluation and discharge, as 
well as improving the signal propagation. More generally, 
reversible gates have the same number of inputs and outputs. 
 
2. AES Encryption Algorithm 
 
With the advent of easily available high speed computers 
there has been an increase in demand for effective methods 
to secure data. Older cryptographic methods, such as DES, 

do not have a large enough key space to lend themselves to 
applications where high security is needed. Advanced 
Encryption Standard (AES) provides a symmetric key 
cryptography that allows for the encryption and decryption 
of fixed size blocks of data[3]. The major steps involved in 
each round of encryption are the Byte Sub, Shift Row, Mix 
Columns, and Add Round Key . 
 
2.1 Sub Byte 
 
The Byte Sub operation performs a byte substitution on 
every byte of data in the current state[12]. A representation 
of the Byte Sub operation  
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Figure 2.2: S-box Operates on Individual Bytes 

 
2.2 Shift Row 
 
The Shift Row operation affects each of the four rows of 
data individually. Each row is rotated by a different amount. 
The first row is unchanged and rows two through four are 
rotated by one, two, and three bytes respectively. For 
encryption a right rotation is performed while for decryption 
a left rotation is used[10]. The result of the shift on the data 
matrix representing the data 
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Figure 2.3: Left Rotation Used for Decryption 

 
2.3 Mix Column 
 
The Mix Columns operation transforms the data in the 
current state by operating on each of the four columns 
independently. 
 

A0,0

A1,0

A2,0

A3,0

A0,2

A1,2

A2,2

A3,2

A1,3

A0,3

A2,3

A3,3

B0,0

B1,0

B2,0

B3,0

B0,2

B1,2

B2,2

B3,2

B1,3

B0,3

B2,3

B3,3

X

A1,1

A0,1

A2,1

A3,1

B1,1

B0,1

B2,1

B3,1

3x3 + 1x2 + 1x + 2

 
Figure 2.4: Mix Column Operation 

 
2.5 Add Round Key 
 
The Add Round Key operation performs a simple XOR 
between the current state data values and the round key for 
the current round [11]. The round key is obtained from the 
key selector block based on the value of the expanded key  
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Figure 2.5: Round Key Bytes (K) XOR with Data Bytes (A) 
 
2.6 Reversible Circuit 
 
A reversible logic gate is an n-input n-output logic device 
with one-to-one mapping. This helps to determine the 
outputs from the inputs and also the inputs can be uniquely 
recovered from the outputs. Also in the synthesis of 
reversible circuits direct fan-Out is not allowed as one–to-
many concept is not reversible[1]. However fan-out in 
reversible circuits is achieved using additional gates. A 
reversible circuit should be designed using minimum 
number of reversible logic gates. From the point of view of 
reversible circuit design, there are many parameters for 
determining the complexity and performance of circuits The 

number of Reversible gates (N): The number of reversible 
gates used in circuit [4].The number of constant inputs (CI): 
This refers to the number of inputs that are to be maintained 
constant at either 0 or 1 in order to synthesize the given 
logical function. The number of garbage outputs (GO): This 
refers to the number of unused outputs present in a 
reversible logic. 
 
2.7 Adiabatic Logic 
 
The main obstacle to using adiabatic logic in computing 
design is that complete adiabaticit means absolutely zero 
rate of entropy generation[5]. There are two issues that must 
be addressed in any adiabatic circuit. First, the 
implementation must result in an energy-efficient design of 
the combined power supply and clock generator. Second, 
reversible logic functions require greater logical value[6]. 
Therefore, the energy dissipated by switching of the circuit 
must be controlled and recycled instead of dissipated into 
the environment. . This issue was addressed using Split-
Level Charge Recovery Logic (SCRL),Efficient Charge 
Recovery Logic (ECRL) .Truly adiabatic circuits require 
that the output signals may be placed on the outputs and the 
unique input signals may be reproduced on the input wires. 
A dual rail approach was used to accomplished this goal . In 
this, the main design changes are focused in power clock 
which plays the vital role in the principle of operation. Each 
phase of the power clock gives user to achieve the two major 
design rules for the adiabatic circuit design. 
• Never turn on a transistor if there is a voltage across it 
(VDS>0) 
• Never turn off a transistor if there is a current through it 
(IDS≠ 0) 
• Never pass current through a diode 
 
2.7.1 DRAL 
EEAL requires only one sinusoidal power clock supply has 
simple implementation and performs better than previously 
proposed adiabatic logic families in terms of energy 
consumption. Ass single-clock circuit requires simple clock 
scheme [2], this logic style can enjoy minimal control 
overheads.  
 
3. Simulation Results 
 

 
Figure 3.1: Snapshots for proposed Toffoli gate 

 
The difference in power is accounted for in the degraded 
output signal of the non-body biased Toffoli gate. Since 
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there is no body biasing, the output signal for toffoli gate is 
given with transient analysis . The more the signal is 
degraded, the more the reversibility of the circuit is 
compromised. As a result, the energy dissipation and power 
consumption of the device increases. Signal ABC are 
considered as the input and PQR has the output.The result is 
verified using the Truth table of TOFFOLI gate 
 

 
Figure 3.2: snapshot for fredklin gate 

 
 

 
Figure 3.3: snapshot for AES 

 
In the shown waveform there are several things that can be 
seen. The beginning of a the final round can be seen at point 
1 . Following this, the update from the current state to the 
result of the ByteSub operation can be seen at point 2 . The 
next update to the result of the ShiftRow operation is shown 
at point 3. Since this is the final round, the Mix Column 
operation is skipped. However, at the same point 4 where the 
Mix Column operation is performed during other rounds the 
current key is still updated, and this can be seen at point 5. 
The final result of the last rounds computation can be seen at 
point 6. The final mark at point shows the results of applying 
the data mapping to achieve the proper format before 
placing the results on the output port. 
 
Comparison Table 

S.No Parameters Existing proposed 
1  Power 47.186µw 23.6290µw 
2 Delay 5.19ns 2.570ns 
3 Power delay product 51.8115f 31.3410f 
4 Peak power 454.489µw 216.48µw 

 
4. Conclusion and Future Work 
 
Here address two major debates in reversible logic. First, we 
present an adiabatic source-memory device in CMOS which 
operates at operation of the ‘‘0’’ and ‘‘1’’. This circuit is 
presented as a case study that switching circuits are not 
required to consider charge as a state, since the copy 
operation of the memory device allows for energy recycling. 
Measurement of the CMOS value does not necessarily result 
in energy dissipation. Therefore, adiabatic switching is used 

in charge based computing by properly modifying local 
reversible CMOS based structure. we use DRAL to improve 
the operation of adiabatic CMOS logic structures. 
Simulations in HSPICE using 180nm predictive technology 
is showed This DRALmethod was applied to adiabatic 
Toffoli gate and fredklin gate. The most significant tradeoff 
is operating frequency. The reversible property of the dual-
rail adiabatic circuit to allow for design reuse for both 
encryption and decryption, which is not physically possible 
in all the previous concepts. 
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