International Journal of Science and Research (IJSR)
ISSN (Online): 2319-7064
Impact Factor (2012): 3.358

Security Enhancement System through Reversible
Data Embedding Technique in Encrypted Images
E. Famidha1, G. Gajalakshmi2, S. Devisaranya3
M.E Communication Systems, Department of ECE, Mailam Engineering College, India

Abstract: The project proposes the enhancement of security system (RDH) for secret data communication through data embedding in
encrypted images. A given input image is encrypted using cryptographic technique based on selective encryption method. After image
encryption, the data hider will conceal the secret data into the encrypted pixels. The data hiding technique uses the LSB replacement
algorithm for concealing the secret message bits into the encrypted image. In the data extraction module, the secret data will be
extracted by using relevant key for choosing the encrypted pixels to extract the data. By using the decryption key, the image will be
extracted from encryption to get the information about the images.
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1. Introduction
In some applications, an inferior assistant or a channel
administrator hopes to append some additional message,
such as the origin information, image notation or
authentication data, within the encrypted image though he
does not know the original image content. And it is also
hopeful that the original content should be recovered without
any error after image decryption and message extraction at
receiver side. A content owner encrypts the original image
using an encryption key, and a data-hider can embed
additional data into the encrypted image using a data-hiding
key though he does not know the original content. With an
encrypted image containing additional data, a receiver may
first decrypt it according to the encryption key, and then
extract the embedded data and recover the original image
according to the data-hiding key.
The content owner
encrypts the original uncompressed image using an
encryption key to produce an encrypted image. Then, the
data-hider compresses the least significant bits (LSB) of the
encrypted image using a data-hiding key to create a sparse
space to accommodate the additional data. At the receiver
side, the data embedded in the created space can be easily
retrieved from the encrypted image containing additional
data according to the data-hiding key.

2. Proposed Scheme
The proposed encryption and multiplexing technique not
only enhances the security of confidential fingerprint
information by making the information inaccessible to any
interloper having a random code, but also improves the
system resource utilization by reducing the storage and/or
transmission bandwidth requirement. The proposed scheme
is made up of image encryption, data embedding and dataextraction/image-recovery phases.
2.1 Encryption and Data Hiding
A given input image is encrypted using cryptographic
technique based on selective encryption method. After
image encryption, the data hider will conceal the secret data
into the encrypted pixels. The process of recovering
plaintext from cipher text is called decryption. The accepted
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view among professional cryptographers (formalized in
KIRKHOFF’s law) is that the encryption algorithm should
be published, whereas the key must be kept secret. A very
effective method to encrypt an image, which applies to a
binary image, consists in mixing image data and a message
(the key in some sense) that has the same size as the image:
a XOR function is sufficient when the message is only used
once. A generalization to gray level images is
straightforward: encrypt each bit plane separately and
reconstruct a gray level image. The data hiding technique
uses the LSB replacement algorithm for concealing the
secret message bits into the encrypted image. The encryption
process requires an encryption algorithm and a key. This
paper introduces a new, principled approach to detecting
least significant bit (LSB) steganography in digital signals
such as images and audio. It is shown that the length of
hidden messages embedded in the least significant bits of
signal samples can be estimated with relatively high
precision. The new steganalytic approach is based on some
statistical measures of sample pairs that are highly sensitive
to LSB embedding operations. The resulting detection
algorithm is simple and fast. The objective of
steganographic is a method of embedding additional
information into the digital contents that is undetectable to
listeners. We are investigating its embedding, detecting, and
coding techniques. The idea behind the LSB algorithm is to
insert the bits of the hidden message into the least significant
bits of the pixels. In computing, the least significant bit (lsb)
is the bit position in a binary integer giving the units value,
that is, determining whether the number is even or odd. The
lsb is sometimes referred to as the right-most bit, due to the
convention in positional notation of writing less significant
digits further to the right. The least significant bit (LSB)
insertion method is a simple steganographic algorithm that
takes the least significant bit in some bytes of the cover
medium and swaps them with a sequence of bytes
containing the secret data in order to conceal the information
in the cover medium. To evaluate the robustness of the
proposed steganalytic approach, bounds on estimation errors
are developed. Adaptive steganography comes closer to this
ideal since it exploits the natural variations in the pixel
intensities of a cover image to hide the secret message. As
the application domain of embedding data in digital
multimedia sources becomes broaden, several terms are used

Volume 3 Issue 11, November 2014
www.ijsr.net
Licensed Under Creative Commons Attribution CC BY

230

International Journal of Science and Research (IJSR)
ISSN (Online): 2319-7064
Impact Factor (2012): 3.358
by various groups of researchers, including steganography,
digital watermarking, and data hiding. In computing, the
least significant bit (lsb) is the bit position in a binary integer
giving the units value, that is, determining whether the
number is even or odd. The lsb is sometimes referred to as
the right-most bit, due to the convention in positional
notation of writing less significant digits further to the right.
This is as revealed by the statistical characteristics of its
resultant stego images compared to the original cover
images. To increase the level of imperceptibility and the
hiding capacity in the LSB insertion method, this research
proposes an enhanced LSB method that employs a selective
and randomized approach in picking specific number of
target image bits to swap with the secret data bits during the
embedding process. To facilitate the selective picking of the
target image bits, the standard minimal linear congruential
number generator (LCG) is used. Maintaining the secrecy of
digital information when being communicated over the
Internet is presently a challenge. Given the amount of cheap
computation power available and certain known limitations
of the encryption methods it is not too difficult to launch
attacks on cipher-text.

image also decrypted using selective method with help of
key which is used in the encryption module. This paper
proposes a low complexity for key generation. The image
that is being recovered will be same at that of the original
image. The receiver who wants information only about the
data that is being embedded can get that information alone
of he has only the data hiding key. It is not necessary that he
should have information about the encryption key.

2.2 Decryption and Data Extraction
The secret data can be extracted from the embedded image
with help of key matrix. The hidden encrypted pixels are
determined for data extraction by using data hiding key and
data will be recovered from the image. This extraction
process is opposite to data embedding, pixel intensities and
embedding rate are used here to extraction of data. The
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Figure 1: Encryption and Data Embedding
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Figure 2: (a) Original Lena, (b) its encrypted version, (c) encrypted image containing embedded data and (d) directly
decrypted
2.3 Quality Measures for Image
The Quality of the reconstructed image is measured in terms
of mean square error (MSE) and peak signal to noise ratio
(PSNR) ratio. The MSE is often called reconstruction error
variance q2. The MSE between the original image f and the
reconstructed image g at decoder is defined as:
MSE=

1
N



( f [ j , k ]  g [ j , k ])

2

Then the performance parameter such as MSE and PSNR for
the image is calculated. The Encryption here is done in
uncompressed cover image. This encryption mechanism can
also be applied in the future for lossy compressed images.
The PSNR values for the recovered image can be increased
since when the PSNR value is high the there will not be any
difference between the original image and the recovered
image.

References

j ,k

Where the sum over j, k denotes the sum over all pixels in
the image and N is the number of pixels in each image.
From that the peak signal-to-noise ratio is defined as the
ratio between signal variance and reconstruction error
variance. The PSNR between two images having 8 bits per
pixel in terms of decibels (dBs) is given by:
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Generally when PSNR is 40 dB or greater, then the original
and the reconstructed images are virtually indistinguishable
by human eyes.

3. Conclusion
This project is of hiding a data in encrypted images. The
proposed encryption technique uses the key to encrypt an
image and not only enhances the safety of secret carrier
information by making the information inaccessible to any
intruder having a random method. After image encryption,
the data hider will conceal the secret data into the encrypted
pixels. Then at the receiver side the user can either extract
the data that has been hidden by using the data hiding key
or the original image can be obtained by using the
decryption key. .It does not replace cryptography but rather
boosts the security using its obscurity features. The data
hiding technique uses the LSB replacement algorithm for
concealing the secret message bits into the encrypted image.
By using the decryption key, the image will be extracted
from encryption to get the information about the images.
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