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Abstract: The difficulty of effectively and securely broadcasting to a remote cooperative group happens in many freshly appearing
networks. A foremost dispute in developing such systems is to over whelm the obstacles of the potentially restricted connection from the
assembly to the sender, the unavailability of a completely trusted key generation center, and the dynamics of the sender. The novel,
living key administration paradigms cannot deal with these trials effectively. In this paper, we circumvent these obstacles and close this
gap by suggesting a innovative key administration paradigm. The new paradigm is a hybrid of customary broadcast encryption and
assembly key agreement. In such a scheme, each constituent sustains a single public/secret key two. Upon seeing the public keys of the
members, a isolated sender can securely broadcast to any proposed subgroup selected in an publicity hoc way. Following this form, we
instantiate a scheme that is verified protected in the standard form. Even if all the no proposed constituents collude, they will not extract
any helpful data from the conveyed messages. After the public assembly encryption key is extracted, both the computation overhead and
the connection cost are independent of the group dimensions. Furthermore, our scheme facilitates easy yet efficient member
deletion/addition and flexible rekeying schemes. Its powerful security against collusion, its unchanging overhead, and its
implementation friendliness without relying on a fully trusted administration render our protocol a very under taking solution to many
applications.
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system which facilitating data exchange between mobile
devices even without fixed infrastructures. In MANETS, it is
important to support group-oriented applications, such as
audio/video conference and one-to-many data dissemination
in battlefield or disaster rescue scenarios. In general, users
working for the same goal form a cooperation domain; any
particular application or interest in a network may lead to
the establishment of a corresponding community. Since
communication in wireless networks is broadcast and a

1. Introduction

Remote cooperative groups using encrypted transmission.
Examples can be found in access control in remote group
communication arising in wireless mesh networks, mobile
ad hoc networks, vehicular ad hoc networks, etc. WMNs
have been suggested as a promising low cost approach to
provide last-mile high-speed Internet access. A typical
WMN is a multi hop hierarchical wireless network. The top

layer has high-speed wired Internet entry points. The second
layer is made up of stationary mesh routers serving as the
multi-hop backbone to connect to each other and Internet via
long range high-speed wireless techniques.

The bottom layers include a large number of mobile network
users. The end users access the network either by a direct
wireless link and through the chain of other peer users
leading to a nearby mesh routers; then the router further
connects to remote users through the wireless backbone and
Internet. Security and privacy issues are of utmost concern
in pushing it to the success of WMNs for their wide
deployment and for supporting service oriented applications.
For instance, a manager on his way to holiday may want to
send a confidential email to some staff of her company via
WMNs, so that the intended staff members can read the
email with their mobile devices (laptops, PDAs, smart
phones, etc.). Due to distributed nature and intrinsically
open of WMNes, it is essential to enforce access control of
sensitive information to cope with both eavesdroppers and
malicious attackers. A MANET system is made up of
wireless mobile nodes. These nodes have wireless
communication and networking characteristics. MANETSs
have been proposed to serve as an effective networking

certain amount of devices can receive transmitted messages,
the risk of non -secured sensitive information being
intercepted by the unintended recipients is a real concern.
For instance, a commander may issue secret commands to
soldiers in  battlefield via  satellite-to-MANET
communication. Consequently, efforts to secure the group
communication in MANETS are essential.

Heterogeneous
Netwaorks

=
Figure 1: System Model
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A VANET consists of on-board units (OBUs) embedded in
vehicles serving as mobile computing nodes and road-side
units (RSUs) working as an information infrastructure lo-
cated in critical points on the road. Mobile vehicles form
many of cooperative groups in their wireless
communications range in the roads, and through roadside
infrastructures, vehicles can access other networks such as
Internet and satellite communication. VANETSs are designed
with the primary goal of improving traffic safety and the
secondary goal of providing value-added services to
vehicles. A substantial body of studies has been devoted to
making the primary goal secure and private, by guaranteeing
the trustworthiness of vehicle-generated traffic reports and
the privacy of vehicles. Very recently, making the secondary
goal secure by the securing value-added services in
VANETSs has been considered. In a particular scenario of
this type of applications, only subscribers among an on the-
fly cooperative group of vehicles can enjoy/decrypt the
value-added services (e.g. multi-player video games) from
the remote service providers. Hence, secure group access
control is essential to extensively deploy such services in
VANETs. A solution to this same problem must meet
several constraints. First, sender is remote and can be
dynamic. Second, the transmission may cross in various
networks including open non -secure networks before
reaching the intended recipients. Third, the communication
from the group members to senders may be limited. Also,
the sender may wish to choose only a subset of the group as
the intended recipients. Further, it is hard to resort to a fully
trusted third party to get secure communication. In contrast
to the above constraints and mitigating features are that the
group members are co-operative and the communication
among them is local and efficient. This paper exploits these
mitigating features for facilitating remote access control of
group-oriented communication without relying on a fully
trusted secret key generation centre.

2. Related Work

The major security concern in group oriented
communications with access control is key management.
The existing key management systems used two approaches.
One is Group key agreement (or group key exchange by
some authors) which allows a group of users to negotiate a
common secret key via open insecure networks. Then, any
member can encrypt any confidential message with the
shared secret key and only the group members can decrypt.
And another one is key distribution systems (or the more
powerful notion of broadcast encryption). In a key
distribution system, a trusted and centralized key server
presets and allocates the secret keys to potential users, such
that only the privileged users can read the transmitted
message. The early key distribution protocol [21] does not
support member addition/deletion. Three aspects are
important in our contribution. First, we formalize the
problem of secure transmission to remote cooperative
groups.

3. Contribution

We observe that the existing key management approaches
do not provide effective solutions to this problem. On one
hand, group key agreement provides an efficient solution to

secure intra group communication, but for a remote sender,
it requires the sender to simultaneously stay online with the
group members for multiple rounds of interactions to
negotiate a common secret session key before transmitting
any secret contents. On the other hand, broadcast encryption
enables external senders to broadcast to non cooperative
member s of a preset group without requiring the sender to
interact with the receivers before transmitting secret
contents, but it relies on a centralized key server to generate
and distribute secret keys for each group member.

This implies that:

1) before a confidential broadcast channel is established,
numerous confidential uni cast channels from the key
server to each potential receiver have to be constructed.

2) the key server holding the secret key of each receiver can
read all the communications a n d has to be fully trusted
by any potential sender and the group members. Second,
we propose the new approach is a hybrid of group key
agreement and public-key broadcast encryption. In our
approach, each group member has a public/ secret key
pair. By knowing the public keys of the members, a
remote sender can securely broadcast a secret session key
to any intended subgroup chosen in an ad hoc way and
simultaneously, any message can be encrypted to the
intended receivers with the session key. Only the
selected group members can together decrypt the secret
session key and hence the encrypted message.

In this way, the dependence on a fully trusted key server is
eliminated. Also, the dynamics of the sender and the group
members are coped with because the communication
between the sender and the receivers before the transmission
of messages is avoided and the communication from the
group members to the remote sender is minimized. Third,
The new key management paradigm and perform extensive
experiments in the context of mobile ad hoc networks. In the
proposed protocol, after extraction of the public group
encryption key in the first run, the subsequent encryption by
the sender and the decryption by each receiver are both of
constant complexity, even in the case of member changes or
system updates for rekeying. As to security, the proposal is
shown secure against an attacker colluding with all the no
intended members. Even such an attacker cannot get any
useful information about the messages transmitted by the
remote sender. The proof is given under a variant of the
standard Decision Diffie Hellman (DDH) assumption.

4. Problem Statement and System Model

Problem Statement A group composed of N users, indicated
by {ul...uN}. A sender would like to transmit secret
messages to a receiver subset S of the N users, where the
size S of is n<N. The problem is how to enable the sender to
efficiently and securely finish the transmission with the
following constraints.

1) It is hard to deploy a key generation authority fully
trusted by all users and potential senders in open network
settings.

2) The communication from the receivers to the sender is
limited, e.g., in the battlefield communication setting.

3) N might be very large and up to millions, for instance,
vehicular adhoc networks.
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4) Both the sender and the receiver sets are dynamic due to
ad hoc communication.

According to the application scenarios, there are also some

mitigating features that may be exploited for solving the

problem.

1) nis usually a small or medium value, e.g., less than 256.

2) The receivers are cooperative and communicated via
efficient local (broadcast) channels.

3) A partially trusted authority, e.g., a public key
infrastructure, is available to authenticate the receivers
(and the senders).

5. Key Management

The major security concern in  group-oriented
communications with access control is key management.
The key management paradigm al-lowing secure and
efficient transmissions to remote cooperative groups by
effectively exploiting the mitigating features and
circumventing the constraints. This system is to securely
distribute a session key to the intended receivers, it is
sufficient to define the system as a session key
simultaneously encrypt any message under the session key,
and only the intended receivers can decrypt. Member
Organization Organize the nodes in the network. Each and
every node should managed by Group Manager. Whenever
the nodes want to move from one place to another place,
they can easily move with the permission of group manager.
Any node want to add in the network or group, the group
manager should allow the new node in the group. Doing this
process, we can easily manage the network members and
avoid unwanted nodes. Key Updating Process In this
process, whenever happened nodes addition and deletion,
the key should rekey in the group and the network. Updating
the long-term secret key of a member causes more overhead
than updating her session key or her group decryption key,
although the long-term secret key update process described
is still much more efficient than a completely new run of the
protocol.

Key Pre distribution Phase in dynamic key management In
proposed scheme an authentication key is a pair of
public/private key and a certificate signed by the base station
are pre distributed in each cluster head. The authentication
key is used to verify member sensor node identities.
Authentication key is known to all cluster heads and the
base station. The public/private key pair is used to establish
pair wise keys among cluster heads. An authentication key
and the public key of the base station are pre distributed in
each member sensor node. Public key is used to verify the
certificates of the cluster heads. Authentication key can be
calculated by the following hash function: K Authi=H( I
Di|| KCH Auth)
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Figure 2: Design flow graph of system

In this process first we create node and then Generate pair
wise key .The pair wise key include private and public keys.
The cluster head generate key management it will
independent on membership addition and deletion of the
node. If incase the pair wise key not satisfy the cluster head
key generation means the cluster head will intimate to the
particular node to perform the rekey strategy. Now the
information is authenticated and transfer in secure manner.
encapsulation mechanism.

6. Simulation Results
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7. Conclusion

We have proposed a new key management paradigm to
enable send and leave broadcast to remote cooperative
groups with out relying on a fully trusted third party. our
scheme has been proven secure in the standard model. A
thorough complexity analysis and extensive experiments
show that our proposal is also efficient in terms of
computation over head and communication. these features
render our scheme a promising solution to the group
oriented communication with access control in various types
of adhoc networks.
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