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Abstract: Visual Cryptography is a technique used to protect image based secrets. In this work, encryption method based on Modified 
Kernel based Gaussian Error Diffusion (MKGED) for colour extended visual cryptography, for visual quality improvement. This work 
depends on two important parameters and they are cluster centre points �� and pseudo covariance matrix ��. On analysis, it is found 
that the performance of our proposed system is much better than existing methodologies and is proved by Peak-to-Signal-Noise Ratio 
(PSNR) value, Normalized Correlation Coefficient (NCC) and Mean Square Error (MSE). 
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1. Introduction 
 
Due to the advent of internet, people tend to exchange 
multimedia information through network, which is 
vulnerable to security threats. It is an essential need to 
protect the privacy and security of the data being exchanged 
via network. For this sake, several techniques were proposed 
to provide security. Due to the extensive usage of images, 
there is a strong need for image security.  
 
Visual Cryptography is a technique used to protect image 
based secrets. The main concept behind this is, to encrypt a 
secret image into some shares. The secret can be revealed 
only when all the shares are combined. Thus, this scheme is 
very effective. Visual cryptography hides secrets within 
images. These images are encoded into multiple shares and 
decoded afterwards without any computation [1].  
 
Visual Cryptography requires no knowledge of 
cryptography, which makes sense that decryption is carried 
out by human visual system and there is no need for any 
cryptographic computation [2, 3]. Visual cryptography is an 
emergent cryptographic methodology, which is proposed by 
Naor and Shamir [4]. 
 
The most useful type of visual cryptography is Colour visual 
cryptography. The main reason behind this is that the usage 
of colour images is more and also, natural coloured images 
are the best covers to hide a secret without any suspicions. It 
is claimed that the quality of shares can be improved by 
error diffusion [5-7].  
 
The nature of error diffusion techniques is to spread up the 
pixels as homogeneous as it can, for quality improvement. In 
this technique, a secret pattern is embedded into the cover 
images and when the cover images are overlaid the secret 
pattern can be retrieved. This can be called as halftone visual 
cryptography techniques. 
 

The simple construction of (2, 2) visual cryptography 
scheme is presented in Fig 1. Each pixel of the secret image 
is embedded into a 2 × 2  block of the cover image. The 
figure depicts the possibility of share 1&2 selection. The 
base of this system is when black is laid over black, the 
result is black, same way, white and black is black and white 
and white is white. On superimposing both cover images, 
the blocks that corresponds to black pixel in secret image, 
will appear complete black and white pixels resemble half 
black and half white. 
 
 
In this work, we propose an algorithm based on modified 
kernel based Gaussian error diffusion, as an enhancement 
over [8]. This work depends on two important parameters 
and they are cluster centre points �� and pseudo covariance 
matrix��. The threshold value is selected with utmost care. 
This work shows good result than the work proposed in [8], 
with good security and share quality. The results are 
compared in terms of Peak-to-Signal-Noise Ratio (PSNR), 
Normalized Correlation Coefficient (NCC) and Mean 
Square Error (MSE). 
 
The remainder of this work is organized as follows. Review 
of literature is presented in section 2. Section 3 presents the 
proposed algorithm and the experimental results and 
performance analysis are carried out in section 4. Finally, 
concluding remarks are presented. 
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Figure 1: (2, 2) VC Scheme 

 
2. Review of Literature 
 
Several related works were studied in order to arrive at a 
system with enhanced quality. Images with good quality 
reduce the degree of suspicion of the man-in-the-middle or 
the hacker. Several systems were proposed for enhancing the 
image quality and are listed below. 
 
In [9], Extended Visual Cryptography (EVC) is presented 
with meaningful share images, by exploiting hypergraph 
colourings. The share images produced by this system are 
prone to severe white noise and the share quality is very 
poor, because of random pixel distribution. 
 
A visual cryptographic scheme based on additive colouring 
is proposed in [10], and it involves pixel expansion by 
degree of three, which increases the size of encrypted shares. 
The work proposed in [11] utilized halftoning methods, in 
order to have good quality shares. The works presented in 
[12, 13] involves in creating meaningful shares, however the 
share quality is not up to the mark. 
 
Data hiding in halftone images by stochastic error diffusion 
[14] is the first work that produced halftone images based on 
error diffusion. The enhancement of [14] is presented in 
[15]. In [16], colour halftone images are used as a carrier for 
binary secrets. In [17], a system based on colour conjugate 
error diffusion is presented, however the system lack in 
visual quality of extracted image. 
 
In [8], a system that is based on Gaussian error diffusion is 
presented with reasonable share quality. Gaussian 
distribution is known for its smoothening ability and 
efficiency. This resulted in a system with appealing share 
quality. 
 
Motivated by all these works, we propose to introduce a 
system based on Modified Kernel based Gaussian Error 
Diffusion (MKGED). Error diffusion is an efficient 
algorithm to produce halftone images. The quantization error 

at every pixel is filtered and is passed to process further. The 
difference of low frequency between the input and the 
output images are minimized as much as possible, so as to 
improve the quality of the halftone images [18]. The 
efficiency of the proposed work can be observed in 
experimental results. 
 
3. Proposed System based on MKGED 
 
In this work, we propose a system based on modified kernel 
based Gaussian error diffusion, which is the refined version 
of [8]. The obtained share quality is more impressive than 
the share quality of [8]. This system relies on two main 
parameters cluster centre points �� and pseudo covariance 
matrix��. The threshold value is selected with utmost care. 
The algorithm is presented in this section. 
 
3.1 Error Diffusion  
 
Error diffusion is an efficient algorithm to produce halftone 
images. Every pixel is quantized by carrying out 
neighbourhood operation. It is based on scan line operation 
and scanning is done through every pixel of each row. Each 
pixel is compared with the threshold. The resultant pixel will 
be white, if the value of the pixel is greater than the 
threshold. Else, the resultant pixel is black. 
 
All the colour channels are passed and let fij(m,n) be the 
input, where (m,n) is the pixel on the input channel j(1 �
� � �, 1 � � � 3� of the ith share. dij(m,n) is the input that is 
passed and is given by 
 

dij(m,n)= fij(m,n)-∑ ���, ���,�  ����� � �, � � ��       (1) 
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Figure 2: Standard Error Diffusion 

 
�����, �� is determined by the threshold (TH) and it can be 
represented as 
 

gij�m, n� � �1 if�d���m, n� � T�m, n�
0 otherwise

                  (2) 

 
The steps for threshold determination are presented below. 
 
3.2 Proposed Algorithm 

 
1. Select the cover images in colour. 
2. Choose an enumeration of the pixels. 
3. At each pixel location, add the input I(i), a weighted 

average of the previous errors in neighbourhood pixels, 
in order to obtain the modified input M(i). 

4. Choose O(i) as an element of V which is closer to M(i). 
5. Define the error e(i) as M(i)-O(i). (The simplest case is: 

v(M(i))=O(i), e(i)=M(i)-v(M(i)), M(i)=I(i)+e(i-1)). 
6. Function Modified Kernel based Gaussian Error 

Diffusion 
a. Let C be cluster count.  
b. Select C entities randomly and let mk be the cluster 
c. Allocate partition matrix S by Euclidean distance with 

mk.  
��� � 1, �� �������, ��� � �������, ���, 
� � 1,2, … , � ��� � � �. 
��� � 0, ���� 

d. Calculate cluster_centre, and the entity located in 
clusters 

�� �
∑ ������

∑ ����
, �� � � ���� 

e. Calculate the false covariance matrix Qk, using the 
matix based genetic algorithm 

f. Calculate partition matrix S by MGA measure with 
mk and Qk. 
��� � 1, �� �������, ��; ��� � �������, ��; ���, 
� � 1,2, … , � ��� � � �. 
��� � 0, ���� 

g. If S remains the same, end the process. Otherwise, 
repeat step c through step f. 

7. Embed the secret pattern, after the calculation of 
threshold. Extraction of the secret image is done by the 
application of XOR operation. 
 
This algorithm renders appealing visual quality of 
shares and can be seen in Figure 3. 
 
 
 
 
 
 

Cover Images Shares by MKGED 

  

  

  

  

  
Figure 3: Shares Created by MKGED 

 
The decrypted image of the proposed system is presented in 
Fig 4. 
 

Original Secret image 
(Before embedding) 

Decrypted Image 

  
Figure 4: Secret Image before and after decryption 
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From figures 3 and 4, it is evident that the visual quality of 
the shares is considerably improved, by means of Modified 
Kernel based Gaussian Error Diffusion method. This system 
is compared with existing systems such as Halftone Error 
Diffusion (HED) proposed in [19], Edge Directed Error 
Diffusion (EDED) proposed in [20], Optimized Error 
Diffusion (OED) proposed in [21], Gaussian Error Diffusion 
(GED) proposed in [8], in terms of PSNR, NCC and MSE. 
The proposed system outperforms all the other systems and 
the results shown in graphs. 

 
4. Experimental Analysis 
 
The proposed system is compared with existing systems 
such as Halftone Error Diffusion (HED) proposed in [19], 
Edge Directed Error Diffusion (EDED) proposed in [20], 
Optimized Error Diffusion (OED) proposed in [21], 
Gaussian Error Diffusion (GED) proposed in [8]. The 
performance is measured by PSNR, MSE and NCC. On 
analysis, it is found that the performance of our proposed 
system is much better than the other methodologies and is 
proved by PSNR ratio, Normalized Correlation Coefficient 
(NCC) and MSE. The results of analysis are presented from 
Table 1 to Table 3. The analysis is carried out by employing 
Matlab. 
 
Peak Signal to Noise Ratio (PSNR) 
 
This performance metric evaluates the image quality 
between original and the cryptographic image and is 
calculated by (3) and the results are shown in Fig 5. 
 

���� � 10 × �����
���×���

�
�×� ∑ ∑ ����,������,�������

���
���
���

         (1) 

 
where H and W are the height and width of the image, 
respectively; and f(x,y) and g(x,y) are the grey levels located 
at coordinate (x,y) of the original image and cryptography 
image, respectively. 

 
Table 1: PSNR Analysis (dB) 

Image 
Name 

Half Tone 
Error 

Diffusion 

Edge 
Directed 

Error 
Diffusion 

Optimized 
Error 

Diffusion 

Gaussian 
Error 

Diffusion 

Modified 
Gaussian 

Error 
Diffusion 

Lena 15.4528 19.3562 25.4856 43.8627 54.6282 
Boat 14.5268 20.2612 25.4856 41.5264 53.1246 

Pepper 15.2364 22.5632 26.5945 44.8562 54.8569 
Sail Boat 14.8567 21.5231 24.5621 42.5214 52.1284 
Barbara 14.8523 20.5845 25.8569 42.8547 52.4965 
 

 
Figure 5: PSNR Analysis 

 
Normalized Correlation Coefficient (NCC) 
 
This metric measures the quality of key image. The quality 
of extracted and the original key image is evaluated by (4). 
 

��� � �
�×�

∑ ∑ ���, �� × ���, ���
���

�
���              (2) 

 
where M and N are the height and width of the image and 
E(x,y) and O(x,y) are the grey levels located at coordinate 
(x,y) of the extracted key image and original key image, 
respectively. The experimental results of NCC analysis are 
presented in fig 6. 

 
Table 2: NCC Analysis 

Image 
Name 

Half Tone 
Error 

Diffusion 

Edge 
Directed 

Error 
Diffusion 

Optimized 
Error 

Diffusion 

Gaussian 
Error 

Diffusion 

Modified 
Gaussian 

Error 
Diffusion 

Lena 1 1 1 1 1 
Boat 1 1 1 1 1 

Pepper 1 1 1 1 1 
Sail Boat 1 1 1 1 1 
Barbara 1 1 1 1 1 

 

 
Figure 6: NCC Analysis 

 
Mean Square Error (MSE) 
 
This metric represents the cumulative squared error between 
the original and cryptographic image. The lower the MSE, 
the higher the accuracy rate and is calculated by (5). MSE 
analysis is presented in fig 7. 
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��� � �
�×�

∑ ∑ ����, �� � ���, �������
���

���
���          (3) 

 
where H and W are the height and width of the image, 
respectively; and f(x, y) and g(x, y) are the grey levels 
located at coordinate (x, y) of the original image and 
cryptography image, respectively. 

 
Table 3: MSE Analysis (dB) 

Image 
Name 

Half Tone 
Error 

Diffusion 

Edge 
Directed 

Error 
Diffusion 

Optimized 
Error 

Diffusion 

Gaussian 
Error  

Diffusion 

Modified 
Gaussian 

Error 
Diffusion 

Lena 17.8214 15.2634 10.2346 5.3338 1.9535 
Boat 16.7421 15.2846 10.8546 4.1254 2.0125 
Pepper 17.1547 14.5238 9.2365 4.9658 1.5264 
Sail Boat 16.7317 15.8547 10.2546 4.0325 1.8569 
Barbara 17.1536 14.9654 10.8546 4.8591 2.1254 
 

 
Figure 7: MSE Analysis 

 
From the above presented results, the performance of the 
proposed system based on MKGED can be observed with 
maximum PSNR value and the least MSE value. 
 
5. Conclusion 
 
This work proposes an encryption method based on 
Modified Kernel based Gaussian Error Diffusion (MKGED) 
for colour extended visual cryptography, for visual quality 
improvement. This system relies on two main parameters 
cluster centre points ��  and pseudo covariance matrix�� . 
The threshold value is selected with utmost care. On 
analysis, it is found that the performance of our proposed 
system is much better than all other methodologies and is 
proved by PSNR value, normalized correlation coefficient 
and MSE. 
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