
International Journal of Science and Research (IJSR) 
ISSN (Online): 2319-7064 

Impact Factor (2012): 3.358 

Volume 3 Issue 10, October 2014 
www.ijsr.net 

Licensed Under Creative Commons Attribution CC BY 

A Survey on Privacy-Preserving for Clinical 
Decision Support System 

 
Swati Kishor Zode1, R. Ambekar2 

 
1ME Student, Department of Computer Engineering, Sinhagad Institute of Technology, University of Pune, Maharashtra, India 

 
2Department of Computer Engineering, Sinhagad Institute of Technology, University of Pune, Maharashtra, India 

 
 

Abstract: Today computer science has reformed our world and machines have gotten to be basic part of our life. It made it simple for 
us to investigate and diagnose the medical issues and diseases. The utilization of Artificial Intelligence in drug and medical sciences are 
on appeal. This paper concentrates on the attributes of Clinical Decision Support System and the systems utilized for their execution. It 
talks about how they are useful in judgment of illnesses. The reason for this careful investigation is to study the parts of Clinical 
Decision Support Systems and to evaluate the most ideal strategy that can be utilized within Clinical Decision Support Systems to give 
the best arrangements and conclusion to restorative problems. The purpose of a precise system relies on different parameters of 
available domain. Such systems are powerful in one of the space while other may be significantly more compelling in different areas. 
Privacy preserving is an important task to preserve important data for clinical decision support system where the patient data kept in 
encrypted form during diagnosis process.  
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1. Introduction 
 
Computer science is presently getting much more included 
in the drug science, health sciences. The area of computer 
science which is all the more energetically and effectively 
included in medicinal sciences is Artificial Intelligence. 
With support of Artificial Intelligence Different Clinical 
Decision Support Systems have been built. These 
frameworks are presently broadly utilized within healing 
facilities and clinic. They are turned out to be exceptionally 
valuable for patient and for medicinal specialists in making 
decisions. Different philosophies are put to use for the 
enhancement of those frameworks. The best available 
method for gathering the data and to present output data is 
distinctive in diverse strategies. Any machine program that 
helps specialists in settling on clinical choice goes under the 
space of clinical decision support system. An vital property 
for the AI is that it can help the development and best use of 
the clinical information. Utilizing Artificial Intelligence we 
can make the frameworks that will have the ability to learn 
and the formation of new clinical information [2]. 
 
This issue of securing critical private data of 
associations/organizations is referred as corporate security 
[1]. Like personal defense, which just considers the 
agreement of the data, recorded about people, for security 
purpose it is requires that both the individual things and the 
examples of the accumulation of information things. 
Protection Preserving Data Mining (PPDM) is a research 
area concerned with the protection determined by 
identifiable data when considered for data mining. Hence, 
PPDM has turned into an increasingly paramount field of 
research. PPDM is a novel approach research in data mining. 
Various methods and procedures have been produced for 
protection protecting Preserving privacy is a research zone 
concerned with the security determined from generally 
identifiable data at the point when considered. This work 

focuses the security issue by considering the protection and 
algorithmic prerequisites at the same time. 
 
So in particular use of privacy preserving is important task 
to protect patient data from external or third party servers 
which are generally untrusted server. Decision support 
system is generally made up of SVM (Support Vector 
Machine). It is use widely for one of the application as 
biomedical tool for predicting disease [3][4][5]. In this paper 
we surveyed on various clinical decision support system as 
well as privacy protection in Section II as literature review. 
In Section III we conclude by presenting various approaches 
at last.  
 
2. Literature Review 
 
The main objective of this is to present recent trends in 
Clinical decision support system. We will discuss different 
methodologies used regarding Health care. 
 
a. History in Clinical Decision Support System 
Since machine was invented, it has been utilized for aiding 
medicinal experts. The first research article which manages 
prescription also machines showed up in late 1950s (Ledley 
& Lusted, 1959). Later an experimental model showed up in 
the early 60s (Warner et al., 1964). Around then restricted 
abilities of machine did not permit it to be a part of medical 
space. In 1970s the three report frameworks: de Dombal's 
framework for determination of stomach pain (de Dombal et 
al., 1972), Shortliffe's MYCIN framework for anti-infection 
agents choice (Shortliffe, 1976), and HELP framework for 
medical alert delivery (Kuperman et al., 1991; Warner, 
1979). 1990s saw a vast scale shift from administrative 
frameworks to clinical decision support systems. 
 
b. Decision Support System using Artificial Intelligence 
Clinical Decision support system (CDSS) is broadly 
classified into two types: 
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1. Knowledge base 
2. Non-Knowledge base 

 
Knowledge Base CDSS 
 
The information based clinical decision supportive system 
contains rules basically as IF-Then statements. The 
information is generally attached with these rules. In case if 
the hurting is at the definite level then create alaram and so 
forth., The knowledge based for the most part comprises of 
three principle parts. Knowledge base, Inference rules and 
an communication mechanism. Knowledge base contains the 
guidelines, inference engine joins principles with the patient 
information and the correspondence system is utilized to 
demonstrate the result to the clients and in addition to give 
data to the framework. In certain case, for example, of chest 
pain management, the knowledge base rules from a learning 
base server end up being substantially more powerful than 
others [6]. They are the commonest kind of Clinical 
Decision Support System utilized as a part of hospitals and 
clinics. They can have clinical knowledge around an 
uncommonly characterized assignment, or can even have the 
capacity to work with case base reasoning. The information 
in specialist system is presented as set of rules. Frequently 
the knowledge based is utilized with change management to 
execute patient forethought prepare and give amazing social 
insurance benefits like health care progressively. This 
knowledge based management framework is actualized 
utilizing the object oriented analysis, UML strategies and 
treatment of difference through the development of fuzzy 
ECA (GFECA) rules [7]. 

 
Non Knowledge Based CDSS 
 
CDSS without a learning base are called as non-knowledge 
based CDSS. These frameworks rather utilized a type of 
artificial intelligence called as machine learning. There are 
two main classes of Non- knowledge based CDSS.  
 
First is Neural Network. To infer relationship between the 
systems and diagnosis, neural systems utilize the nodes and 
weighted connections. It concludes that there is no need to 
compose various rules for input. Besides that, the framework 
disregards to illuminate the explanation, utilizing of the 
information . So its dependability and accountability can be 
a reason. It has been noticed that the self-arranging tactic of 
preparing the neural system in which it isn't given any 
convent data about the classifications it is obliged to 
recognize, is fit for concentrating applicable data from info 
information so as to create clusters compare to class. in 
addition it requires little scope of accessible information to 
set up the system [8].  
 
Second type is the genetic algorithm which is focused 
around evolutionary methodology. Selection algorithm 
assesses segments of answers for an issue. Solution that goes 
ahead on top are recombined and the procedure runs again 
until a legitimate solution is observed. The generic 
framework denotes an iterative model to deliver the reason 
the best solution of an issue. It likewise clarifies that there is 
a chance to actualize clinical decision supportive system 
utilizing genetic algorithm. This is the point of future  
 

c. Defining Privacy Preserving 
All in all, privacy preservation happens in two major 
measurements: user’s personal data and data concerning 
their aggregate action. We can see the previous as personage 
protection conservation and the recent as group privacy 
conservation, which is identified with corporate privacy). in 
(Clifton et al., 2002 
 
Individual protection conservation: The essential 
objective of information protection is the assurance of by 
and by identifiable data. All in all, data is considered 
generally identifiable on the off chance that it can be joined, 
straightforwardly or by implication, to a unique individual. 
Hence, when individual information is subjected to mining, 
the trait values connected with people are private and must 
be secured from disclosure. Miners are then ready to learn 
from worldwide models instead of from the attributes of a 
specific single person. 
 
Collective security conservation: Protecting individual 
information may not be sufficient. Once in a while, we may 
need to make sure beside learning insightful information 
speaking to the activities of a group. Defence of sensitive 
learning can be refer as collective privacy preservation. The 
objective here is very like that one for statistical databases, 
in which security control mechanism give total data about 
group of people and, in the meantime, anticipate disclosure 
of classified data about people. It may, different to as is the 
situation for statistical databases, an alternate goal of 
aggregate security protection is to secure sensitive data that 
can give advantage in the business world [9]. 
 
3. Conclusion 
 
There are diverse approaches for executing the clinical 
Decision support system. It is observed that a few systems 
are domain based. They are effective for only the particular 
sicknesses domain. Though, some are generally helpful in all 
the areas. The determination of a specific procedure 
additionally relies on some outside parameters, for example, 
the expense of framework; require effectiveness, and 
measure of information accessible and the affectability of 
the framework. In future, the learning from this paper can be 
reused as a thesis work or as a research itself. For the 
purpose of protecting patient’s data encryption based 
technique is useful. Patient’s data is encrypted all the time 
even during the diagnosis process. 
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