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Abstract: Now-a-days, the self-service banking system has got extensive popularization with the characteristic offering high-quality 24
hours service for customer but the chances of misuse of theses insecure ATMs are manifold due to the exponential growth of intelligent
criminals day by day. This paper proposes much secure ATMs by the use of image processing. By this method a person can login to his
account by using an image along with his ATM card.A new data-hiding method Adaptive pixel pair matching (APPM) is used in this
system. The concept of APPM is to use the pixel pair values as a reference coordinate. Then search a coordinate in the neighborhood set of
this pixel pair according to a given message digit. The pixel pair is then changed to the searched coordinate to conceal the digit. In APPM
users can select digits in any notational system for data embedding. The image which conceals the secretly embedded message bits
produced by the encoder is the called stego-image. The stego-image should resemble the cover image under casual inspection and
analysis. The encoder usually employs a stegokey which ensures that only recipients who know the corresponding decoding key will be
able to extract the message from a stego-image. This improves the security of the data that is being transmitted and achieves a better image

quality.

Keywords: Adaptive Pixel Pair Matching (APPM)

1. Introduction

Today banking became a lot easier with the advent of ATMs.
On most modern ATMs, the customer is identified by
inserting a plastic ATM card with a magnetic stripe or a
plastic smartcard with a chip, which contains a unique card
number and some security information. There is an urgent
need of improving security in the banking region. There have
also been a number of incidents of where criminals have
attached fake keypads or card readers on existing ATM
machines. These have then been used to record customers
PINs and bank card information in order to gain unauthorised
access to their accounts

This paper introduces a method which gives a better solution

to this problem. In this system a person can logon to his
account by using an image along with the atm card, in which a
secret bit is embedded. The data hiding method is known as
stegnography. There are various data hiding techniques
developed in recent years. LSB matching [3], LSB
replacement, optimal pixel pair adjustment process [1] etc.
These methods have some drawbacks so we use APPM in this
project.

The data hiding is based on Adaptive Pixel Pair Matching
(APPM)[1] reduce the embedding impact. The embedding
efficiency[4] in this method can be increased by embeding
more messages per modification The image quality achieved
by this method not only performs better than those obtained
by other methods but also bears higher payload with less
detectability. A lower image distortion can be achieved in
APPM because the best notational system for data concealing
can be determined and employed in this new method
according to the given payload. By this project the security in
the ATM can increase with the help of image processing. The
customer can embed his password into any image and he can
login to his account by using this password along with the
ATM card. After implementing this type model the bank will
provide two pins to the customer one can be used as the pin
for the ATM card and the customer can embed other pin into
any image in the ATM counter he can login to his account if
both the passwords match together. This will avoid the
problem of card theft and pin theft. The image concealing the

secret data is not easily detected in steganalysis.

The remainder of this paper is organized as follows. Section 2
explains about the stegnography method. Section 3 discusses
the adaptive pixel pair matching algorithm section 4 explains
the proposed method. The result and discussions are in section
5. Finally, conclusion and suggestion for future works are
given in Section 6.

2.Stegnography

Steganography is a method of hiding secret messages into a
cover-media such that an unintended observer will not be
aware of the existence of the hidden messages[4]. The carrier
of steganography can be various kinds of digital media such
as image, audio, and video, etc. Digital images are widely
transmitted through the Internet; therefore, it often serve as a
carrier for covert communication. A good data-hiding method
should be capable of evading visual and statistical detection
while providing an adjustable payload[1].The purpose of
steganography is to send secret messages after embedding
them into public digital multimedia. It is desired to embed as
many messages as possible per change of the cover-object.

In general, the steganography introduces fewer embedding
distortions and it will be less detectable, that means it is more
secure. Two fields of research have been proposed to enhance
the communication security: cryptography [4] and
stegnography. Both of them are applied to the protection of
secret message. The cryptography methods, referred almost
exclusively to encryption which is the process of converting
ordinary information (plaintext) into unintelligible gibberish.
After data encryption, the secret data appears to be a to be a
series of seemingly meaningless words. so the existence of the
transmitted secret message can be easily detected. This is
because, it does not conceal the fact that there is an important
message, the encrypted message may motivate an
unauthorized user to decrypt or destroy it. Generally, a good
steganographic technique should have good visual/statistical
imperceptibility and a sufficient payload. There are many data
embedding methods are used such as LSB matching, optimal
pixel pair adjustment process etc.
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There are basically two types of LSB methods LSB
replacement and LSB matching [9]. In both the cases data to
be hidden is represented in binary form. This method is simple
and implement with low cost.LSB replacement embeds a
message into the cover image by replacing the LSBs of the
cover image with message bits to arrive at the stego image.
The method increases even pixel values either by one or
leaves them unmodified, while odd values are left unchanged
or decreased by one. As a result, there exists an imbalance in
the embedding distortion in the stego image.

The least significant bit of some or all of the bytes inside an
image is changed to a bit of the secret message. Digital images
are mainly of two types (i) 24 bit images and (ii) 8 bit images.
We can embed three bits of information in each pixel in a 24
bit image, Each LSB position of the three eight bit values[3]
carry one bit . Increasing or decreasing the value by changing
the LSB does change the appearance of the image. Amount of
data that can be embedded is called as embedding capacity
and distortion present during embedding is called as
embedding distortion[1].LSB method has average embedding
capability. LSB replacement embeds a message into the cover
image by replacing the LSBs of the cover image with message
bits to arrive at the stego image. The OPAP method greatly
improved method to reduse the image distortion problem
caused by the LSB replacement. In this OPAP method, if
message bits are embedded into the right most LSBs of an n
-bit pixel, other bits are adjusted by a simple evaluation.
These bits are either replaced by the adjusted result or
otherwise kept unmodified if the adjusted result offers a
smaller distortion.

This system uses a new data embedding method Adaptive
Pixel Pair Matching(APPM) which reduce the embedding and
provides more embedding efficiency.

3. Adaptive Pixel Pair Matching (APPM)

APPM is proved to offer better security against detection and
lower distortion, it explore a better mechanism and provide
better security and lower distortion for embedding data in
colored images. Also, performance in terms of payload can be
improved. In colored images, which consists three different
colored layers, in each layer one can embed message bits so
that the capacity of the Adaptive Pixel Pair Matching can be
improved without any distortion in the original colored image.

The main concept of APPM-based data-hiding method is that
it takes the pixel pair (x, y) as the reference, and then
searching a coordinate (x’,y’) within ®(x, y),which is the a
predefined neighborhood set . such that f(x’, y”) = Sg, where f
is the extraction function and Sg[1] is the message which is to
be concealed. Then replacing (x, y)with(x’, y’)[1]. Take the
the cover image of size MxM, S is the message bit which is to
be concealed. Then calculate the value of B such that all the
message bits can be embedded. The message digits are then
sequentially concealed into pairs of pixels. To find cB
and®p(X,y), solvethe discrete optimization problem.Then
construct a nonrepeating random embedding sequence Q
using the key the Kr. To embed a message digit Sg,first select
two pixels (X, y) in the cover image according to the
embedding sequence Q, and then calculate the modulus

distance between Sg and f(x, y), then replace (x, y) with (x +
X7, y+y’).
d=Sg-f(x,y)modB

For APPM-based method, to conceal a digit Sg ,the range of
Sg is between 0 and B-1, and a coordinate (x’, y’) in ®(X, y)
has to be found such that f(x’,y’) = Sg. Therefore, the range of
(x ,y) must be integers between 0 and B-1, and each integer
must occur at least once. To reduce the distortion, the number
of coordinates in ® (x, y) should be as small as possible. The
values of ®(x, y) and f(x, y) significantly affect the stego
image quality. The designs of @ (x, y)and f(x, y) should
satisfy the requirement that the summation of the squared
distances between all coordinates in ®(x, y) and f(x, y) has to
be the smallest. This is because, during embedding, (X, y) is
replaced by one of the coordinates in ®(x, y). Suppose there
are B coordinates in ®(Xx, y), i.e., digits in a B-ary notational
system are to be concealed, and the probability of replacing (X,
y) by one of the coordinates in ®@(x, y) is equivalent. The
averaged MSE can be obtained by averaging the summation
of the squared distance between and other coordinates in ®(x,
y). Thus, given a @(x, y), the expected MSE after embedding
can be calculated by

MSE -1
Oxy) T Lims (X Hyry)))

In APPM, based on these f(x, y) and ®(x, y) the secret data is
embedded . Let
f(x, y)=(x+cgy)mod B

Solve the discrete optimization problem to find ®(x, y) and
f(x, y).

Minimize: 35 (x-x)*+(yi-y)))
Subject to: f(x;y;)€{0,1,B-1) [1]
f(x;yi)# f(x;y),if i#

Given an integer B and an integer pair (x,y) , The B pairs of
(x.y;) are obtained by solving this equation and which is
denoted by ®p(x,y) .The ®@p(x,y) represents a neighborhood
set of (x,y) . Table I lists the constant cg, for a given B, it is
possible to have more than one cg and ®g(x,y) satisfying the
above equation. Table I only lists the smallest cgThe
embedding procedure and extraction procedure for data
hiding are given below.

A) Embedding Procedure

Consider the cover image of size MxM, then each of R, G, B
channels will be of size MxM. S is taken as the message bits to
be concealed for each channel image. First we want to
calculate the minimum value of B such that all the message
bits can be embedded. Then, each message digits are
sequentially concealed into the pixel pairs according to the
embedding sequence. The embedding procedure is shown in
the following steps.
1)First calculate the minimum value of B satisfying [MxM / 2|
>|SB|, and convert S into a list of binary numbers with a
B-ary notational system SB.
2)Solve the discrete optimization problem to obtain ¢B and
DB(x, y).
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3)Record the coordinate (x’, y’) In the region defined by
®B(x, y) such that f(x’, y’) =1, 0 <i < B-1.

4)The nonrepeating random embedding sequence Q is
constructed by using the secret key Kr.

5)To embed a message digit sB, two pixels (X, y) in the cover
image are selected according to the embedding sequence Q,
and calculate the modulus distance between sB and f(x, y)

6)d=SB-f(x,y)modB

7)Then replace (x, y) with (x + X", y +y’).

8)Repeat step 5, until all the message bits are embedded.

In real applications, we can solve all cg and ®p(x,y) at once.
With the knowledge of cg and , @p(x,y) ,there is no need to
perform Step 2 in the embedding phase.

Table 3.1: List of the constant cg for 2< B <64

O | G | G [ C5 | C | C | C|C | Col by |Cpl|CslCulCs|CelCy]Cs
P2 212023333 [4[5/4[4]6/414
Clo | Co | Cy | Cp | Cs | Coa | Cos | Co6 | Coy | Cop | Coo | Coo | Gy | Cip | C33 | Ca | G5
4084 [S|S{S|S|10]S{5|S|R2[12]T7{6]|6]10
Co6 | Ca7 | Cig | Coo | Cap | Cat | Cap | Cas | Cag | Cas | Cap | Cap | Cag | Cao | Cso | Cs1 | Cs2
S| 616|776 |12{12/8|T7T|7[7|7|14]14]9 |22

Cs3 ] Csq | Css | Cs6 | Cs7 | Csg | Cso | Coo | Col | Ca2 | Coa | Cpa

8112020 16|12 9 8|88 14|

We can illustrate the embedding procedure by using a simple
example. Consider a cover image of size 512x 512 with
embedding requirement of 520,000 bits. The minimum value
of B can be obtained by solving this equation.
(512x512x10g2B)/2>520000 ,B=16

Ci6=6 (from the table)

Therefore, the 16-ary notational system can choose as the
embedding base. @4(x,y) can be obtained by solving (1). The
16 (xi, 91)’s in ®4(0,0) are recorded such that f(x1,91)=1,0< 1
< B-1. Fig. 1 shows the neighborhood set ®4(0,0) and (Xi ,
¥1) , where 0 <1< 15. Suppose a digitl ¢ is to be concealed in
a pixel pair (10,11) that in a 16-ary notational system. First
calculate the modulus distance between 15 and f(10,11) is

d=(1-12) mod16=5 and (Xs , §5)=(-1,1) therefore, we replace
(10,11) by (10-1,11+1)=(9,12)

— X
Y il 1 8 ¢ $)=(0.0
: i 3 4 1 ET‘I,‘E}U; _((110))
! : ....5 .\'I,y._ =i1
R m (£,5,)=(2.0)
L o i|14|15(0] 12 i ®,(0,0) i
}. I N 5 6 ? 8 H (-\"-‘)";):(_l,l)
) ERPYET il (B 9s)=(-1,0)
®,(0,0)

Figure 1: Neighborhood set ®16(0,0) and(Xi , yi),where 0 < i
<B-1

B) Extraction Procedure

The extraction procedure is easy than embedding. The
extraction is done by using the key. To extract the embedded
message digits, pixel pairs are scanned in the same order as in
the embedding procedure[1]. The embedded message digits
are the values of extraction function of the scanned pixel
pairs.

1)Using a key Kr Construct the embedding sequence Q

2)According to the embedding sequence Q ,select two pixels
x,y)

3)Calculate f(x’, y’), the result is the embedded digit.

4)Until all the message digits are extracted, repeat steps 2 and
3

5)Finally, the message bits can be obtained by converting the
extracted message digits into a binary bit stream.

The extraction procedure can also explain with the previous
example. Let the scanned pixel pair be (x°,y’)=(9,12). The
embedded digit in a 16-ary notational system can be extracted
by solving

£(9,12)=(9+6x12)mod 16=1,
4. Proposed Method

In this section, we introduce a new ATM model to enhance
the security in the banking region.After the invent of ATM the
banking became much more easier but the chance of misuse of
the ATMs increases day by day .In this proposed system the
customer can embed his password into any image as his
choice by using the server in bank or at the home itself. In the
ATM counter customer can login to his account by using this
image along with the ATM card. After implementing this
system the bank will provide two pins to the customer one can
be used as the pin for the ATM card and the customer can
embed other pin into any image. At the time of login the user
insert his usb in the machine and choose the image in which
he embed the PIN, then insert his ATM card and enter the PIN
for the ATM card. If both the passwords matches together he
can login to his account. This will avoid the problem of card
theft and pin theft.

A. Block diagrams
The two main subsystems are encoding at the client side and

decoding at the receiver side. The block diagrams are shown
below.
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The embedding of PIN no. into the image is shown in this
fig2.The user can login to the server by using the user id and
password. Then choose an image. The concealing media is
called cover or host media. If this cover media is a digital
image, it is called a cover image. The data embedding into the

image by using the adaptive pixel pair matching stegnography.

The altered cover image containing the secret information is
called a stego-image . APPM explores a better mechanism and
provide better security and lower distortion for embedding
data in colored images. Also, performance in terms of payload
can be improved. The stego image will look identical to the

cover image.
Text PIN

ATM N

Card ID
Text PIN

Image PIN

RASPBERRY
PI SYSTEM

TFTLCD
Display

User

Live Server

ATM Card

ID

Figure 3: decoding

The decoding is done at the ATM counter. Where the user can
enter his ATM card and pen drive, and then choose the stego
image. The proposed system uses a TFT LCD display system
and no keypad is provided. Customer can use the touch screen
to do their operations. Linux operating system used in this
system. In the ATM counter the login procedure includes two
steps, first the user enter his USB and choose the stego image
in which the PIN is embedded. Then swipe the ATM card and
enter the text PIN into the raspberry pi system. When the
customer enters his login details, the request passed to the live
server. The server check the details he entered, if the details
are matches together the screen displays that he is a valid
customer otherwise an invalid customer.

B. The Raspberry Pi

The Raspberry Pi is a credit-card sized computer that plugs
into your TV and a keyboard. It is developed in the UK by the
Raspberry Pi Foundation with the intention of promoting the
teaching of basic computer science in schools. Eben Upton,
founder and former trustee of the Raspberry Pi Foundation. It
is a capable little computer which can be used in electronics
projects, and for many other things like spreadsheets,
word-processing and games that our desktop PC does. It can
also play high-definition video. The Raspberry Pi has a
Broadcom BCM2835 system on a chip (SoC), which includes
an ARM1176JZFS 700 MHz processor, VideoCore GPU, and
it has 256 megabytes of RAM, later upgraded (Model B &
Model B+) extend range to 512 MB. It does not include a
built-in hard disk or solid-state drive, but it uses an SD card
for booting and storage. Raspberry Pi is powered by a slightly
aged ARM11 processor.

Figure 4: The raspberry pi-model B

Raspberry Pi-Basic Kit-512MB-Model B is used in this
system. The Raspberry Pi organization making only the board.
But we need many other basic components such as SD Card
with loaded operating system(with NOOBS), micro USB
cable, Ethernet and display cable. This basic kit comprises of
all the necessary hardware units for using the Raspberry Pi,
The kit fulfills these basic needs to start using the Raspberry
Pi. The SD card included in the raspberry pi kit is loaded with
multiple OS, so that the user can simply insert the SD card in
the slot of the Raspberry Pi and directly choose from various
options.

The Raspberry Pi does not come with a real-time clock, so an
operating system must use a network time server, or ask the
user for time information at boot time to get access to time and
date for file time and date stamping. However, a real-time
clock (such as the DS1307) with battery backup can be added
via the I?C interface. Level 2 cache is 128 KB, used primarily
by the GPU. The Broadcom SoC used in the Raspberry Pi is
equivalent to a chip used in an old smartphone (Android or
iPhone).The Raspberry Pi provides a real world performance.
The Raspberry Pi chip operating at 700 MHz by default, it
will not become hot enough so no need of heat sink or special
cooling. The RaspberryPi primarily uses Linux kernel-based
operating systems. The ARM11 used in the raspberry pi is
based on version 6 of the ARM which is no longer supported
by several popular versions of Linux, including Ubuntu. The
NOOBS is used as the install manager for Raspberry Pi.

5.Result and Discussion

Nowadays the misuse of the ATMs increases day by day. The
criminals steal user's credit card and password by illegal
means and use this stolen information to produce counterfeit
cards to be used for fraudulent transactions increasingly
around the world.This is an effective method to improve the
security in the ATM transactions. In this system a customer
can do these transactions by using the stego image and the
ATM card. The stego-image should resemble the cover image
under casual inspection and analysis. The encoder usually
employs a stegokey which ensures that only recipients who
know the corresponding decoding key will be able to extract
the message from a stego-image. This will increase the
security.
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Figure 5: (a) cover image (b) stego image

The customer PIN no can be embedded in to any image using
the APPM embedding procedure. The fig 5 shows the cover
image and stego image. The image after embeding is similar
to the actual image. So it is not easily detected by visual
analysis. The criminals cannot find the image in which the
password is embedded and did not extract the pin no. without
knowing the secret key.

6. Conclusion

In accordance with the situation of the insecure ATMs at
present, we design a new intelligent ATM model and
transaction system by using the image processing technique.
It can improve the security in the banking region. The
conventional system needs to be replaced with this system
where the transaction process becomes reliable, secure, and
tension free.If the criminals stolen the user's bank card or the
password, they cannot do the transactions because using card
and password cannot verify the client's identity exactly. It
uses simple and efficient data embedding method based on
APPM. APPM is proved to offer better security against
detection.
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