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Abstract: Clean Water is one of the most precious resources which mankind cannot do without. However through lack of water 
conservation techniques our future might have scarce clean water. This paper proposes a demand side approach to water conservation. 
This involves an intelligent water dispensing system model which utilizes the AAA framework. This provides for authentication, 
authorization and accounting. Two Solenoid valves are used to mimick two flow rates. All the intelligence is build in a PIC18F4520 
micro controller. This interfaces with a 4x4 keypad and 2x16 LCD display. The system uses users with different privilege levels. The 
system was tested and required levels of access and restrictions to the water usage were demonstrated successfully. With the current 
shortages of water in many parts of the world such a system proves to be of great value and also versatile, where it can find use in a 
variety of applications were access to resources needs to be restricted to a selected number of people and were the resources available 
needs to be used sparingly. 
 
Keywords: Microcontroller, LCD, Relay, Solenoid valve 
 
1. Introduction 
 
Clean Water is a precious resource which mankind cannot do 
without. Domestic water uses include drinking (2-5%), 
cleaning (4-35%), flushing toilets (15-40%), outside use (20-
60%) [1]. In urban areas the supply of water for domestic 
use is mostly from treated water. Due to rural to urban 
migration, the population in cities is increasing [2]. This has 
resulted in treated water supply failing to meet the demand. 
In countries like Zimbabwe, in the city of Harare, people can 
go for days without access to treated water. It can be seen 
from the domestic use profile that there can be substantial 
reduction in water consumption if cleaning; flushing toilets 
and outside use is managed through effective demand side 
management strategies. These strategies can provide a virtual 
water supply source which will allow everyone to have 
access to the scarce water resource. Currently there is no 
incentive for one to conserve water as it is almost for free [3] 
.Demand side Management has been a success story in the 
Electricity industry [4]. This has seen the creation of virtual 
power stations which can even supply a city. Utilising 
embedded systems a demand side management strategy is 
proposed. As the Water supply industry wakes up to the 
technological revolution we forsee an uptake of prepaid 
water meters in residential households. The demand side 
management strategy involves intelligent water dispensing 
model which provides authentication, authorisation and 
accounting (AAA) services. This provides for every user of 
water to be responsible, account for water use and provides 
limited access to a user depending with the privilege level of 
that user. AAA framework is a way to control who is 
permitted to access a resource (authenticate), what they can 
do while they are there (authorize), and to audit what actions 
they performed while accessing the resource (accounting) 
[5].  
 
 

2. Design Concept of the System 
 
The intelligent water dispensing system model proposed 
utilises the AAA framework [6].A simple local database in 
non-volatile memory is created. Each non-volatile memory 
location signifies a user ID. There can be as many user IDs 
as the memory size of the non-volatile memory. The user IDs 
has privilege levels: The super user level and the general 
user level. Just as a proof of concept the system model in this 
paper uses 7 user IDs. If one enters a user ID the system 
queries the local database and checks whether the credentials 
are correct. If the credentials are authenticated the system 
will allow the user to access the water resource with 
authorisation for the particular user ID. In this system model 
the authorisation includes the maximum amount of water 
that can be used and the flow rate. In the second phase of the 
project the Accounting part of the AAA framework will be 
developed. It is envisaged that the accounting will include 
tracking the amount of water used by a particular user and 
the details are logged to non-volatile memory like SD 
storage. The super user account will have the highest 
privileged level which includes maximum flow rate, 
unlimited access to the water resource and ability to perform 
system wide configuration set up which include passwords, 
flow rates for users, amount of water limits per user. 
 
2.1  System Block Diagram  

 

 

 

 

 
 

 
Figure 1: System block diagram 
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2.2 System Hardware Design 
 
2.2.1 Keypad setup Module 
A 4x4 keypad is used to provide the interface between the 
user and the system. The user enters the password to start the 
system. Once the water is flowing if one enters any key the 
flow of water is stopped. 
 
2.2.2 Relay circuit 

 
Figure 2: Relay circuit 

 
The above circuit drives the solenoid valve. The relay can 
switch the solenoid valves on or off. The above circuit is 
employed as the PIC18F4520 cannot source the current 
greater than 30A that is needed to operate a 12V solenoid 
valve. The driver circuit also provides the required voltage 
of 12V to the solenoid valve. 
 
2.2.3 Display Module 
A 16 x 2 LCD display is selected. The characters entered on 
the keypad can be easily displayed as opposed to use of a 
seven segment display. Most embedded compilers do have 
library routines for this type of LCD. 
 
2.2.4 PIC18F4520 MCU 
The microcontroller unit chosen for this model is from 
microchip and is shown in the Fig 3. The PIC18F 
microcontroller family was chosen. Specifically the 
PIC18F4520 was chosen because it is cheap and readily 
available from most electronics shops. It is with this chip 
that the whole project depends on. The chip has 32K 
program memory and 256 bytes of EEPROM. The large 
memory makes the development of the embedded code in 
high level language a lot easier.  

 
Figure 3: PIC18F4520 [7] 

 
2.2.5 Solenoid valve 

 
 

Figure 4: Solenoid valve  

To provide the minimum and maximum flow rate this system 
employs two solenoid valves that are being operated by the 
micro controller. For minimum flow only one valve is 
opened and for maximum flow both valves are opened. To 
have a much more variant output the number of valves could 
be increased or a special valve could be employed. The 
valves used in the project are threaded solenoid valves that 
are operated electrically to control supply of water with 
pressure ranging from 0.2 – 10 bars [8 ]. The valve is opened 
or closed by a voltage signal from the relay circuit 
 
2.2.6 Power Supply Module 
The power supply provides the required 12V and 5V for the 
system. The 7805 voltage regulator provides the 5V DC 
voltage for the PIC18F4520 MCU. The 12V is provided via 
a 220/12V transformer. 
 
2.2.7 Clock 
The PIC18F4520 is clocked using the 8MHz crystal. 
 
2.2.8 Real-Time Clock (RTC)  
For the purpose of the accounting component of the AAA 
framework the RTC will be used in the second phase of the 
project to perform the auditing function of water usage and 
the time of the day and for how long the water resource is 
used. 
 
3. System Software Design  
 
Mikro Basic Compiler was used to develop the software 
routines required in this project. Testing of the software 
routines were initially performed on the Easy PIC v7 
development system from Mikro Electronika [9] 
 
3.1 System Wide Initial Configuration Setup 

 
Figure 4: Initial Configuration Setup 
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The super user ID has administrative privileges on the 
system. For the first time, the system requires initial 
configuration. This involves the steps shown in the flowchart 
in figure 4.Once the super user ID is authenticated. Accounts 
for ordinary users can be created. Each account profile 
should indicate the password, the amount of water limit 
allocated to the user and also the flow rate. The system has 
been modeled using seven as the maximum number of 
ordinary users. Also the super user will have to set the 
lockout interval which defines the amount of time one have 
to wait before entering the password after the system has 
blocked a user. This happens when one makes maximum 
number of login attempts. This is set with the attempt limit 
parameter. The super user can be able to reset password for 
any ordinary user should one forget a password. 
 
3.2 Menu Prompt 
 
The system prompt shows the options available on the 
system. The options are available are: 
 
 

Figure 5: System prompt 
 
If one enters the “1” key the user will have to enter his 
credentials to have access to the water resource. A “2” will 
only work for the super user account to perform 
administrative tasks which include resetting passwords for 
any user 
 
3.3 Main System Software 

 
Figure 6: Main System software 

 
Fig 5 shows the main system flow chart. During the 
operation of this system any user can login with their 

credentials and be authenticated and have access to water 
resource with a particular flow rate. The laboratory model 
which was developed used two valves to come come up with 
two flow rates. The user can stop the flow of water at any 
time by presing any key. In case a user leaves the water 
flowing the systems uses an idle timer which works with a 
set dead interval. Once the dead interval is reached the 
system can automatically close the valves . 
 
4. Results and Discussion of Results 

 
In order to validate the concept discussed in this paper a 
laboratory model was build and tested in the lab. Fig 7 
shows the circuit on a veroboard. 

 

 
Figure 7: Designed circuit on Vero board 

 
Figure 8 shows the fabricated solenoid valves which were 
used to simulate the two flow rates. A general user account 
will have the minimum flow rate which activates one valve. 
The super user would be able to have maximum flow rate 
using the two valvles. 
  

 
 

Figure 8: Fabricated solenoid valves 
 
Figure 9 shows a picture of the system under test. The output 
is a result of the login by the super user account. 
 

 
 

Figure 9: Picture of the system output under test 
 
 
 

Select Option: 1=Water, 2=Admin
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5. Conclusion and Further Work 
 
The lab model developed produced satisfactory results. The 
system could be activated upon entering a correct password. 
The flow rates were controlled. In terms of the AAA 
framework the authentication and authorization was tested. 
In the second phase of the project the Accounting 
component will be developed further and tested .This will 
incorporated an RTC for audit purposes. To improve the 
design a single valve could be employed that has various 
stages of opening. With this design for further flexibility 
more valves could be employed to have a bit more different 
flow rates. Further work includes development of an 
industrial prototype with rugged construction. In the future 
the controller unit will be separated using technologies like 
Zig-bee. This will enable the controller unit to be located 
within the premises as opposed to outside. 
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