International Journal of Science and Research (I1JSR), India Online ISSN: 2319-7064

A Survey on Performance Analysis of DES, AES
and RSA Algorithm along with LSB Substitution
Technique

B. Padmavathi’, S. Ranjitha Kumari?

'Research Scholar, R.V.S College of Arts & Science (Autonomous )Sulur, Coimbatore , Tamil Nadu , India.
padma_rajaa@yahoo.co.in

2Asst Professor, R.V.S College of Arts & Science (Autonomous)Sulur, Coimbatore , Tamil Nadu , India.
ranjithakumari@rvsgroup.com

Abstract: Now a days sharing the information over internet is becoming a critical issue due to security problems. Hence more
techniques are needed to protect the shared data in an unsecured channel. The present work focus on combination of cryptography and
steganography to secure the data while transmitting in the network. Firstly the data which is to be transmitted from sender to receiver in
the network must be encrypted using the encrypted algorithm in cryptography .Secondly the encrypted data must be hidden in an image
or video or an audio file with help of steganographic algorithm. Thirdly by using decryption technique the receiver can view the original
data from the hidden image or video or audio file. Transmitting data or document can be done through these ways will be secured. In
this paper we implemented three encrypt techniques like DES, AES and RSA algorithm along with steganographic algorithm like LSB
substitution technique and compared their performance of encrypt techniques based on the analysis of its stimulated time at the time of

encryption and decryption process and also its buffer size experimentally. The entire process has done in C#.
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1. Introduction

Cryptography is an effective way for protecting sensitive
information .it is a method for storing and transmitting data
in form that only those it is intended for read and process.
The evolution of encryption is moving towards a future of
endless possibilities. Stenography is the art of passing
information through original files. It is arrived from Greek
word meaning “covered writing”. Stenography refers to
information or file that has been concealed inside a picture,
video or audio file.

A. Concepts used in Cryptography

a. Plain Text: The original message that the person want to
communicate is defined as plain text. For an example,
Alice is a person wishes to send “Hai, How are you”
message to person Bob, “Hi friend how are u “is referred
as plain text.

b. Cipher Text: The message which cannot be understood by
anyone is defined as cipher text for an example “
ib%ipvbufzpv@ * is a cipher text produced for plain text
“Hi, How are you “.

c. Encryption : Converting plain text to cipher text is referred
as encryption . It requires two processes . Encryption
algorithm and a key.

d. Decryption :Converting cipher text to plain text is referred
as decryption . This may also need two requirements
Decryption algorithm and key. Figure 1 shows the simple
flow of commonly used encryption algorithms.

e. Key : Combination of numeric or alpha numeric text or
special symbol is referred as key .it may use at time of
encryption or decryption .key plays a vital role in
cryptography because encryption algorithm directly
depends on it.
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Figure-1: Encryption-Decryption Flow
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2. Literature Review

In this section the various performance factor and technique
for encrypting the data used by various papers are listed. In
the research paper [1] proposed that the different
performance factors are discussed such as key value |,
computational speed and tunability They concluded that AES
algorithm is better among Symmetric algorithm and RSA
algorithm is found as better solution in asymmetric
encryption technique. In the research paper [2] various
experimental factors are analyzed. Based on the text files
used and the experimental result was concluded that DES
algorithm consumes least encryption time and AES algorithm
use least memory usage, Encryption time differs in case of
AES algorithm and DES algorithm .RSA consume more
encryption time and memory usage is also very high but
output byte is least in case of RSA algorithm.

In the research paper [3] concluded that all the techniques are
useful for real-time encryption. Each technique is unique in
its own way, which might be suitable for different
applications. Everyday new encryption technique is evolving
hence fast and secure conventional encryption techniques
will always work out with high rate of security.

In the research paper [4] shown a new comparative study
between encrypting techniques were presented in to nine
factors, Which are key length, cipher type, block size,
developed, cryptanalysis resistance, security, possibility key,
possible ACSII printable character keys, time required to

Volume 2 Issue 4, April 2013

WWW.ijsr.net

170



International Journal of Science and Research (I1JSR), India Online ISSN: 2319-7064

check all possible key at 50 billion second, these eligible’s
proved the AES is better.

In the research paper [5] discussed that DES is secret key
based algorithm suffers from key distribution and key
agreement problems .But RSA consumes large amount of
time to perform encryption and decryption operation It had
been also observed that decryption of DES algorithm is better
than other algorithms in throughput and less power
consumption.

3.Proposed Work

Now a day’s securing data is a very big challenge to
computers users such as Business , Professionals and Home
users from the intruders . In this proposed system we
implemented and compared three different encryption
algorithm for data encryption and then the encrypted file is
hidden within a image by using LSB substitution technique
.as shown in Figure-2 Both cryptography and steganography
are used to enhance the security of data.

Extracting
Original
Contant

Original

Documesnt

Document Dacrypt the
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Figure 2. Proposed work
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In the proposed system two technique used as shown in Fig-
2. Firstly to encrypt the data we compare and analyzed three
different cryptographic algorithms . Secondly encrypted
secret message is then embed in cover media by using LSB
substitution technique in steganographic algorithm

B. Cryptographic Algorithm

In this research work , the secret data or document is
encrypted before embedding in a cover file. We have
compared DES, AES and RSA encryption technique to
encrypt a data or document. Let us describe the algorithms
one by one.

1) DES :.Data Encryption standard(DES) mainly adopted by
industry for security products. Algorithm design for
encryption and decryption process has been done with
same key. This algorithm processes the following steps.

[1] DES accepts an input of 64-bit long plaintext and 56-bit

key (8 bits of parity) and produce output of 64 bit block.

[2] The plaintext block has to shift the bits around.

[3] The 8 parity bits are removed from the key by subjecting

the key to its Key Permutation.

[4] The plaintext and key will processed by following

a. The key is split into two 28 halves

b. Each half of the key is shifted (rotated) by one or two bits,
depending on the round.

c. The halves are recombined and subject to a compression
permutation to reduce the key from 56 bits to 48 bits. This
compressed keys used to encrypt this round’s plaintext
block.

d. The rotated key halves from step 2 are used in next round.

. The data block is split into two 32-bit halves.

f. One half is subject to an expansion permutation to increase
its size to 48 bits.

g. Output of step 6 is exclusive-OR’ed with the 48-it
compressed key from step 3.

h. Output of step 7 is fed into an S-box, which substitutes key
bits and reduces the 48-bit block back down to 32-bits.

i. Output of step 8 is subject to a P-box to permute the bits.

j- The output from the P-box is exclusive-OR’ed with other
half of the data block.

k. The two data halves are swapped and become the next
round’s input.

@D

2) AES : .Advanced Encryption Standard (AES) algorithm
not only for security but also for great speed. Both hardware
and software implementation are faster still. New encryption
standard recommended by NIST to replace DES. Encrypts
data blocks of 128 bits in 10,12 and 14 round depending on
key size as shown in Figure-3. .it can be implemented on
various platforms especially in small devices. It is carefully
tested for many security applications. The following steps
processed in AES algorithm

Following steps used to encrypt a 128-bit block:

[1].Derive the set of round keys from the cipher key.
[2].Initialize the state array with the block data (plaintext).
[3].Add the initial round key to the starting state array.

[4] Perform nine rounds of state manipulation.

[5].Perform the tenth and final round of state manipulation.
[6].Copy the final state array out as the encrypted data
(cipher text).

Each round of the encryption process requires a series of

steps to alter the state of array. These steps involve four types

of operations . They are

a. Sub Bytes : This operation is a simple substitution that
converts every bite into a different value.

b. ShiftRows : Each row is rotated to the right by a certain
number of bytes.

¢. MixColumns Each column of the state array is
processed separately to produce a new column. The new
column replaces the old one.

d. XorRoundKey :This operation simply takes the existing
state array,

Decryption: Decryption involves reversing all the steps taken
in encryption using inverse functions like InvSubBytes |,
InvShiftRows , InvMixColumns
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Figure 3. Flow of AES Algorithm

3) RSA : Rivest Shamir Aldeman is the most commonly
used public key encryption algorithm. RSA computation
occurs with integers modulo n = p*q. It requires keys of at
least 1024 bits for good security. Keys of size 2048 bit
provide best security. Widely used for secure communication
channel and for authentication to identity service provider.
RSA is too slow for encrypting large volumes of data . but it
is widely used for key distribution Following steps are
followed in RSA to generate the public and private keys
1.Conisder two large prime numbers p and g such that p~=g.
2.Compute n=p*q

3.Compute ¢ (pq) = (p-1)*(g-1)

4.Consider the public key k1 such that gcd (¢ (n), k1) =1; 1<k1<
¢ (n)

5.Select the private key k2 such that k2*k mod ¢ (n) =1
Encryption and Decryption are done as follow Encryption :
Calculate cipher text C from plaintext P such that

C=P ~k1 mod n

Decryption :

P=C”"k2 mod n=P~k1k2 mod n

C. LSB Technique

Least Significant Bit (LSB) is a substitution method
popularly used for embedding secret message. It involves the
following steps.

1. Convert text into binary equivalent.

2. Get pixel value of each pixel one by one.

3. Replace each bit of cipher text with last bit of each pixel
in image.

As human eye is not very sensitive , after embedding data in
a cover file, our eye cannot find difference between original
image and data after inserting in the image.

3.1 FACTORS ANALYZED

In this paper, the following factors are used such as the Key
length value; Simulation speed, the key length management,
the encryption ratio, power consumption, scalability, key
used and the security of data against attacks are discussed in
table -1.

1. Developed: It states about the timeline of algorithm
2. Key length Value : It plays a vital role that shows how
data is encrypted.

3. Type of Algorithm : Two type of algorithm exist. Based on
process and key it is segregated as symmetric and
asymmetric

4. Encryption ratio : Measures amount of data that is to be
encrypted. It should be minimized to reduce complexity. In
our analysis we stated three levels like low , medium ,high

5. Security issues: Encryption technique must satisfy
cryptographic security like plaintext — cipher text attack.

6. Simulation speed : Encryption and Decryption algorithms
are fast enough to meet real time requirements.

7. Scalability : Key size and block size variation is referred as
scalability.

8. Key Used: To specify whether same key is used for
encryption and decryption process or different key.

9. Power Consumption :Measure the power in units when the
process takes place. It stated in two levels such as high and
low.

10. Implementation : Hardware and Software are effective in
AES compared to DES and RSA.

Table 1: Analysis of various factors

S NQ | Factors Analyzed DES AEE Rid
1. Devalopad 1877 2000 1278
E] 5
1. |K=y Length Valus 1;1:3.& ]1:3: 56 bit >1024 bits
3. [Tvps of Algodithm (Svmmeatric | Symmstric | Asymmstric
4. | Encryption Fatio Low High High
- L L i Highly Timing
5. Security attacks  |Inadsguats sacued attacl
§. |Stimulation Speed Fast Fast Fast
jti] Mo
- e Scalabls ol i T T,
. 5 calability lzasithm Scalability | Scalability
= OCOUE DO
Sama kay E‘fﬁit Dyiffarant
uzad for 5 'EH Es=v uzad for
5. Koy Usad  Enenptand| DFER0F | Eponos
Decoypt aa and Decrypt
Piogazs h __]:‘_t Progazz
Procass
0. Céﬂ;ﬁ Low Low Hizh
Hardwar and Eatter in
10 5 ﬂ;aﬁ:;;m hardwara | Faster and ot vary
) 11:1]:;1—'_'1:1-'_r|:ta-11m: than in afficiant afficiant
softwars.

4. Experimental Result And Discussion

The experimental results are implemented using the Visual
studio Net packages. The above said encryption algorithm
are compared for different file size and shown in table-
2.Performance of those algorithm is evaluated by considering
the following parameters.

A. Stimulation Time

Time taken during the process is to be noticed. Encryption
time is the time taken to produces a cipher text from plain
text Decryption time is the time taken to produce a plain
text from cipher text.

B. Buffer Size
Variation in memory usage is referred as buffer size.

Table 2. Comparison of various packet sizes for
DES,AES & RSA algorithm
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Pack | Encrypt | Decrypt
S.NO | Algor | Size Time Time Buff Size
(KB) (Sec) (Sec)
DES 3.0 1 157
1 AES 153 1.6 1.1 152
RSA 7.3 4.9 222
DES 3.2 1.2 121
2 AES 118 1.7 1.2 110
RSA 10.0 5.0 188
DES 2.0 1.4 201
3 AES 196 1.7 1.24 200
RSA 8.5 5.9 257
DES 4.0 1.8 888
4 AES | 868 2.0 1.2 889
RSA 8.2 5.1 934
DES 3.0 1.6 319
5 AES | 312 1.8 1.3 300
RSA 7.8 5.1 416

By analyzing table-2, Time taken by RSA algorithm for both
encryption and decryption process is much higher compare to
the time taken by AES and DES algorithm. Variation in
buffer size is noticed. It does not increase according to size
of file in all algorithms.

Figure 3. Comparative status of Encryption Time among
DES, AES and RSA

- AES
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Figure 4. Comparative status of Decryption Time among
DES, AES and RSA

By analyzing Fig-3 , Fig-4 which shows time taken for
encryption and decryption on various size of file by three
algorithms. RSA algorithm takes much longer time compare
to time taken by AES and DES algorithm. AES and DES
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algorithm show very minor difference in time taken for
encryption and decryption process.

Figure 5. Comparative analysis of Buffer Size among DES,
AES and RSA algorithm
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By analyzing Figure 5, it shows buffer size usages by AES,
DES and RSA algorithm and noticed that RSA algorithm
buffer size usages are highest for all sizes of document file.
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6. Conclusion

In Data communication, encryption algorithm plays an
important role . Our research work surveyed the existing
encryption techniques like AES, DES and RSA algorithms
along with LSB substitution technique. Those encryption
techniques are studied and analyzed well to promote the
performance of the encryption methods also to ensure the
security. Based on the experimental result it was concluded
that AES algorithm consumes least encryption and
decryption time and buffer usage compared to DES
algorithm. but RSA consume more encryption time and
buffer usage is also very high . we also observed that
decryption of AES algorithm is better than other algorithms.
From the simulation result, we evaluated that AES algorithm
is much better than DES and RSA algorithm.

7. Future Enhancement

We have compared and analysed existing cryptographic
algorithm like DES, AES and RSA along with the same LSB
technique for hiding the document in an image file. Our
future work will focus on SLSB which replace LSB
technique.
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