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Abstract: Many types of Internet-based applications have been used for centuries to be secure important information and data. In
some case, the communication is necessary to be secret. Consequently, the security of information has become a fundamental issue. In
this paper, an image steganographic technique is presented by combining cryptographic and steganographic techniques. This system
uses LSB-based data embedding technique to hide the encrypted message. Before embedding the secret message, RC4 algorithm is also
used for message encryption. In this system, BBS (Blum Blum Shub) Pseudo Random Number Generator is used for generating the
random sequences and then the secret messages can be hidden in PNG image file by using random sequences. This system is intended
to emphasis on digital applications, focusing on hiding information under PNG image file.
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1. Introduction

The security of information can be achieved by using
encryption and information hiding. In cryptography,
encrypted data is transmitted after transforming the other
form instead of the original data. Contrast cryptography,
information hiding process can be extended for protecting
from the interesting of any attacker. This paper proposes the
security system by combining these two techniques. The
resulting stego-image can be transmitted without revealing
that secret information is being exchanged. Furthermore,
even if an attacker detects the message from the stego-object,
he would still require the cryptographic decoding key to
decipher the encrypted message [1].

There are many encryption algorithms but RC4 encryption
algorithm is used for data confidentiality in this system. In
RC4 algorithm, encryption is about 10 times faster than DES
and a particular RC4 key can be used only once. After
enciphering the plaintext (original message), these encrypted
messages are embedded in PNG image file by using LSB
steganographic technique. Least Significant Bits (LSB)
insertion is a simple approach to embed secret information in
image file. Altering the LSB will only cause minor changes
in color, and thus is not usually noticeable to the human eye.
This system improves the security of the data by embedding
the encrypted text (ciphertext) and not the plaintext in an
image.

This paper is organized as follows. Section 2 contains the
related works. Section 3 gives the background theory about
LSB steganographic technique. Section 4 describes the
steganographic method in PNG image file. Design and
Implementation for this system is illustrated in section 5.
Finally, conclusion is described in section 6.

2. Related Works

Nowadays security has become one of the most significant
problems for information technology. Many users want their
information to be secure. Cryptography and steganography
can solve this issue. In [6], Mamta Juneja , et al presented a
technique for LSB steganographic insertion. They described

a technique to embed data in an 8 bit color image. The 24 bit
bitmap file was compressed by 8 bit colormap. They
discussed that this 8 bit color insertion technique provide a
good starting point for anyone interested in learning about
steganography.

In [7], Neha Sharma et al. proposed a system that
combines the effect of two methods such as cryptography
and steganography to enhance the security of data. The
authors also used MD5 hashing algorithm to provide the
integrity of message contents. They can’t evaluate their
system by steganographic tools. Allam Mousa and his
partner predicted the performance of the RC4 algorithm in
[8]. To predict the performance they used various encryption
key length and file size. In [9], the authors explained LSB
embedding technique and presented the evaluation for
various file formats. They don’t analyze their techniques
with other steganographic techniques.

3. LSB Steganographic Technique

This technique is to embed the bits of the message directly
into the least significant bit plane of the cover image in a
deterministic sequence. Modulating the least significant bit
does not result in a human perceptible difference because the
amplitude of the change is small. The implementation of
LSB method is quite easy and it is a popular method. To hide
a secret message inside an image, a proper cover image is
needed. Because this method uses bits of each pixel in the
image, it is necessary to use a lossless compression format,
otherwise the hidden information will get lost in the
transformations of a lossy compression algorithm. Digital
image steganography is accomplished by using a common
principle called least significant bit insertion. Each pixel
contains a number of bytes that describe the color and
appearance of the pixel. Depending on the resolution of that
image, there are a set number of bytes for each pixel. When
the LSB are removed from an image, it can be viewed as a
gradient of redundant bits that resembles a black and white
star burst. These bits are not really necessary for the integrity
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of the photography so these are the bits that are manipulated
[2].

There are many insertion techniques in LSB. They are 1-
bit insertion, 2-bit insertion, 3-bit insertion and 4-bit
insertion [3]. In this paper, 1-bit LSB insertion algorithm has
been used. This method involves utilizing a single least
significant bit of one of the RGB bytes of a 24-bit image for
message concealment. As the color value is not changed
much, it will not considerably alter the visual appearance of
color and image [3].

In this system, a PNG image file is used as a carrier to
hide message. Least Significant Bit (LSB) insertion [4] is a
simple approach for embedding information in image file.
LSB technique is the most popular steganographic technique
employed with graphics image files.

3.1 Pros and Cons of LSB Insertion

The advantages of LSB embedding are its simplicity and
many techniques use these methods. It is easy to understand
and comprehend to employ. LSB embedding is also allowed
the high perceptual transparency. It gives the low
degradation in the image quality and growingly commercial
software is available which follow this approach.

However, there are many weaknesses when robustness,
tamper resistance, and other security issues are considered.
LSB doesn’t change the quality of image to human perception
but this scheme is sensitive a variety of image processing
attacks like compression, cropping etc [9]. Furthermore, an
attacker can easily remove the message by removing
(zeroing) the entire LSB plane with very little change in the
perceptual quality of the modified stego-image [4].

4. LSB Data Hiding Technique in PNG

There are several types of image file formats that can be
used for steganography and each has certain advantages and
disadvantages for hiding messages. There are two types of
images on the Internet available in a palette format GIF and
PNG [5].

In this system, PNG image file is used as a container file.
PNG, the Portable Network Graphics, format was designed
to replace the older and simpler GIF format. PNG supports
for indexed colors, gray-scale, and RGB (millions of colors).
An image in a lossless PNG file can be 5%-25% more
compressed than a GIF file of the same image. PNG does not
support animation like GIF does. PNG is designed to work
well in online viewing applications, such as the World Wide
Web.

4.1 Structure of PNG Image File

A PNG file starts with an 8-byte signature. The hexadecimal
byte values are 89 50 4E 47 0D OA 1A 0A [10].

After the header comes a series of chunks. A chunk consists
of four parts: length (4 bytes), chunk type/name (4 bytes),
chunk data (length bytes) and CRC (cyclic redundancy
code/checksum; 4 bytes).

Table 1: File Header of PNG
Bytes Purpose

89 Has the high bit set to detect
transmission systems that do not
support 8 bit data and to reduce the
chance that a text file is mistakenly
interpreted as a PNG, or vice versa.

50 4E 47 | In ASCII, the letters PNG, allowing
a person to identify the format
easily if it is viewed in a text editor.

0D 0A | A DOS-style line ending (CRLF) to

detect DOS-Unix line
conversion of the data.

1A A byte that stops display of the file
under DOS when the command type
has been used—the end-of-file
character

0A A Unix-style line ending (LF) to
detect Unix-DOS line ending
conversion.

ending

Table 2: Chunks within the PNG File

Length Chunk Chunk data CRC
type
4 bytes 4 bytes Length bytes | 4 bytes

PNG images can either use palette-indexed color or be
made up of one or more channels. Since multiple channels
can affect a single pixel, the number of bits per pixel is often
higher than the number of bits per channel, as shown in the
illustration at figure-1.

Bits per picel
Bits per channel

Color option Channels
2 4 B 16
Indexed 1 1 2 4 8
Grayscale 1 i 2 4 a8 16
Grayscale & alpha 2 16 32
Truecolor 3 24 48
Truecolor & alpha -4 32 64

Figure 1. PNG color options

The number of channels will depend on whether the image
is grayscale or color and whether it has an alpha channel.
PNG allows the following combinations of channels, called
the color type. The color type is specified in the color type
field, which is a bit field, as explained in the following
figure-2.

vl Name sinary Masks
type AlCP

0 Grayscale oooo

1 (Indexed grayscale) 00 0 1 palette

2 Truecolor 001 0 color

3 Indexed 00 1 1 palette

4 Grayscale & alpha 010 0 alpha

5 |(Indexed grayscale & alpha) 0 1 0 1 palette

6 Truecolor & alpha 0110 color

7 (Indexed & alpha) 0 1 1 1 color| palette

Figure 2. PNG color types
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5. Design and Implementation of Proposed
System

5.1 Overview System Design

( Start ’

User’s
Input Key
Plain Text
Message Digest
RC4 Encryption| s one time key Hash Function|
Algorithm RIPEMD-160
Hash Code/Message
Digest(see!
Cipher Text 3 9
BBS PRNG
Key Stream ( pseudo
random
Container Embeddsing Process ]l]l.sing LSB Display Stego
Image teganographic Method — Tmage

End

Figure 3. Overview of Data Embedding Process
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Decryption 16 : I
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Figure 4. Overview of Data Extraction Process

By combining cryptography and steganography, this system
can support to develop the information security. There are
many encryption algorithms but RC4 encryption algorithm is
used in this system for data confidentiality. After encrypting
the plain text (original message), these encrypted messages
are embedded in PNG image file by using LSB method.
Altering the LSB will only cause minor changes in color,
and thus is usually not noticeable to the human eye. The
embedding process is based on pseudorandom number
generator. Blum Blum Shub (BBS) generator is used in this
system to generate the random sequences. According to

these random sequences, encrypted messages are embedded
in PNG image file. In this method, message may be
embedded to 1-LSB of container image if random sequence
generates “1” as PRNS. In contrast, the message can be
embedded to 2-LSB of container image.

5.1 Implementation of the Proposed System

This system has two main parts: Hide and Reveal. Hide
process is shown the following figure-5. Firstly, we choose
container PNG image file and then select message file. This
system uses RIPEMD-160 hash algorithm for data
encryption and message digest. Message Digest is used for
hiding message process. After hiding, data is hidden in the
previous choosing image file.

| 4] Method 1 o

Hide Message Digest

0XD8 0X31 03D 0XF3 0X7B 0x24 0XCA 0X7F |  Path
0X28 0XF8 0X40 0%11 0X4D 0X05 0XBD 0X1
1 0X0D 0XBB 0X2E 0X44

Select Container File ( Image File )

PesktopiTo test PNGiwaterlilies.pna|

Browse

Cipher Text
0XB0 0XF8 0X9F 0X

mD

Select Message File (Text File)
IX7C 0X44 OXEE 0
IXES 0X01 0X30 0X
BD 03D 040 0X

Path ‘tnp\m test b files\A Wonderful Story.bd|
0X69 0XDC 016 0X
ED 0x98

D04 0DBBOUADK | | pror prcsword  |ereess
E 039 0XDA 0xF& 0XB4 0X58 X34
0X85 0XDC 0X53 OX1F 0XDB 0XA7 0X55 0
Comfirm Password |sesess

X3E 0¥34 0X35 0X40 0X56 0XBE 0X00 0X
‘ Generate Message Digest ‘

78 0X75 0XCE 029 0XDJ 0X37 0XCF 0X8

Random Sequence
011001100100011010101100
11011100001011011110111
011011001001111001 110111 ‘
01110011010110010000100
100011100010101100100101
00011001111001110000010
111100100110110111011110

mEa KXl

Hide Message, |

Exit |

41

Status

Datais inC: 474 test

Figure 5. Hiding Process

Revealing process is shown in figure-6. To extract hidden
data from image, message digest and random sequences are
used. The result of this system can be seen by figure-7. The
original image and stego image are similar. Therefore, any
attacker can’t know easily hidden data is embedded in image
file.
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WaterliliesMsg.png
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Figure 7. Original Image and Stego Image

6. Conclusion

By combining cryptographic and steganographic techniques,
we tried to enhance the security of this system. In this paper,
we described well known steganographic techniques used to
hide secret messages in stego objects that use the least
significant bit insertion method. For message encryption,
RC4 algorithm is used before embedding the message. This
system uses BBS generator to generate random number
sequences. According to these sequences, secret messages
can be hidden in PNG image file. If an attacker wants to get
the original messages, he must know secret key and random
sequences. This system can be used for many applications in
computer science and other related fields.
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