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Abstract: Artificial intelligence (AI) has progressed substantially beyond its initial programmed systems. Contemporary AI systems 

interpret language, observe patterns, and autonomously make complex decisions. These progressions present new security challenges, as 

attackers increasingly target not only credentials but also AI models and their associated training data. Compromising AI systems can 

lead to rapid and wide-ranging consequences. Key risks encompass data poisoning, hostile inputs, prompt injection, model theft, and 

supply chain attacks. Traditional cloud security measures are inadequate for dealing with these threats. Consequently, a Secure AI 

Platform Architecture (SAPA) is necessary. SAPA incorporates best practices, including the NIST AI Risk Management Framework and 

Zero Trust principles, alongside modern supply-chain security, to safeguard AI systems throughout their lifecycle from training to 

deployment. This paper presents practical examples showing how layered security controls mitigate prompt injection, prevent data leakage, 

and boost threat detection. Three case studies are analyzed: a telecom private cloud, an IT help desk employing large language models, 

and security analytics team responses. These scenarios offer implementable strategies for professionals responsible for building or 

securing AI systems. 
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1. Introduction 

 

AI initially focused on basic tasks such as numerical 

prediction and trend analysis. Today, AI systems are 

fundamental to various business functions, including 

summarization, question answering, and code generation. 

This progress is largely attributable to transformer models, 

which function as the core of contemporary language 

technologies. These models are typically deployed in cloud 

applications via APIs and microservices [1]. 

 

However, as organizations progressively adopt AI, traditional 

security approaches are inadequate. New challenges occur, 

such as guaranteeing the trustworthiness of training data, 

detecting anomalous model behavior, and explaining model 

judgments. These concerns are not only theoretical; attackers 

actively exploit such vulnerabilities, and automation can 

rapidly propagate errors. 

 

From an infrastructure and cloud architecture perspective, an 

important development is that the model now constitutes part 

of the trusted computing base in production systems. Models 

are trained on broad datasets and deployed via scalable 

endpoints, frequently utilizing Kubernetes, service meshes, 

and API gateways. Training pipelines rely on both software 

supply chains (including frameworks, CUDA drivers, and 

container images) and data supply chains (such as logs, 

tickets, documents, and clickstreams). These links bring new 

risks, such as poisoned training data, prompt manipulation 

during runtime, and theft of model weights. Industry 

frameworks increasingly acknowledge these risks and 

advocate for governance and monitoring throughout the AI 

lifecycle [2], [3]. 

 

This article delivers a practical examination of AI security, 

analyzing how progress in AI technology have caused new 

challenges and outlining implementable solutions. It presents 

a reference architecture applicable to both private cloud and 

hybrid environments. The main goal is to provide architects 

and engineers with a blueprint for constructing secure, 

scalable, and compliant AI systems. 

 

2. AI Evolution and the Expanding Attack 

Surface 

 

AI has evolved through three broad waves, each expanding 

the cyber surface: 

1) Expert systems and rule engines, where logic was 

explicit, and attacks primarily targeted the application 

perimeter. 

2) Statistical and deep learning, where model parameters 

encode learned behavior and can be perturbed via hostile 

inputs. 

3) Core models and generative AI, where natural language 

becomes a powerful control channel and model outputs 

may drive automated actions. 

 

2.1 Transformer-era core models 

 

The transformer architecture introduced self-attention as the 

core mechanism for representation learning, improving 

parallelism and performance for language tasks [1]. Large 

language models (LLMs) built on transformers are now used 

as general reasoning engines. Their integration patterns (chat 

interfaces, copilots, and agentic workflows) create new 

security boundaries: prompts, tool invocations, and retrieval 

contexts must be treated as untrusted inputs. 

 

2.2 AI-specific threat classes 

 

Research on adversarial machine learning shows that small, 

carefully crafted perturbations may cause high-confidence 

misclassification [4]. In enterprise contexts, the equivalent 

may be manipulating inputs to influence fraud decisions, 

bypass content filters, or mislead security triage. 

Additionally, privacy research demonstrates that models can 

leak information about their training data through 
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membership inference and model inversion attacks [5], [6]. 

For generative AI, community-driven efforts such as the 

OWASP Top 10 for LLM Applications formalize common 

vulnerability patterns (prompt injection, insecure output 

handling, and training data poisoning) and mitigation 

approaches [7]. 

 

2.3 Cloud operationalization 

 

AI platforms are increasingly built using cloud-native MLOps 

automated pipelines ingest data, train models on GPU farms, 

store artifacts in registries, and deploy inference services 

behind API gateways. This increases the number of assets to 

protect datasets, feature stores, vector stores, model artifacts, 

CI/CD pipelines, and inference logs. It also creates a larger 

blast radius when AI is connected to privileged tools (e.g., 

ticketing systems, infrastructure automation, or code 

repositories). 

 

Table 1: Representative AI Threats, Impacts, and 

Mitigations (Infrastructure View) 
AI threat Attack vector Impact Mitigations 

Data 

poisoning / 

model 

poisoning 

Malicious 

records in 

training data; 

compromised 

pipeline 

Integrity loss, 

backdoors, and 

unsafe decisions 

Provenance and 

lineage, gating, 

anomaly checks, 

signed datasets, 

and restricted 

training 

identities [2], [8] 

Adversarial 

examples 

Crafted 

perturbations 

during 

inference 

Evasion and 

misclassification 

Resilient 

features, 

adversarial 

training, input 

validation, and 

monitoring [4] 

Prompt 

injection 

(LLMs) 

User text or 

retrieved 

content 

overrides 

instructions 

Unauthorized 

operations, policy 

bypass, and data 

exfiltration 

Prompt 

separation, 

allowlisted tools, 

sandboxing, 

output 

validation, and 

rate limits [7] 

Model 

extraction / 

theft 

Repeated API 

queries; insider 

access 

Intellectual-

property loss and 

replication of 

capability 

Strong 

authentication 

and 

authorization, 

abuse detection, 

watermarking, 

confidential 

computing, and 

logging [6] 

Membership 

inference / 

inversion 

Querying 

predictions or 

confidence 

signals 

Privacy loss and 

attribute 

reconstruction 

Limit output 

granularity, 

differential 

privacy, 

governance, and 

access controls 

[5] 

 

3. Problem Statement 

 

Organizations are rapidly integrating AI into operational 

systems, including IT operations, fraud detection, customer 

service, and security analytics, often without a consistent end-

to-end security architecture for the AI lifecycle. Traditional 

controls emphasize network segmentation, endpoint 

protection, and application security testing. While these 

controls are necessary, they are insufficient for the following 

reasons: 

1) AI introduces new assets (training data, model weights, 

prompts, embeddings) that require governance and 

integrity protection; 

2) AI-specific attacks utilize statistical tendencies rather 

than code defects; 

3) generative AI turns natural language into a high-privilege 

interface capable of triggering downstream actions; 

4) cloud-native MLOps pipelines amplify supply-chain and 

identity risks. 

 

Accordingly, the central issue addressed in this paper is how 

cloud and cybersecurity architects can design a practical, 

implementable architecture that secures AI systems versus 

both traditional and AI-specific threats, while maintaining 

scalability, observability, and compliance. 

 

4. Methodology: Secure AI Platform 

Architecture (SAPA) 

 

This approach consolidates guidance from the NIST AI Risk 

Management Framework (AI RMF) [2], the NIST 

Cybersecurity Framework (CSF) 2.0 [9], Zero Trust 

Architecture (ZTA) [10], and secure software supply-chain 

practices (SSDF) [11]. These frameworks are translated into 

a cloud-native reference architecture suitable for deployment 

in private cloud or hybrid environments. 

 

5. Design Principles 

 

• Lifecycle security: protect data, training, registry, 

deployment, and operations as first-class security 

domains. 

• Zero trust for AI: treat prompts, retrieved documents, and 

tool outputs as untrusted; enforce continuous verification 

and least privilege. 

• Supply-chain integrity: sign, attest, and verify datasets, 

container images, and model artifacts. 

• Observability: instrument AI endpoints for auditability 

(prompt/response traces, tool calls, policy decisions) 

without logging sensitive content unnecessarily. 

 

6. Control Layers 

 

• Identity and access: strong identity for humans and 

workloads, short-lived credentials, policy-based 

authorization for model use and tool invocation [10]. 

• Data governance: classification, DLP, encryption, and 

lineage for training and retrieval corpora [2]. 

• MLOps security: isolated training networks, hardened 

GPU nodes, artifact signing, registry controls, and CI/CD 

checks aligned to SSDF [11]. 

• Runtime safety: prompt injection defenses, retrieval 

filtering, safe tool execution (allowlists, sandboxes), and 

output validation aligned to OWASP LLM Top 10 [7]. 

• Detection and response: model-aware monitoring, red 

teaming, incident playbooks mapped to MITRE ATLAS 

and defender guidance [3], [12]. 
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Figure 1: Secure AI Platform Architecture (SAPA) across 

data, training, registry, runtime, and SOC 

 

7. Results and Analysis 

 

Given the sensitivity of production telemetry and red-team 

findings, this paper presents an illustrative evaluation based 

on common enterprise threat scenarios. A baseline 'standard 

cloud deployment' (network segmentation and API 

authentication) is compared with SAPA, which implements 

layered controls across data, MLOps, runtime, and SOC. 

 

8. Evaluation Scenarios 

 

S1: Prompt injection against an IT automation agent to obtain 

secrets or trigger unauthorized operations. 

S2: Sensitive-data leakage via retrieval-augmented 

generation (RAG) when the retrieval corpus contains 

regulated documents. 

S3: Abuse and extraction attempts through high-volume API 

querying. 

S4: Training-data poisoning via compromised log ingestion. 

 

9. Key Observations 

 

Layered controls reduced the success of prompt injection by 

enforcing tool allowlists, sandboxed execution, and policy 

checks prior to action. Data leakage was mitigated when 

retrieval was constrained by document-level authorization 

and data loss prevention (DLP) scanning. Detection and 

reaction capabilities improved when AI interaction logs were 

integrated into SIEM/SOAR workflows and enriched with 

model context. 

 

Figure 2 summarizes representative improvements 

(illustrative) observed when applying SAPA controls. 

 

 
Figure 2: Illustrative impact of AI security controls 

(representative) 

 

10. Case Studies 
 

1) Telecom private cloud AIOps for incident reduction 

A telecom-grade private cloud operates extensive virtualized 

and Kubernetes workloads. An AIOps pipeline aggregates 

infrastructure data, including vSphere/VCF metrics, syslogs, 

and ticket history, to predict capacity issues and identify 

anomalies. Security challenges comprise safeguarding 

training data containing customer-impact information, 

preventing manipulation of anomaly signals, and 

guaranteeing automated remediation actions adhere to least 

privilege principles. 

 

Implementation pattern: (i) isolate training networks; (ii) sign 

and version datasets; (iii) store features in encrypted stores; 

(iv) deploy inference in a segmented Kubernetes namespace 

with mTLS; (v) require human-in-the-loop approval for high-

impact actions; (vi) integrate alerts into SOC playbooks. 

Mapping governance to AI RMF “Govern-Map-Measure-

Manage” improves accountability and auditability [2]. 

 

2) LLM-assisted IT service desk with secure tool use 

Context: Many enterprises deploy LLM assistants that 

summarize tickets, propose runbooks, and trigger approved 

automation. OWASP identifies prompt injection and insecure 

output handling as top risks for such applications [7]. 

 

Implementation pattern: (i) retrieval with document-level 

authorization; (ii) prompt separation (system vs user vs 

retrieved); (iii) constrained function calling with explicit 

allowlists; (iv) output validation before executing scripts; (v) 

red teaming and uninterrupted monitoring using defender 

guidance and tools [12]. 

 

Operational capability is enhanced and risk is mitigated by 

restricting the assistant to critical tools and preserving 

comprehensive audit records. 
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3) Adversarial ML against security analytics 

Context: Security analytics models classify events (malware, 

phishing, anomaly). Adversarial examples and poisoning 

attacks can bias these models to reduce detection or create 

false positives [4], [8]. 

 

Implementation pattern: (i) strong feature pipelines; (ii) 

adversarial training where appropriate; (iii) data-quality 

checks on telemetry ingestion; (iv) monitoring for concept 

drift; and (v) fallbacks toward deterministic detections. 

MITRE ATLAS offers a knowledge base of tactics and 

techniques against AI-enabled systems and can be used to 

structure testing and threat modeling [3]. 

 

11. Summary and Future Work 

 

As AI systems have advanced, their capabilities and 

associated risks have also increased. For cloud and 

infrastructure architects, security now encompasses not only 

code and networks as well as data supply chains, model 

artifacts, and natural language interfaces. This article 

describes a Secure AI Platform Architecture (SAPA) that 

integrates AI governance (NIST AI RMF), enterprise 

cybersecurity principles (NIST CSF 2.0), Zero Trust, and 

supply-chain security. The analysis and case studies show that 

implementing layered controls, such as strong identity 

management, strong data governance, hardened MLOps, 

runtime protections, and SOC integration, substantially 

decreases the risk of AI-specific attacks and strengthens 

operational resilience. 

 

Future research needs to prioritize standardizing formats for 

AI security telemetry, developing practical methods for 

sustaining model and data confidentiality, empowering 

continuous monitoring of model behavior, and establishing 

industry standards for detecting prompt injection and large 

language model (LLM) abuse. The creation of trustworthy 

and auditable controls for AI infrastructure will be essential 

as adoption increases. 
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