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Abstract: Federated learning (FL) enables decentralized model training without sharing raw data. In this work, we review and synthesize
recent FL approaches for privacy-preserving medical image classification, with emphasis on COVID-19 chest imaging. We present its
benefits over centralized learning. We detail privacy-enhancing techniques (differential privacy, secure aggregation, homomorphic
encryption) with key formulations (e.g. FedAvg layer-wise aggregation, Gaussian DP mechanism) and cite examples of their use. We then
summarize empirical findings from prior studies: several FL models achieved performance on par with or exceeding centralized training
(e.g. Darzi et al. found FL matched centralized accuracy for COVID-19 detection; Peng et al. reported FedAvg improved generalization
on multi-hospital X-rays), while DP-enabled FL maintained accuracy with privacy. Finally, we identify open challenges: limited work on
chest MRI, handling extreme non-IID data, communication efficiency, and formal privacy guarantees. This comprehensive review
underscores current advancements and gaps in privacy-preserving FL for medical imaging, guiding future research.
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1. Introduction

Medical image classification has become a fundamental
component of modern healthcare systems, enabling
automated diagnosis and early detection of diseases from
imaging modalities such as Magnetic Resonance Imaging
(MRI), Computed Tomography (CT), and X-ray scans.
Recent advances in deep learning, particularly Convolutional
Neural Networks (CNNs), have significantly improved
diagnostic accuracy in tasks such as tumor detection, COVID-
19 identification, organ segmentation, and abnormality
classification. However, these approaches traditionally rely
on centralized data collection, where large volumes of patient
images from multiple hospitals are aggregated into a single
repository for model training. Despite their effectiveness,
centralized learning frameworks raise serious concerns
regarding patient privacy, data security, regulatory
compliance, and institutional data ownership. Healthcare data
are highly sensitive and protected under strict regulations
such as HIPAA and GDPR. Sharing raw medical images
across institutions increases the risk of data breaches, re-
identification attacks, and unauthorized access. Moreover,
hospitals often hesitate to share data due to ethical, legal, and
competitive reasons, limiting the availability of diverse and
representative datasets.

To address these challenges, Federated Learning (FL) enables
multiple institutions (clients) to collaboratively train a shared
global model without transferring raw patient data. Instead of
centralizing datasets, each hospital trains a local model on its
private data and shares only encrypted model updates (e.g.,
gradients or weights) with a coordinating server. The server
aggregates these updates- commonly using the Federated

Averaging (FedAvg) algorithm—to produce an improved
global model.

In the context of medical imaging, FL offers several

advantages:

e Privacy Preservation — Raw medical images remain
within the hospital premises.

e Regulatory Compliance — Aligns with healthcare data
protection laws.

o Data Heterogeneity Handling — Supports learning from
diverse imaging devices and populations.

¢ Scalability — Enables collaboration across geographically
distributed institutions.

However, although FL reduces direct data sharing, it is not
inherently immune to privacy attacks such as gradient
inversion or model inference attacks. Therefore, integrating
additional ~ privacy-enhancing  techniques—such  as
Differential Privacy, Secure Multi-Party Computation, and
Homomorphic Encryption—becomes essential for achieving
truly privacy-preserving medical image classification.

In this research work, we focus on developing a robust and
privacy-preserving federated framework for medical image
classification. The proposed approach aims to balance
diagnostic performance, communication -efficiency, and
strong privacy guarantees. By enabling collaborative
intelligence without compromising patient confidentiality,
Federated Learning represents a transformative step toward
secure, scalable, and trustworthy Al-driven healthcare
systems.

2. Literature Review
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Ref | Author(s) & Year Modality Methodology | Privacy Technique Key Findings Research Gap
[1] |Litjens etal., 2017 | Multi-modal | DL Survey None Comprehenglve review of DL in No privacy focus
medical imaging
[2] | Estevaetal., 2017 | Dermoscopy CNN None Dermatologist-level classification | Centralized training
[5] McMz;lz)a;r; etal, Generic FedAvg Introduced FL framework Not medical-specific
[6] |Shelleretal.,2018 | Brain MRI CNN+FL Parameter sharing Comp ara:clsutr(;(c:;ntrahzed Small client size
[7] |Sheller et al., 2020 Bra;\r}ﬂt{ulmor FL multi-site | Secure aggregation Improved generalization Heterogeneity issues
[8] Lietal., 2020 Chest CT FL FedProx Handles non-IID data Communication
overhead
[9] Zhu et al., 2019 Generic Gradient attack None Demonstrated data leakage risk | Requires stronger DP
[10] | Geyeretal., 2017 Generic FL + DP Differential Privacy Privacy-utility tradeoff Accuracy degradation
[11] | Yangetal., 2021 COVIE};” X- FL-CNN Secure aggregation High classification accuracy Limited scalability
[12] | Rieke et al., 2020 Multi-site FL framework DP+ Sec.ure Practical clinical implementation |High computation cost
MRI aggregation

3. Research Gaps

Alth

ough Federated Learning has demonstrated strong

potential in medical image -classification, several open
research challenges remain. Based on the reviewed literature

[1]-
1)

2)

3)

4)
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[12], the following research gaps are identified:
Limited Robustness Against Advanced Privacy
Attacks: While FL avoids direct sharing of raw medical
images, studies such as Zhu et al. [9] show that gradient
inversion attacks can reconstruct sensitive training data.
Existing defenses like Differential Privacy reduce
leakage but often degrade model performance. There is a
lack of adaptive privacy-preserving mechanisms that
balance strong privacy guarantees with minimal accuracy
degradation in high-resolution medical imaging tasks.
Performance Degradation Due to Non-IID Medical
Data: Hospitals often use different imaging devices,
scanning protocols, and patient demographics, leading to
non-independent and identically distributed (non-I1ID)
data. Algorithms such as FedAvg [5] show performance
instability under heterogeneous data distributions.
Current federated optimization algorithms are
insufficiently robust for highly heterogeneous medical
imaging datasets, especially across multi-country or
cross-specialty collaborations.

Communication Overhead in Large-Scale Hospital
Networks: Medical image models (e.g., ResNet, U-Net)
contain millions of parameters. Frequent communication
rounds increase bandwidth requirements and latency,
especially in geographically distributed healthcare
systems [12]. Efficient model compression, gradient
sparsification, and adaptive communication strategies for
large-scale clinical federations remain underexplored.
Trade-off Between Differential Privacy and
Diagnostic Accuracy: Techniques such as Differential
Privacy (DP) introduce noise into model updates,
reducing classification performance in complex tasks
like tumor grading or COVID-19 severity assessment
[10]. There is limited research on dynamic privacy
budgets and task-aware DP mechanisms specifically
tailored for medical image classification.

4. Conclusion

Despite promising advances, privacy-preserving federated
learning for medical image classification remains in its early
translational phase. Future research must focus on robust
optimization under heterogeneity, stronger cryptographic

guarantees,

communication-efficient architectures, and

clinical-grade validation frameworks. Addressing these gaps
will enable secure, scalable, and trustworthy Al-driven
healthcare systems.
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