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Abstract: Digital systems increasingly face security threats such as password theft, unauthorized access, credential leakage, and 

cyberattacks that compromise user privacy and system integrity. Traditional authentication mechanisms based on single-stage hashing or 

basic encryption are often insufficient to defend against modern attack techniques. This project proposes Secure Authentication: 

Multi-Round Encrypted Passwords, an advanced authentication system designed to strengthen password protection through multiple 

layers of security. The system processes user passwords using hash generation, entropy enhancement, and multi-round encryption 

techniques before storage and verification. Artificial Intelligence and secure cryptographic methods can also be integrated to monitor 

authentication patterns and enhance protection against suspicious login attempts. The proposed system is suitable for embedded 

devices, web applications, and secure digital platforms, where strong authentication is essential. It improves password confidentiality, 

reduces vulnerability to brute-force and dictionary attacks, and enhances the overall reliability of secure access systems. 
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1. Introduction 
 

Digital systems have become an integral part of modern 

life, with applications ranging from online banking and 

e-commerce to educational platforms, embedded devices, 

and cloud-based services. As dependence on digital services 

continues to increase, ensuring secure user authentication 

has become one of the most important requirements in 

cybersecurity. Password-based authentication remains the 

most widely used method for verifying user identity, but it 

is increasingly vulnerable to cyber threats such as password 

theft, brute-force attacks, dictionary attacks, credential 

leakage, and unauthorized access. 

 

Traditional authentication systems often rely on single-stage 

hashing or basic encryption techniques to protect user 

passwords. Although these methods provide a basic level 

of security, they are no longer sufficient against advanced 

attack techniques used by modern hackers and malicious 

software. Weak password storage mechanisms and limited 

cryptographic processing make many systems prone to data 

breaches, identity theft, and the compromise of sensitive 

user information. Therefore, there is a growing need for 

stronger and more reliable authentication methods that can 

offer enhanced protection against password-related attacks. 

 

To address these challenges, the Secure Authentication: 

Multi-Round Encrypted Passwords system is proposed 

as an advanced password protection framework. This 

system improves authentication security by processing user 

passwords through multiple security stages, including hash 

generation, entropy enhancement, and repeated encryption 

rounds before storage and verification. By applying multiple 

cryptographic layers, the system significantly increases 

the complexity of password cracking and strengthens the 

confidentiality and integrity of authentication data. 

 

2. Related Works 
 

Sharma et al. (2025) proposed a secure password storage 

system that combines hashing and salting techniques to 

protect user credentials from unauthorized access. The 

system demonstrated improved password confidentiality and 

highlighted the importance of layered password protection in 

modern authentication systems. 

 

Kumar and Singh (2025) developed a mobile and 

web-based secure login framework that integrates password 

authentication with OTP verification. The system improved 

access security and user validation but lacked advanced 

multi-round encryption mechanisms for password storage. 

 

Rao et al. (2024) introduced a password protection 

model using cryptographic hashing and key stretching to 

reduce vulnerability against brute-force attacks. Their study 

showed that repeated cryptographic operations can improve 

resistance against password cracking. 

 

Patel and Mehta (2024) proposed a web-based secure 

authentication system with encrypted password storage and 

secure session handling. However, the system relied mainly 

on single-stage encryption, which reduced its effectiveness 

against advanced attacks. 

 

Chen et al. (2023) explored the use of deep learning 

models for detecting suspicious login attempts and abnormal 

authentication behavior. Their study showed that Artificial 

Intelligence can significantly improve authentication security 

and threat detection. 

 

Singh and Verma (2023) developed a cloud-based 

authentication framework that secures user credentials 

through encrypted transmission and protected database 

storage. The system enhanced communication security but 
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did not include entropy enhancement or iterative encryption. 

 

Ahmed and Khan (2022) focused on intelligent 

authentication systems that use mobile applications and 

secure cloud platforms for password verification and user 

access management. 

 

Gupta et al. (2025) proposed a real-time password defense 

mechanism using repeated hashing and salting techniques 

to increase complexity and prevent dictionary-based attacks, 

thereby improving overall password protection. 

 

Nair and Joseph (2025) developed a geolocation-independent 

secure login system for embedded devices that uses 

lightweight encryption and secure credential storage, 

improving authentication reliability in constrained 

environments. 

 

Das et al. (2024) introduced a deep learning-based security 

framework that analyzes password strength and user behavior 

to classify authentication risks and improve system security. 

 

Verma and Yadav (2024) proposed an AI-powered smart 

authentication system that integrates complaint-free secure 

access with predictive analytics to identify suspicious login 

attempts and prioritize security alerts. 

 

Li et al.  (2023) developed a smart infrastructure 

security model using computer vision and machine learning 

techniques to enhance cyber-physical system authentication 

and access control. 

 

Fernandez and Lopez (2023) designed a cloud-based 

credential management platform that improves transparency 

and communication between authentication modules and 

administrative systems, ensuring secure access control. 

 

Reddy et al. (2023) implemented a machine learning model 

for classifying password vulnerabilities and detecting weak 

authentication patterns based on user input and login data. 

 

Bansal et al. (2022) proposed a mobile application for secure 

digital services that includes user registration, encrypted 

password verification, and account recovery mechanisms. 

 

Karthik and Prasad (2022) developed an automated 

embedded authentication system using AES-based 

encryption to detect and prevent unauthorized access in 

low-resource devices. 

 

Zhang et al. (2021) explored the application of Artificial 

Intelligence in cybersecurity, focusing on automated 

threat detection, password protection, and secure access 

optimization. 

 

Roy and Dutta (2021) proposed a centralized digital 

authentication platform that integrates password handling, 

analytics, and secure login reporting features for modern 

access control systems. 

 

3. Outlined Method 
 

Designing a Secure Authentication: Multi-Round Encrypted 

Passwords system involves a structured process aimed at 

strengthening password security and protecting digital 

systems from unauthorized access. The proposed 

methodology integrates cryptographic techniques, secure 

password processing, and software technologies to create a 

reliable authentication and access control platform. 

 

3.1 Requirement Analysis 

 

The requirement analysis phase focuses on identifying 

system objectives and challenges in traditional authentication 

systems. These include weak password protection, 

vulnerability to brute-force and dictionary attacks, 

unauthorized access, and insecure password storage 

mechanisms. Key requirements include secure password 

input handling, hash generation, entropy enhancement, 

multiple rounds of encryption, secure password verification, 

and maintaining a protected database for storing 

authentication records. 

 

a) System design 

The system design includes several interconnected modules. 

Users can register and log in through a secure authentication 

interface by entering their credentials. During registration, 

the password is processed through multiple security stages 

including hashing, entropy enhancement, and repeated 

encryption rounds before being stored in the database. 

During login, the entered password undergoes the same 

sequence of operations and is matched with the securely 

stored encrypted password. An administrative module 

can also be included to manage user accounts, monitor 

authentication logs, and handle access control. 

 

b) Development 

The system is implemented using Python for backend 

processing and cryptographic operations. Secure hashing 

algorithms and encryption libraries are used to perform 

password transformation and protection.  The backend 

is developed using the Django framework to manage 

authentication logic, user handling, and database operations. 

A user-friendly login and registration interface is developed 

using HTML, CSS, JavaScript, or a frontend framework, 

 

c) Integration & Testing 

Integration ensures that all modules operate together as a 

complete authentication system. Testing procedures verify 

the correctness of password hashing, effectiveness of entropy 

enhancement, reliability of multi-round encryption, and 

accuracy of password verification during login. The system is 

tested under different scenarios such as valid login attempts, 

invalid credentials, repeated access attempts, 

 

4. Evaluation & Optimization 
 

Evaluation and optimization involve analysing the 

performance of all modules within the Secure 

Authentication: Multi-Round Encrypted Passwords 

system. This includes measuring the effectiveness of 

password encryption, evaluating the reliability of password 

verification, analysing resistance against common password 

attacks, and validating secure password storage functionality. 

The system is assessed based on how securely it processes 

passwords during registration and login, how efficiently it 
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handles encryption and decryption-related operations, and 

how reliably it prevents unauthorized access. 

 

Optimization techniques are applied to improve encryption 

efficiency, enhance password processing speed, and ensure 

reliable authentication performance. Secure hashing 

methods, entropy enhancement techniques, optimized 

multi-round encryption operations, and efficient database 

handling are used to improve the overall performance of the 

system. 

 

4.1 Machine Learning Approach 

 

The Secure Authentication: Multi-Round Encrypted 

Passwords system mainly focuses on cryptographic security 

techniques to protect user credentials and strengthen 

authentication reliability. One of the key components of 

the system is the secure password processing module, 

which transforms the user’s password through multiple 

stages such as hashing, entropy enhancement, and repeated 

encryption before storing it in the database. This layered 

approach significantly improves password security and 

makes unauthorized password recovery extremely difficult. 

 

In addition to password encryption, intelligent techniques can 

be integrated into the system to improve security monitoring 

and authentication analysis. Machine learning approaches 

can be used to detect suspicious login attempts, unusual 

user behavior, repeated failed access attempts, and abnormal 

authentication patterns. These intelligent mechanisms help 

identify potential threats and improve the security of the 

authentication environment. Security analytics modules 

can also evaluate login behavior, monitor authentication 

trends, and support better decision-making for system 

administrators. 

 

By integrating secure cryptographic processing with 

intelligent monitoring mechanisms, the system provides 

an efficient platform for strengthening authentication and 

access control. The combination of multi-round encryption 

and security analysis techniques allows the system to operate 

reliably and securely in modern digital environments. 

 
Figure 1: Flowchart of Multi-Round Encrypted Passwords 

 

4.2 Dataset Description 

 

The Secure Authentication: Multi-Round Encrypted 

Passwords system uses datasets consisting of user credential 

records, password samples, authentication logs, and login 

attempt data. These datasets may include sample passwords 

for testing password strength, encrypted password outputs 

generated by the system, and simulated authentication 

records collected during system development and evaluation. 

Such data is used to test the effectiveness of hashing, entropy 

enhancement, and multi-round encryption techniques in 

securing user credentials. 

 

In addition to password-related datasets, the system also 

stores user registration details, encrypted password records, 

login history, failed login attempts, and security logs in the 

database. This data is used for authentication verification, 

system monitoring, performance analysis, and improving the 

reliability of secure login operations over time. 

 

5. Result & Discussion 

 
5.1 System Performance and Functionality 

 

The Secure Authentication: Multi-Round Encrypted 

Passwords system demonstrates strong performance 

in providing a secure and reliable user authentication 

mechanism. The proposed system effectively strengthens 

password protection by combining multi-round hashing, 

encryption techniques, and secure credential storage. Unlike 

traditional password-based systems, the proposed approach 

ensures that user passwords are not stored in plain text and 

are protected through multiple security layers.The system 

integrates several core modules including user registration, 
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secure login authentication, password hashing, AES-based 

encryption, and database validation. These modules work 

together to improve the confidentiality and integrity of user 

credentials while reducing the risk of password theft and 

unauthorized access. 

 

5.2 Test Cases and Outcomes 

 

The system was tested under multiple authentication 

scenarios to evaluate its security, functionality, and reliability. 

During registration, the system successfully accepted user 

credentials, applied multi-round encryption and hashing, 

and securely stored the transformed password values in the 

database. During login, the authentication module correctly 

verified entered credentials by comparing the processed 

password with the stored encrypted value.In addition, the 

system successfully handled encrypted password verification 

without revealing the original password at any stage. These 

outcomes confirm that the proposed authentication model 

provides improved password security while maintaining 

smooth usability for users. 

 

5.3 Comparative Analysis with Existing Systems 

 

A comparison with conventional password authentication 

systems shows that the proposed Multi-Round Encrypted 

Passwords system offers significant improvements in 

security, resistance to attacks, and data protection. 

Traditional authentication methods often rely on single-layer 

hashing or weak password storage mechanisms, which are 

vulnerable to brute-force attacks, dictionary attacks, and 

database breaches. 

 

In contrast, the proposed system enhances protection by 

applying multiple rounds of encryption and hashing, making 

password recovery or cracking significantly more difficult. 

It provides a more secure authentication framework by 

introducing layered security measures instead of depending 

on a single algorithm. This approach increases trust, 

strengthens access control, and minimizes the possibility of 

credential compromise. 

 

 

Figure 2: Performance Analysis of Secure Authentication: 

Multi-Round Encrypted Passwords 

 

6. Conclusion 
 

The Secure Authentication: Multi-Round Encrypted 

Passwords system provides an effective solution for 

improving password security and user authentication in 

modern digital applications. By integrating multi-round 

hashing, encryption techniques, and secure credential 

verification, the system strengthens protection against 

unauthorized access, password theft, and common 

cyberattacks. This approach reduces the weaknesses 

found in traditional password storage methods and enhances 

the overall security of user authentication systems. 

 

The proposed system helps protect sensitive user credentials 

by ensuring that passwords are securely transformed before 

being stored in the database. It supports essential 

authentication functions such as user registration, secure 

login validation, and encrypted password comparison 

in a structured and reliable manner. By automating 

secure password processing, the system improves trust, 

data confidentiality, and access control within web-based 

platforms 
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