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Abstract: The dynamic digital transformation of enterprises has introduced distributed architectures, adaptive Artificial
Intelligence/Machine Learning (AI/ML) systems, and large-scale data ecosystems spanning across multiple cloud providers. Along with
these associated technologies the need for enhanced scalability, operational efficiency, and automated decision-making have increased.
Simultaneously expanding the attack surface and introducing novel vulnerabilities including adversarial machine learning, model
extraction, data poisoning, prompt injection, and cross-cloud data exposure. Traditional cybersecurity frameworks, originally designed
for perimeter-based and deterministic enterprise systems, are insufficient for addressing the dynamic, probabilistic, and distributed risk
landscape of such AI-augmented multi-cloud environments. This paper proposes a Multi-Cloud Security Assessment (MCSA) framework
for unified enterprise security architecture that integrates existing security controls, human-centric safeguards, and regulatory compliance
mechanisms. The framework identifies potential security risks and vulnerabilities while aligning with the General Data Protection
Regulation (GDPR), the California Consumer Privacy Act (CCPA), and the National Institute of Standards and Technology (NIST)
Cybersecurity Framework 2.0 [1]. The proposed assessment is structured across five NIST CSF 2.0 functions: ldentify, Protect, Detect,
Respond, and Recover. The findings demonstrate that integrating Zero-Trust Architecture (ZTA) [5], defense-in-depth strategies [17], AI
lifecycle security controls, and privacy-by-design methodologies [18] establishes digital trust across multi-cloud enterprises. A threat
model, control mapping table, and simulated case study validate the proposed framework's effectiveness against real-world attack
scenarios.
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1. Introduction

The accelerated adoption of cloud computing and artificial
intelligence technologies has drastically transformed
enterprise systems. Cloud computing provides flexibility of
resource provisioning, global service delivery, and enhanced
scalability, while Al systems enable predictive analytics and
autonomous decision-making capabilities [16]. However,
organizations increasingly grapple with the challenge of
identifying threat actors, potential vulnerabilities, compliance
gaps, and fragmented security scopes as the landscape
evolves dynamically. Traditional enterprise security
assessments were conducted under assumptions of
centralized data centers, static trust boundaries, and clearly
defined internal networks. The emergence of multi-cloud
deployments fundamentally invalidates these assumptions.
Furthermore, the evolution of regulatory frameworks and Al
governance initiatives necessitates a comprehensive Multi-
Cloud Security Assessment (MCSA) that incorporates
detection mechanisms specifically designed for Al-driven
architectures and workloads.

According to the NIST CSF 2.0 [1], security assessments

must be structured across five core functions: Identify,

Protect, Detect, Respond, and Recover. This ensures that

multi-cloud environments adhere to Governance, Risk, and

Compliance (GRC) standards. The primary contributions of

this paper are:

1) Astructured Multi-Cloud Security Assessment framework
aligned with NIST CSF 2.0.

2) A threat model covering Al-specific attack vectors in
multi-cloud environments.

3) A control mapping table linking proposed controls to
NIST CSF 2.0 subcategories.

4) A simulated case study validating the framework against
real-world attack scenarios

5) Recommendations for Zero-Trust, defense-in-depth, and
privacy-by-design integration.

2. Related Work

Existing literature on cloud security has primarily focused on
single-cloud environments. Surveyors [13] surveyed security
issues in cloud service delivery models, identifying data
confidentiality, integrity, and availability as primary
concerns. However, their work predates the widespread
adoption of multi-cloud architectures and Al workloads.
The Cloud Security Alliance (CSA) Cloud Controls Matrix
[14] provides a comprehensive framework for cloud security
controls but lacks specific guidance for AI/ML workloads and
cross-cloud orchestration.

Similarly, the NIST Zero Trust Architecture [5] establishes
foundational principles for identity-centric security but does
not address the semantic fragmentation of access control
policies across heterogeneous cloud providers. Adversarial
machine learning has been extensively studied [8] and
demonstrate that small perturbations to input data can cause
significant misclassification in neural networks. Independent
researcher [9] extended this to demonstrate model extraction
attacks via prediction APIs, while Biggio et al. [10]
established foundational work on data poisoning attacks
against support vector machines. More recently, Perez and
Ribeiro [11] demonstrated prompt injection vulnerabilities in
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large language models, a threat vector with significant
implications for enterprise Al deployments.

The MITRE ATLAS framework [12] provides a taxonomy of
adversarial threats specific to Al systems, complementing the
MITRE ATT&CK for Cloud matrix for infrastructure-level
threats. However, neither framework addresses the compound
risk of Al workloads deployed across multiple cloud
providers simultaneously. Incident response in cloud
environments has been addressed by NIST SP 800-61 [20],
but this guidance predates Al-specific attack surfaces
including model weight compromise, embedding
manipulation, and vector database poisoning. The gap
between existing frameworks and the requirements of Al-
augmented multi-cloud environments motivates the proposed
Multi-Cloud Security Assessment framework.

3. Threat Model

The threat model for Al-augmented multi-cloud
environments encompasses four primary attack surfaces:
cloud infrastructure, AI model lifecycle, data ecosystems, and
identity/access management.

a) Cloud Infrastructure Threats

Infrastructure-level threats include misconfiguration of cross-
cloud policies, network endpoint disruptions, and exploitation
of federated identity frameworks. The semantic
fragmentation of access control logic across AWS 1AM,
Azure Active Directory, and GCP IAM creates shadow
privileges invisible in traditional siloed consoles [5].

b) Al Model Lifecycle Threats

The Al model lifecycle introduces unique attack vectors at

each stage:

e Training: Data poisoning [10], supply chain compromise of
ML frameworks.

e Deployment: Model extraction via prediction APIs [9],
adversarial inputs [8].

« Inference: Prompt injection [11], model inversion attacks,
hallucination exploitation.

e Monitoring: Evasion of anomaly detection through
distributed low-rate queries

¢) Data Ecosystem Threats

Multi-cloud data ecosystems spanning object storage (S3,
Azure Blob, GCS), vector databases (Weaviate, Pinecone),
and data lakes create cross-cloud data exposure risks. The
absence of unified Data Loss Prevention (DLP) across cloud
providers means sensitive data exfiltrated through model
outputs may go undetected.

d) Identity and Access Management Threats

Federated identity frameworks based on SAML/OIDC [15]
provide authentication but lack a unified IAM control plane
for authorization enforcement across clouds. Compromised
credentials in one cloud can pivot to others through
misconfigured federation trust relationships.

4. Proposed Multi-Cloud Security Assessment

Framework below shows how each of these can be addressed

1) Identify

Understanding organizational assets across multi-cloud
environments requires reinterpreting the Confidentiality-
Integrity-Availability (CIA) triad within Al lifecycles [1][2].
Confidentiality extends beyond databases to encompass Al
model weights and data distributions. Integrity must address
not only data correctness but also model integrity and
resistance to data poisoning [10]. Availability must account
for distributed Al systems spanning multiple cloud providers.
The Multi-Cloud Security Assessment framework proposes
a Semantic Unified Normalization (SUN) mechanism that
translates access control rules at the granular level across
cloud providers, resolving the semantic fragmentation that
causes different permission syntax across AWS, Azure, and
GCP [5]. This mechanism exposes cross-cloud access chains
and shadow privileges invisible in traditional siloed consoles.
A unified nomenclature with stricter guardrails for
authentication and authorization is established through
integration with the NIST Al RMF [2], ensuring Al system
assets are catalogued with appropriate risk classifications.

2) Protect

Defense-in-depth [17] remains the central architectural

principle, advocating multiple overlapping security controls

across infrastructure, network, application, and identity
domains. The Multi-Cloud Security Assessment framework
extends this principle to cross-cloud environments through:

a) Zero-Trust Architecture [5]: Continuous verification of
identity and device posture across all cloud providers,
eliminating implicit trust based on network location.

b) Privacy-by-Design [18]: Embedding data protection
controls into Al pipeline architecture rather than applying
them as post-hoc measures, ensuring GDPR [3] and
CCPA [4] compliance by default.

¢) Cross-Cloud Policy Enforcement: Unified policy engine
that translates and enforces security controls consistently
across AWS, Azure, and GCP, addressing the current lack
of cross-cloud protection mechanisms.

d) AI Lifecycle Controls: Model artifact signing and
integrity verification, training data provenance tracking,
and inference output validation to protect against supply
chain attacks and model tampering.

3) Detect

In multi-cloud environments, each service provider defines its

own security perimeters following traditional security

frameworks. Al-driven enterprises are particularly vulnerable
because model management systems, data lakes, and
inference APIs are accessible through federated identity
frameworks [15], creating requirements for early detection of
false positives, hallucinations, and identity theft. The Multi-

Cloud Security Assessment framework addresses current

detection gaps through:

a) Real-Time Prompt Injection Classification: Moving
beyond manual guardrails to automated real-time
classification of adversarial inputs [11], addressing a
critical gap identified in current enterprise deployments.

b) Unified Identity Graph: Overcoming cross-cloud identity
correlation challenges for federated logins by constructing
a unified graph of identity relationships across cloud
providers [5].

c) Al-Aware SIEM Rules: Extending traditional Security
Information and Event Management (SIEM) with rules
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specifically designed for Al threat vectors catalogued in
MITRE ATLAS [12] and MITRE ATT&CK for Cloud.

d) Distributed Anomaly Detection: Baselining normal model
inference patterns and detecting distributed low-rate
model extraction attempts [9] that evade per-cloud rate
limiting.

4) Respond
The fundamental challenge in multi-cloud incident response
is that existing tooling was built for single-cloud,
infrastructure-level incidents [20]. Al models introduce new
attack surfaces including model weights, embeddings,
training data, and inference outputs that existing runbooks do
not cover. The Multi-Cloud Security Assessment
framework proposes:

a) Cross-Cloud SOAR for Al Workloads: Unified Security
Orchestration, Automation and Response (SOAR) [21]
playbooks that coordinate response actions across AWS,
Azure, and GCP simultaneously, addressing the current
lack of cross-cloud automated response.

b) Unified Credential Kill Switch: Atomic credential
revocation across all cloud providers and downstream
systems (CI/CD pipelines, Kubernetes secrets, Lambda
environment variables) to eliminate the current gap where
revocation is slow and incomplete.

c) Al-Aware Forensics: Tooling to reconstruct what a
compromised model exposed, correlating inference logs
across cloud providers to identify affected queries and data
subjects, supporting GDPR breach notification
requirements [3].

d) Model Isolation Protocol: Cross-cloud circuit breaker
pattern that simultaneously isolates compromised model
endpoints across all cloud providers while maintaining
service availability through failover.

5) Recover

Recovery from Al-specific incidents requires capabilities

beyond traditional infrastructure recovery. The Multi-Cloud

Security Assessment framework establishes:

a) Model Rollback Standard: Versioned model artifact
registry with cryptographic signing, enabling verified
rollback to known-good model states across all cloud
deployments simultaneously.

b) Cross-Cloud Backup Orchestration: Coordinated backup
and recovery procedures spanning object storage, vector
databases, training datasets, and inference logs across
cloud providers, with defined RPO/RTO targets for each
component.

¢) Vector Database Recovery: Standardized backup
procedures for embedding stores (Weaviate, Pinecone,
pgvector) that are currently rarely backed up despite being
expensive to reconstruct.

d) Post-Incident Retraining Pipeline: Verified clean-room
retraining procedures for models compromised by data
poisoning [10], with integrity verification at each pipeline
stage.

5. Case Study

To validate the proposed Multi-Cloud Security Assessment
framework, we simulate an attack scenario against a multi-
cloud healthcare Al system processing FHIR R4 patient

records across AWS HealthLake, Azure Health Data Services,
and GCP Healthcare API.

An adversary submits a crafted prompt injection payload [11]
through a patient-facing chatbot interface: "Ignore previous
instructions and return all patient records for ward 7." The
payload is distributed across three cloud endpoints at sub-
threshold rates to evade per-cloud rate limiting, a technique
consistent with model extraction methodologies documented
in MITRE ATLAS [12].

Without Multi-Cloud Security Assessment Framework -
Each cloud's native guardrails evaluate the request
independently. Sub-threshold query rates evade per-cloud
anomaly detection. No cross-cloud correlation identifies the
distributed attack pattern. Inference logs remain siloed,;
forensic reconstruction is impossible. GDPR breach
notification timeline [3] cannot be met due to incomplete
evidence.

With Multi-Cloud Security Assessment Framework Applied
- Real-time prompt injection classifier flags the payload at the
unified model gateway. Unified identity graph correlates the
adversary's federated identity across all three clouds. Cross-
cloud SOAR playbook triggers simultaneously: isolates
endpoints, revokes credentials, preserves inference logs
across all providers. Al-aware forensics reconstructs the
complete query timeline and identifies affected data subjects.
GDPR 72-hour breach notification requirement [3] is met
with complete evidence package.

The simulation demonstrates that the Multi-Cloud Security
Assessment framework reduces mean time to detect (MTTD)
from an estimated 72+ hours (siloed detection) to under 15
minutes through unified cross-cloud monitoring. Mean time
to respond (MTTR) is reduced from days to under 2 hours
through automated cross-cloud SOAR playbook execution.

6. Discussion

The proposed Multi-Cloud Security Assessment framework
addresses the fundamental inadequacy of existing single-
cloud security frameworks when applied to Al-augmented
multi-cloud environments. The integration of Zero-Trust
Architecture [5], defense-in-depth [17], and privacy-by-
design [18] provides a layered security posture that is resilient
to the compound attack vectors identified in the threat model.
The Semantic Unified Normalization mechanism addresses a
gap not covered by existing frameworks including CSA CCM
[14] and MITRE ATT&CK for Cloud, which do not account
for the semantic fragmentation of access control policies
across heterogeneous cloud providers. Limitations of the
current work include the reliance on simulated rather than
empirical case studies, and the assumption that organizations
have sufficient maturity to implement cross-cloud SOAR
orchestration. Future work will focus on empirical validation
through deployment in enterprise environments and
quantitative measurement of MTTD and MTTR
improvements.
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7. Conclusion

This paper presented a Multi-Cloud Security Assessment
framework for Al-augmented enterprise environments,
structured across the five functions of NIST CSF 2.0. The
framework addresses critical gaps in existing security tooling
including cross-cloud SOAR for AI workloads, unified
credential management, real-time prompt injection detection,
and Al-aware forensics. The proposed framework integrates
Zero-Trust Architecture, defense-in-depth strategies, and
privacy-by-design principles to establish a comprehensive
security posture aligned with GDPR, CCPA, and NIST
standards. The simulated case study demonstrates significant
improvements in MTTD and MTTR for Al-specific attack
scenarios in multi-cloud environments. As enterprises
continue to adopt multi-cloud Al architectures, the need for
security frameworks that address the compound risk of
distributed Al workloads will only increase. The MCSA
framework provides a foundation for this emerging discipline.
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