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Abstract: The fast growth of technology has resulted in significant rise in cyber-attacks. It creates substantial challenges for
organizations and governments worldwide. Traditional cybersecurity measures are not sufficient to address growing attack patterns. This
study presents a forecasting framework using a Hybrid Statistical Model ARIMA and Deep Learning Model LSTM to predict year wise
cyber-attack trends and number of affected users across different attack types. The linear component of attack pattern is captured by
ARIMA and the nonlinear residual pattern are modeled using LSTM networks. This combination improves the prediction accuracy to
100%. Historical Time Series cyber-attack data from 2015-2024 is used for training and evaluation. The hybrid model gives higher
performance with MSE, RMSE and MAPE validating its effectiveness. The framework provides forecasting of next five years for
actionable insights for cybersecurity planning, resource allocation and risk mitigation.
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1. Introduction

A time series refers to the sequence of observations recorded
in chronological order at consistent time intervals like hourly,
daily, weekly, monthly or yearly. Time series forecasting
relies on the idea that historical pattern and behaviors present
in the data is used to predict upcoming values of the series [1].
Cybersecurity involves safeguarding information system and
digital infrastructure and protecting data from evolving cyber
threats through advanced technologies, strategic approaches
and collaborative efforts, including Al and ML based threat
detection and response mechanisms [2]. Cyber-attacks have
become global challenge driven by digital acceleration,
extensive acceptance of cloud computing and increasing
interconnectedness of modern systems. As dependence of
cyberspace continues to grow, organizations face a number of
cyber threats including ransomware, malware, man-in-the-
middle, phishing, DDoS, SQL Injection, etc. [3]. There is a
need for robust and comprehensive strategies to reduce risks,
safeguard sensitive information and maintain data integrity
and system reliability [4]. Cyber security is a challenge in
maritime sector also, so some studies addresses this research
gap and surveys the methods, algorithms, tools and
architectures used for cyber security monitoring in the
maritime sector [5]. Existing research focus on the
effectiveness of Al-driven approaches in enhancing the
overall cyber security education lifecycle [6]. Time series
forecasting models offer a systematic approach in analyzing
historical cyber-attack data and predicting future trends.
Statistical models such as the ARIMA are effective in
addressing linear temporal dependencies and long term trends
in time series data. ARIMA model face difficulties in
representing complex linear patterns commonly observed in
cybersecurity datasets. On the other hand, deep learning
model, LSTM networks are well suited for modeling
nonlinear relationships and temporal dependencies but when
it directly applied to non-stationary data without explicitly
accounting for linear components, their performance may be
limited [7]. To overcome these limitations, this study presents

a hybrid ARIMA-LSTM forecasting framework for year-wise
prediction of cyber-attack trends based on number of affected
users across multiple attack types. In the proposed approach
ARIMA is first applied to model the linear and trend
components of time series, while LSTM networks are trained
on the residuals to capture the linear patterns. This hybrid
approach increases the strength of statistical and deep
learning methods which results in improved forecasting
accuracy. The proposed model is evaluated using historical
cyber-attack data of multiple years. The performance is
accessed using standard error matrices like Mean Squared
Error (MSE), Root Mean Squared Error (RMSE) and Mean
Absolute Percentage Error (MAPE). The result demonstrate
that hybrid approach effectively captures both linear and non-
linear components of cyber-attack time series, making it a
trustworthy tool for proactive cyber security planning and
decision making.

2. Literature Review

Forecasting cyber threat trends is essential for cybersecurity
risk mitigation. The changing and non-stationary nature of
cyber-attack data increases the challenges for traditional
forecasting methods. The hybrid approached which integrates
different models offer improved capability to capture both
linear patterns and complex temporal dependencies. Time
series is a series of data collected over a period of time. For
the study different domains literatures were reviewed and
mentioned here. The data collected over time can be linear or
non-linear. There are different models of forecasting available
depending upon nature of the data [8]. Social Cybersecurity
focuses on human-centric cyber threats within online
network. It includes attack detection using machine learning
and network analysis techniques, supported by publically
available datasets and tools for addressing existing challenges
and future research direction [9]. Anomaly detection in cyber
physical energy systems analyzes sensor time-series data
using predictive models and heuristic segmentation to
identify the trend anomalies, improve reliability, security and
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real time operational performance [10]. Threat intelligence
data forms a temporal sequence reflecting evolving cyber
risks. Statistical time series models analyze trends and
volatility to support future threats and support timely data
driven security decisions [11]. Phishing attack data increases
over a period of time with noisy and complex patterns. Deep
learning based time series forecasting models capture
temporal dependencies to predict future phishing trends and
enable cyber security planning [12]. Cyber warfare and cyber
terrorism involve evolving digital threats [13]. Time series
based intelligent detection system analyze network traffic
patterns using machine learning algorithms to accurately
identify DDoS attack achieving high detection accuracy [14].
LSTM is a recurrent neural network used for historical time
series prediction. It incorporates multiple memory cells to
capture complex features in time series data [15], [16]. LSTM
is a robust and superior choice for modeling non-linear
dynamic systems, effectively mitigating traditional RNN
challenges [17]. Time series forecasting using ARIMA
supports  vegetable sales prediction, while linear
programming optimizes pricing strategies and decision
making in agricultural supply chain [18]. Hybrid ARIMA-
LSTM model capture linear trends and non-linear volatility in
stock market price time series achieving improved prediction
accuracy across diverse sectors and varying economic
conditions [19]. Short term load forecasting models combine
ARIMA-LSTM to capture a linear trends and non-linear
pattern in time series data, achieving improved prediction
accuracy across diverse power consumption datasets [20]. As
per the reviewed literature there is a need of accurate
prediction of cybersecurity threats. ARIMA and LSTM
models are performing very well in diverse domains and
giving better performance. Combination of both the models
are not used in the cyber security domain. So we have
proposed a Hybrid ARIMA-LSTM Model for cybersecurity
threats trends in this paper.

3. Methodology

A) Autoregressive Integrated Moving Average (ARIMA):
ARIMA is a statistical time-series forecasting model used to
analyze historical data and predict future values. It is
particularly effective for capturing linear trends and temporal
dependencies in time-dependent data. It consists of three
components.

1) Autoregression (AR):

Autoregression in ARIMA is given by parameter ‘p’. It
captures how current observations depends on their past
values.

Yi=c+@:1Y-1+¢:2YVi2+ .. @Yt

Here, Y- current observation, ‘c’ - constant, ¢, ¢, are
autoregressive parameters and et - error term at time ‘t’

2) Differencing (I):
Differencing in ARIMA is represented by ‘d’. It is use to
make the series stationary.

=YY
Here, Y’ - differenced series at time ‘t’, Y- original series at

time ‘t’ and Y - the value of the series at the previous time
stamp.

3) Moving Average(MA):
Moving Average component, denoted by ‘q’, represents the
dependence of current observation on the past forecast errors.

Yi=ctetOie-1+t026-27+ ... 0,6

Here, Y - the current observation, C - constant, € - error term
at time ‘t” and 6, to 84 are moving average parameters.

B) Long Short Term Memory(LSTM):

LSTM networks is a type of Recurrent Neural Network used
effectively for time series forecasting. The heart of LSTM
Network is its cells. LSTM network includes three primary
gates, forget gate, input gate and output gate. Gates are
responsible to retain or discard the information to learn long
term dependencies effectively in the data.

The equation for gates in LSTM are:
it = o (Wi [he1, xi]+ by)

Ji= 0 (Wrlhe1, x|+ by)
0t = 6 (Wo [he.1, x1]+ o)

where, i, - input gate, f; - forget gate, o, - output gate, o -
sigmoid function, w, - weight for respective gate (x), h.; -
output of previous LSTM block at timestamp ¢-7, x; - input at
current time stamp and by represents biases for the respective
gates.

The input gate controls how much of the new information
should be added to the cell state. The forget gate determines
which part of the previous cell state should be retained or
discarded that allows model to keep only relevant
information. The output gate regulates how much of the
current cell state is passed on to the next layer or time stamp.
Together these gates allow LSTM to maintain long term
memory and learn dependencies over time in sequential data.

C) ARIMA-LSTM Model:

( Load & Preprocess Cyberattack Data

v

Aggregate & Pivot Data (Year-wise, Attack-wise)

v
{ ARIMA Model for Linear Trend I
| [
{ ‘ ’
[ Novmal:e '& Se‘q\-""‘ce Train LSTM Model J
[ J
‘Combine Predictions
(ARIMA + LSTM)

[ Hybrid Forecast Output ]

I

Evaluate Model Performance ’
(MSE, RMSE, MAPE)

J

Forecast Future Cyber Threat Trends )

The proposed ARIMA-LSTM framework forecasts cyber
trends by integrating statistical and deep learning techniques.
Firstly, year-wise cyber- attack data is loaded and
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preprocessed to remove inconsistencies. After that data is
aggregated and pivoted to form multivariate time series based
on attack types. ARIMA model is applied to each attack
category like DDoS, Malware, Man in the Middle, Phishing,
Ransomware, SQL injection to capture linear trends after
logarithmic transformation. The residual obtained from
ARIMA are normalized and structured into time dependent
sequences. These residual sequences are used to train an
LSTM network capable of learning complex temporal

1e6 Hybrid ARIMA-LSTM: Actual vs Predicted (DDoS)

dependencies. The final forecast is generated by combining
ARIMA predictions with LSTM predicted residuals by
capturing both linear and non-linear dynamics. Model
performance is evaluated using MSE, RMSE and MAPE. The
trained hybrid model is then used to forecast future cyber
threat trends for proactive cyber security planning. Following
are the graphical representation of actual versus predicted
attacks based on attack category.
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Figure 1: Actual versus predicted attacks based on attack category

4. Results & Discussion

The hybrid ARIMA-LSTM model was evaluated using year-
wise cyberattack data across multiple attack categories.
Model performance is evaluated on the basis of Mean
Squared Error(MSE), Root Mean Squared Error(RMSE) and
Mean Absolute Percentage Error(MAPE). Based on MAPE
accuracy is calculated. As per the experiment the hybrid
model achieved MSE is 0.17, RMSE is 0.41 and MAPE is
0.00%, which gives forecasting accuracy of 100%. The result
shows the high precision and robustness of proposed
framework in modeling cyber threat trends.

5. Conclusion

In this study we included the idea of combining statistical and
deep learning model to get better forecasting results. We
developed a hybrid ARIMA-LSTM framework for
forecasting cyber threat trends using year-wise, attack-wise
affected user data. By combing the strength of ARIMA in
modeling linear temporal patterns with the capability of
LSTM to capture nonlinear dependencies, the proposed
approach effectively addressed the non-stationary nature of
cyber- attack data. Experimental results demonstrated high
predictive accuracy with minimum forecasting error. The
framework provides forecasting of next five years for
actionable insights for cybersecurity planning, resource
allocation and risk mitigation.

6. Future Scope

Future work may focus on incorporating real-time data
streams, additional threat indicators and advanced deep
learning architecture to further enhance forecasting
performance and scalability.
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