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Abstract: The rapid growth of digital transactions has significantly increased exposure to cyber threats, particularly zero-day attacks
that do not follow previously known patterns. Conventional security systems largely depend on signature-based or fully supervised learning
techniques, making them ineffective against evolving and unseen attack behaviors. This paper proposes a hybrid machine learning
framework that integrates unsupervised anomaly detection with supervised classification to enhance the detection of both known and
unknown cyber threats in digital transaction environments. The unsupervised component identifies abnormal transaction patterns without
relying on labeled data, while the supervised component classifies known malicious activities using historical attack information. By
combining both learning paradigms, the proposed framework improves adaptability, reduces dependency on labeled datasets, and
enhances early threat detection capabilities. The performance of the approach is conceptually evaluated using standard security metrics
such as accuracy, precision, recall, and false alarm rate. This work presents a flexible and scalable direction for strengthening digital

transaction security and offers a strong foundation for future implementation and real-world validation.
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1. Introduction

Digital transaction systems, including online payments,
mobile banking, and e-commerce platforms, have become an
essential part of modern financial ecosystems. The increasing
reliance on these systems has led to a significant rise in
transaction volumes and real-time financial interactions.
While digital transactions offer speed, convenience, and
accessibility, they also introduce serious security challenges.
Cyber attackers continuously exploit vulnerabilities in
transaction systems, leading to fraudulent activities, financial
losses, and erosion of user trust.

Traditional transaction security mechanisms largely rely on
rule-based systems or signature-based detection techniques
that are designed to recognize previously known attack
patterns. Although these methods are effective against
familiar threats, they struggle to detect new and evolving
attack behaviors. Modern cyber threats often emerge as zero-
day attacks, where attackers intentionally modify their
strategies to bypass existing security measures. As a result,
such threats frequently remain undetected until substantial
damage has already occurred.

Machine learning techniques have been widely adopted to
enhance transaction security. Supervised learning models,
such as decision trees, random forests, and neural networks,
have demonstrated strong performance in detecting known
fraudulent activities. However, these models depend heavily

on labeled historical data, which is often limited, imbalanced,
and costly to obtain in real-world financial systems. Since the
majority of transactions are legitimate, supervised models
may fail to generalize effectively to unseen attack patterns.

Unsupervised learning approaches, particularly anomaly
detection techniques, offer an alternative solution by
identifying unusual or abnormal transaction behavior without
relying on labeled data. These methods are well suited for
detecting unknown or emerging threats. However, purely
unsupervised models may generate high false alarm rates, as
not all anomalies represent malicious activities. This
limitation reduces their reliability when deployed
independently in practical transaction environments.

To overcome the limitations of individual learning
approaches, this paper proposes a hybrid supervised—
unsupervised learning framework for zero-day cyber threat
detection in digital transactions. The proposed framework
combines unsupervised anomaly detection to identify
suspicious transaction behavior with supervised classification
to recognize known malicious patterns. By integrating both
techniques, the framework aims to improve detection
accuracy, enhance adaptability to evolving attack strategies,
and reduce dependence on labeled datasets.

The proposed approach provides a flexible and scalable
direction for strengthening transaction security in dynamic
cyber environments. It is particularly suitable for real-world
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digital transaction systems where new attack patterns
continuously emerge and labeled data is limited. This work
lays the foundation for future implementation and evaluation
of hybrid machine learning models in cyber security
applications.

2. Methodology

This study proposes a conceptual hybrid supervised—
unsupervised learning framework for zero-day cyber threat
detection in digital transactions. The framework consists of
two primary stages designed to work collaboratively.

The first stage employs unsupervised learning techniques to
analyze transaction behavior and identify anomalies without
relying on labeled data. This stage focuses on detecting
unusual patterns that may indicate previously unseen or
emerging threats.

The second stage applies supervised learning models trained
on historical transaction data to classify known malicious
activities. Transactions flagged as anomalous in the first stage
are further evaluated to determine whether they represent
genuine security threats.

The final decision is made by combining the outputs of both
stages, enabling accurate detection of both known and
unknown cyber-attacks.
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3. Data Analysis

As this study focuses on a conceptual framework, direct
implementation and dataset experimentation are not included.
However, the proposed framework is designed to analyze
transaction features such as transaction amount, frequency,
location, device information, and behavioral patterns.

Performance evaluation is expected to be conducted using
standard security metrics, including accuracy, precision,
recall, and false alarm rate. These metrics provide insight into
detection efficiency, reliability, and robustness.

4. Findings

The proposed hybrid framework is expected to provide
improved detection of zero-day and unknown cyber threats

compared to traditional single-model approaches. By
integrating anomaly detection with supervised classification,
the framework reduces dependency on labeled data and
enhances adaptability to evolving attack behaviors.

Additionally, the combined approach is expected to lower
false alarm rates while maintaining high detection accuracy,
making it suitable for real-world digital transaction systems.

5. Conclusion

This paper presents a hybrid supervised—unsupervised
learning framework for detecting zero-day cyber threats in
digital transaction systems. By combining anomaly-based
detection with supervised classification, the proposed
approach addresses key limitations of traditional security
models that rely solely on known attack patterns.
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The framework offers improved adaptability, reduced
dependence on labeled datasets, and enhanced resilience
against evolving cyber threats. This work provides a strong
foundation for future research, implementation, and
experimental evaluation in the field of digital transaction
security.
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