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Abstract: This study critically examines mutation testing enhanced by machine learning across fuzzing systems, browser-based 

applications, integer overflow detection in smart contracts, and heuristic-based automated program repair. The analysis synthesizes recent 

literature to identify methodological trends, strengths, and unresolved limitations. Comparative evaluation indicates that reinforcement 

learning improves input scheduling and mutation efficiency but often lacks semantic understanding and computational scalability. 

Domain-specific mutation strategies demonstrate effectiveness in vulnerability detection yet remain limited in the process of 

generalization. The study highlights the need for intelligent mutation frameworks that integrate semantic modelling and cost-aware 

execution strategies. The findings guide the development of scalable, context-aware mutation testing methodologies. 
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1. Introduction 
 

The principal aim of software testing is to dig out hidden 

errors, which may occur at runtime or within the program’s 

control flow structure. Typically, test suites or test oracles are 

used to detect these issues, serving as a form of validation. In 

contrast, mutation testing introduces artificial bugs into the 

programme and then applies test oracles to determine whether 

these injected defects can be detected. 

 

This study focuses mainly on reviews and exploring 

literatures in the domain of mutation testing specifically on 

machine learning approaches in case of fuzzing, End-to-End 

testing of browse-based applications, vulnerability detection 

in case of integer overflow in Ethereum Smart Contracts 

(ESCs) and Automated Program Repair(APR) in heuristic 

approaches. In recent years, Artificial Intelligence (AI) and 

Machine Learning (ML) methods have been used extensively 

to identify errors within complex code structures. Since, 

mutation technique processes are time consuming, 

comparatively higher in cost parameters, and also difficult to 

deploy, AI and ML procedures for evaluation of mutants in 

different areas of coding can give a better result compared to 

age old techniques. 

 

The rest of the paper is organised as follows- Section 2 is 

about discussions on the four segments based on which this 

study is executed. Section 3 contains the discussions on the 

work done on the considered segments. Section 4 contains the 

concluding remarks and research gap. 

 

2. Fuzzy Method 
 

The goal is to prioritize inputs that reach code segments which 

are less explored and aiming to increase the coverage of 

deeper program areas. 

 

2.1 On Fuzzy Sets 

 

With ongoing advancements and research, the modern 

fuzzing techniques are generally categorized as (a) black-box 

fuzzing, (b)white-box fuzzing, and (c)grey-box fuzzing. 

Among these approaches, grey-box fuzzing is widely used for 

its balance between efficiency and flexibility [1]. For this 

reason, the researchers chose to concentrate on grey-box 

fuzzing in the development of their model [2]. 

 

The coverage-guided fuzzing process for an application 

involves several key stages, which are illustrated in the figure 

below. Each phase has a crucial role in the overall fuzzing 

workflow.  Functions and purposes of these stages are 

described as follows [3-7]: 
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1) First, an input value (seed) is provided, which the fuzzing 

tool places into a queue of input values[7]. 

2) From this queue, the fuzzing tool selects an input value 

for mutation and each fuzzing tool employs different 

algorithms for this selection. The effectiveness of these 

seed selection algorithms significantly influences the 

fuzzing process’s efficiency. 

3) Next, using the chosen input value, the fuzzing tool 

generates various test cases by applying specific actions 

to the input (e.g., flipping bits, adding bits, shifting bits, 

etc.). The choice of actions and the effort devoted to this 

process also impact the fuzzing process’s performance. 

4) Subsequently, the fuzzing tools test the generated inputs 

with the target program, collecting runtime information 

(program crashes, execution time, code coverage, etc.). 

5) Using the collected information, the fuzzing tool decides 

whether to continue, remove, replace, or adjust the inputs 

in the input queue. When a crash is detected, the fuzzing 

tool records the corresponding test case along with 

detailed crash information so that the fuzzing operator 

can analyse it later. The process then returns to step 2 and 

the cycle continues.  

 

• Creating test suites: Researchers generally apply static 

and dynamic analysis techniques to derive information 

from the executable files and create an input that can 

achieve extensive program survey. This is different from 

using a random input or a pre-defined input class. In cases 

where the input involves typical data structures (file 

formats, etc.), some research employs artificial 

intelligence to find the data structure and form test cases 

that can bypass initial structural blocks of the program [8-

11].  

• Input preference and mutation: When multiple good 

test suites are examined and kept aside for subsequent 

steps, the selection of the next input for transformation, 

the choice of transformation operations, and the amount of 

effort provided in testing that input significantly influence 

the model’s performance. The focus is on reducing 

redundant changeover efforts, quickly selecting accurate 

changeover to increase code coverage, thereby enhancing 

the fuzzing process’s efficiency [8-11]. 

• Post-fuzzing evaluation: In certain programs, the number 

of false positives found during fuzzing can be high, or 

duplicate vulnerabilities might be discovered. This can be 

cumbersome for the analysts. Therefore, researchers also 

address this by implementing algorithms to detect 

duplicates, evaluating the return of detected 

vulnerabilities, or employing machine learning algorithms 

to score the exploitability of vulnerabilities [8-11]. 

 

Yue et al. proposed EcoFuzz [9], where input scheduling was 

depicted as a Multi-Armed Bandit (MAB) problem, and an 

enhanced alternative was introduced as the Adversarial Multi-

Armed Bandit model to improve its performance. The 

common idea of both techniques was to enhance the input 

selection and thereafter scheduling, prioritizing inputs to get 

a higher likelihood of containing errors and leading to better 

code coverage. Ji et al. introduced AFLPro [12], which 

enhanced input selection and scheduling by combining static 

analysis with a basic block synthesis model. 

 

The issue with using static analysis techniques always lies in 

the lack of complete runtime data and often produces low-

accurate or false-positive results. Additionally, it may not 

work effectively on applications which utilizes code 

obfuscation or packing mechanisms.  

 

Chen et al. created Matryoshka [13], used taint analysis to 

solve conditional statements and penetrate deeper into the 

program. However, this technique demanded significant 

resources and slowed down the fuzzing process. Taint 

analysis also faced challenges with under-tainting and over-

tainting. Zhang et al. proposed a lightweight and convenient 

mechanism to excel  input checks by combining static 

analysis with mutating key bytes in InsFuzz [14]. They 

identified bytes influencing conditional statement results and 

then mutate them.  

 

Recently, with the huge advancement of artificial intelligence 

and machine learning techniques, researchers are also using 

these methods to enhance the fuzzing process. Surveys [15] 

indicate that the use of machine learning methods to fuzzing 

is diverse as well as creative, yielding promising results. The 

steps typically addressed by artificial intelligence include- (1) 

selection of input, (2) scheduling of input, (3) generation of 

input, (4) mutation action selection, etc. RapidFuzz [16] and 

CGFuzzer [17] employ Generative Adversarial Networks 

(GANs) to learn the complex structural inputs, aiming to 

generate higher similarity patterns for fuzzing protocols or 

specific file formats. This approach helps in saving time by 

avoiding mutating invalid samples and increasing the 

likelihood of passing structure checks. NeuFuzz by Wang et 

al. [18] modelled the bug-finding process akin to natural 

language processing, utilizing deep-learning Long Short-

Term Memory (LSTM) for grasping the arrangement of error 

containing paths, predicting which paths were more likely to 
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have errors and prioritizing them for input scheduling. The 

Reinforcement Learning (RL) approaches have been applied 

also to fuzzing for the first by Böttinger et al. [19]. The 

authors transformed the fuzzing problem into an RL problem, 

where the selection of the next mutation action is analogous 

to choose the next move in a chess game. The proposed model 

was specifically designed for PDF files, lacking objective 

results when compared to modern fuzzing tools and not 

addressing the balance between exploitation and exploration. 

Kuznetsov et al. also employed deep Q-learning to choose 

action of mutations for application testing [20]. They 

demonstrated that combining RL can reduce the time needed 

to create expected test cases by up to 30%, yet their evaluation 

method does not suit real-world applications. 

 

Reddy et al. improved mutation action selection using the 

Monte Carlo Control algorithm, creating more valid samples 

for applications with complex input structures [21]. The 

results enhanced the rate of passing structure checks for 

samples. However, their model skewed towards exploitation 

rather than exploration, focusing on generating diverse inputs 

with similar features instead of exploring new behaviours.  

 

Liu et al. introduced Reinforcement Compiler Fuzzing [22], 

which also utilized deep Q-learning for mutation selection at 

the compilation level. The implementation requires the source 

code to work effectively. Drozd and Wagner combined Deep 

Double Q-learning to select mutation actions and accelerate 

libFuzzer [23]. However, they acknowledged that it is not 

sufficient and that further enhancements are needed in terms 

of input selection and filtering. 

 

Zhang et al. proposed rlfuzz [10], a method to balance 

exploitation and exploration in a deep-Q-learning fuzzing 

models by randomly selecting trial inputs for subsequent 

transformations when the model did not experience an 

increase in code coverage. However, this selection method 

was not yet optimal, as inputs with low code coverage in the 

queue still have an equal chance of being transformed as those 

with higher potential.  

 

In a different approach, Wang et al. [5][7] utilized RL for 

input scheduling rather than selecting mutation actions like 

other studies. They proposed a multilevel code coverage 

model to enhance fuzzing detail and introduced a scheduling 

mechanism to support this multilevel code coverage model 

using RL[10][19]. The results showed a balance between 

exploitation and exploration in the generated test cases, but 

there was no significant improvement in selecting more 

effective mutation actions. Current combined RL and fuzzing 

solutions tend to focus heavily on designing RL algorithms, 

states, rewards, and parameters without considering factors 

like the balance between exploitation and exploration [22]. 

This leads to RL fuzzing models delving deep into one code 

branch, missing opportunities to find vulnerabilities in other 

branches. 

 

Moreover, the focus often lies solely on mutation action 

selection, without mechanisms for effective input selection 

and scheduling that are crucial for real-world fuzzing tools. 

 

Furthermore, no RL fuzzing study provides a comparative 

perspective on performance, strengths, and weaknesses 

compared to modern fuzzing tools [10][22]. The work 

investigated and proposed an RL-based guided coverage 

aware fuzzing model to address weaknesses by integrating it 

with an effective input selection and scheduling algorithm. 

Additionally, the authors proposed a multi-level input 

transformation algorithm that can be applied to RL-based 

fuzzing models, coupled with a waste reduction mechanism 

to improve model efficiency. 

 

2.2 On browse-based application. 

 

Although tools for mutation testing are available for various 

programming languages but there are no ready-made 

solutions for managing the complete mutation testing process 

for entire browser-based implementations within the scope of 

End-to-end(E2E) testing [24]. E2E validation of browser-

based implementations is a form of black-box testing that 

relies on the fundamentals of mutation. 

 

2.2.1 E2E and Mutta Framework 

A test action represents a series of actions applied on the 

browser-based implementations being tested. For Example, 

providing a username and a password, and then pressing the 

login button. From a single test scenario, multiple test oracles 

can be produced by defining the specific input data for each 

step and specifying the expected results through declarations. 

 

The running of the test oracles may be programmed by using 

programming language, such as Java or Python, and using a 

dedicated E2E testing model that can control a web surfer in 

a manner similarly how human being interacts with it (Leotta 

et al.) [25]. 

 

When multiple E2E test suites or testing frameworks are 

available for browser-based applications, it will be crucial to 

get a systematic process for impartially examining the 

effectiveness in detecting errors. Such evaluations also help 

in deciding which test oracle or model to accept 

[24][26][27][28]. These types of situations are occurring 

frequently in real life. For instance, managers may face 

situations such as: (1) evaluating different E2E techniques or 

tools to determine which is most effective at uncovering 

errors, or (2) needing to lower the volume of a test oracle 

because its full execution is too time-consuming [29][30]. In 

these cases, a balance must be struck between execution time 

and the error-unfolding capacity of the validation suite. 

 

MUTTA, a new framework was designed for making the 

mutation testing process automated in case of browser-based 

applications. This model can apply mutations to the several 

components of a web application in server-side, generating 

multiple versions of mutants, each having an exclusive 

mutation. After generating the mutants, this model executes 

the E2E test cases under evaluation against the marked 

browser-based implementations and collects the test results 

[25][26][28]. To assess the effectiveness of MUTTA, the 

authors, Leotta et al. conducted a case study aimed at equating 

two separate processes to E2E web testing: (1) test suits based 

on traditional contention, and (2) test suites exploiting 

distinctive testing.  

 

Differential testing (McKeeman, 1998) [31] for web 

applications involves comparing the running page under test 
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with a reference exposure from an earlier page-version that 

was assumed to be correct. This approach shows as an 

alternative to traditional assertions for detecting regressions 

that arise during the advancement of the browser-based 

applications under consideration [24-28]. 

 

2.3 Overflow of integers 

 

The study finds out vulnerabilities present for integer 

overflow and proposes specialized mutation process for 

addressing integer overflows in Ethereum smart contracts 

(ESCs).  

 

2.3.1 vulnerability On Integer overflow  

Integer overflow is the most common vulnerability in 

Ethereum Smart Contracts (ESCs). Kalra et al. [32] found that 

One thousand ninety five (1095) out of One thousand Five 

Hundred Sixty Four (1,564) smart contracts that contains 

integer overflow issues. The vulnerability arised for two main 

reasons. First, the Ethereum Virtual Machine (EVM) uses 

only two fifty six-bit integers, whereas solidity supports 

multiple type of integers, considering eight-bit and sixteen-bit 

integers. As a result, Solidity integers were not always strictly 

mapped to EVM types. Second, both EVM and Solidity, lack 

strict handling of overflow of integers. At the time of 

overflow, the program never shows an exception rather 

continues execution of consequent instructions, potentially 

leading to unexpected behaviour. 

 

Thus, integer overflow testing vulnerabilities in smart 

contracts is very critical. Currently, most research in this area 

focuses primarily on detecting these vulnerabilities within 

smart contracts [32]. Whatsoever, most of the research on 

examining smart contract testing methodology still remains 

imperfect. Also, most ESCs live in the shape of bytecodes. 

Therefore, the total number of smart contract source codes 

which are applicable for evaluation and testing in realm are 

very less. Also, in the existing smart contract, it is very 

difficult to label integer vulnerabilities manually.  

 

It is important to mention here that mutation testing can 

productively address all these challenges. Some of the 

researchers [33]  suggested to use mutation testing to validate 

test suites and testing procedures although there were no 

comprehensive guideline for mutation operators in case of 

integer overflow. Based on this, the authors surveyed integer 

overflow susceptibilities in exhaustively used Solidity smart 

contracts on Ethereum and suggested five typical mutation 

operators [33][34]. 

 

The study first classifies errors in integer overflow in smart 

contracts into three categories: overflow in arithmetic data 

type, overflow in case of truncation, and overflow in signed 

data type. It then proposes 5- mutation operators designed to 

target integer faults of these types. The operators consist of 

both new operators introduced specifically in this study and 

existing operators from traditional mutation testing.  

 

Overflow in Arithmetic data type is the most familiar type of 

integer overflow issue. It typically arises from the lack of 

boundary checks during arithmetic operations and can 

manifest as either overflow or underflow. Overflow happens 

when the value assigned to a variable is declared as integer 

exceeds its upper limit. 

 

In truncation overflow, Solidity integers from eight (8) to two 

hundred fifty six (256) bits, expand in step-up of 8 bits. 

Allocating a smaller-bit-width integer to a larger-bit-width 

variable does not result in overflow. However, providing a 

larger-bit-width integer to a smaller-bit-width variable leads 

to truncation, resulting in a reduced value. 

 

Signed overflow occurs due to mismatches between the type 

of the assigned value and the type of the target variable, and 

it can happen in two main cases- 

1) Signed-to-unsigned conversion: The sign bit represents 

the highest bit of a signed integer. When a signed integer 

is allocated to an unsigned integer of the similar size, the 

value can overflow, producing a large positive number. 

2) Unsigned-to-signed conversion: Assigning an unsigned 

integer to a signed integer of the similar size can also 

result in overflow, potentially producing an incorrect 

negative or wrapped value. 

 

Now, using five mutation operators, the authors Fioraldi et al. 

developed an integer overflow mutation tool that can 

automatically inject mutations for integer overflow. The 

authors collected and labelled Forty smart contracts from 

open source containing vulnerabilities in case of integer 

overflow with 2,099 generated mutants, and conducted a 

comprehensive study. The outcome demonstrated that the 

operators proposed produce effective mutants but also 

provided a powerful support for enhancing the adequacy of 

testing of ESC. Both tools and the dataset are accessible on 

GitHub [35]. 

 

A pragmatic survey was performed on forty open-source 

Ethereum Smart Contracts (ESCs). The outcome 

demonstrated that (1) the suggested mutation operators were 

capable of reproducing all vulnerabilities present as integer 

overflow in original contracts, with the created mutants 

exhibiting a compilation pass rate as high [17]; and (2) these 

mutants were able to reveal weaknesses in existed testing 

methods in case of detecting integer overflow vulnerabilities, 

and thus delivered valuable base for enhancing the 

comprehensiveness and effectiveness of test oracles. 

 

Smart contracts, first suggested by Szabo [36], summarize 

specified states and transformation rules, enabling the 

automatic delivery of contract schema and corresponding 

responses under certain conditions. When these delivery 

criteria were met, the smart contract executed spontaneously, 

producing results according to the logic defined in its code. 

 

Blockchains are well-suited for smart contracts because of 

their distribution, stability, and trackability. Today, numerous 

blockchain platforms, including Ethereum [34] and Bitcoin 

[37], bear smart contract functionality. Ethereum, in 

particular, offers a comprehensive programming language 

and a suite of development methods, making it a popular base 

for creating Decentralized Applications (DApps). 

 

The Ethereum blockchain features two types of accounts- (1) 

external accounts and (2) contract accounts. External 

accounts are generated by individuals and managed via 
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private key, while contract accounts are generated when a 

contract is implemented and are primarily governed by the 

contract code. The operations like transferring Ether and 

invoking contracts by sending transactions to the appropriate 

contract address can be performed by both types of accounts 

[38-40]. 

 

The commonly used smart contract programming language 

on Ethereum is Solidity, which is therefore the focus of this 

study. Solidity is a Turing-complete language with a common 

syntax as JavaScript. Programmers write smart contracts in 

Solidity, compile it using EVM bytecode, and implement all 

on the Ethereum blockchain via transactions. 

 

Security vulnerabilities in smart contracts arise for several 

reasons. First, Solidity was a comparatively new language, 

and its design may still have drawbacks. Second, many 

programmers are inexperienced with Solidity, making it easy 

to introduce errors when coding smart contracts. Third, once 

implemented, smart contracts on the blockchain are 

immutable; even susceptibilities are discovered, the contract 

cannot be patched or modified, leaving the errors permanent. 

 

Ethereum smart contracts (ESCs), however, are often 

vulnerable and immutable once deployed, making pre-

deployment testing a critical event. In this context, mutation 

testing can be used as a dominant approach to enhance the 

quality and reliability of ESC testing before deployment on 

the blockchain. Kalra et al. [32] explained that integer 

overflow was very critical and frequently occurring problem 

in smart contracts. The outcome of their survey provided that 

one thousand ninety five out of one thousand five hundred 

sixty four smart contracts are having integer overflow issue.  

 

2.4 Heuristics approach 

 

Heuristic-based approaches select operators for mutation 

randomly, which can lead to over-exploration of certain 

operators that tend to generate more failing program variants. 

This result in more incorrect patches and wasted 

computational resources, reducing the overall efficiency and 

effectiveness of the repair process. 

 

2.4.1 On Heuristic based study 

Fixing software errors are typically manual and time-

consuming task, sometimes exceeding the time allocated to 

the programmers [41],[42]. In a fast-paced industry, this 

frequently resulted in the implement of error-prone products 

to meet fixed delivery deadlines [12]; [43]. Research in 

Automated Program Repair (APR) seeks to handle this 

challenge by automated the method of generating proper 

patches for software errors. 

The categorization of Automated Program Repair (APR) 

method varies in the survey of literatures. As per the survey 

by Le Goues et al. [44-50], APR techniques can be 

categorized as following. 

• Based on constraint –This approach leverages the 

semantics of the faulty program to generate constraints 

and then synthesize restorations that satisfies the need 

(Xuan et al. [51]). 

• Based on learning-- End-to-end restoration techniques 

forecast patches by learning features from erroneous 

programme segments and the corrected developer-written 

versions (Chen et al. [52][53]). 

• Based on heuristic approaches-- APR has been the oldest 

and, so far, the widely adopted in industry. Examples 

include its application in a medical management system 

(Haraldsson et al. [54]), large-scale automatic end-to-end 

repair at Meta (Marginean et al. [55]), and fixing regularly 

happening errors at Bloomberg (Kirbas et al. [56]). 

 

Heuristic-based APR uses searching approaches for 

navigating the area of software development [57][58]. The 

process needs a test suite for the faulty program to judge the 

accuracy of the programme variants. In APR, the suite 

consists of test oracles along with minimum one wrong test 

oracle which finds the error. The process of repair typically 

begins with fault localization technology to correctly pointed 

out the faulty region of the code. A code variant is then 

generated by selecting a suspicious location and applying a 

mutation operator, with the most commonly used operators 

like deletion, insertion, or replacement of code fractions. 

 

This process produces a huge number of candidate variants, 

which are evaluated against the test suite to ascertain the 

fitness. The procedure is iterated again and again till a patch 

is found which satisfies all test cases, effectively fixing the 

bug. 

 

To overcome this, Smigielska et al. [59] suggested one 

selection criterion, where the probability of choosing 

operators is proportionate to the size of its search area. Also, 

Soto et al. and Le Goues [60][61] leveraged programmer’s 

error-fixing histories to assign a more balanced and informed 

distribution of mutation operators. 

 

To determine which strategies could increase the productivity 

and efficiency of search-based APR, the authors carried out a 

literary survey. Their review concentrated on two key regions 

relevant to the study- mutation operators and the use of 

machine learning techniques for automatically repair of 

programmes and improvement of genetics. 

 

The literary survey was carried out using four major computer 

science search engines: IEEE Xplore, ACM Digital Library, 

ScienceDirect, and the DBLP Computer Science 

Bibliography. 

 

All searches were performed on 25th April 2024. The scope 

for pertinence included conference papers, workshop papers, 

journal articles, and PhD theses published as on date, 

covering the fields of of genetic, incremental programming, 

and algorithms for genetics. 

 

The first meta data used in the search was the exact phrase 

“mutation operators”. After an initial relevancy screening, the 

next filter was applied to identify papers that specifically 

addressed mutation rate alteration. Upon completing this 

primary search stage, the authors performed snowballing by 

examining the references of the relevant papers, which 

yielded twenty four more papers that met the study’s adoption 

criteria. 

 

A second search was carried out using the exact phrases 

“machine learning” and “program repair”, applying the same 
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scope of relevancy. To identify the most relevant papers, the 

focus was on studies which used machine learning to enhance 

the procedure of finding source-level repairable aspirants in 

the software. This initial search resulted in 20 papers, among 

which only those applying machine learning for mutation 

operator selection were specifically related to progressive 

computation. 

 

3. Discussion on these Models  
 

Overall, Pham et al. [6] proposed a coverage-guided fuzzing 

model that leverages reinforcement learning for automated 

software vulnerability detection. The algorithm selected 

simple inputs and used scheduling strategies to balance 

investigation and utilization of the software. By combining 

multi-level input mutation with reinforcement learning, the 

system generated diverse input sequences, improving code 

coverage. The resulting CTFuzz model achieved an execution 

speed of 28.5 seconds. 

 

The MUTTA framework supported end-to-end (E2E) 

mutation testing in software applications. MUTTA 

automatically mutates the server-side source files of a 

browser-based application, executed the E2E test oracle on 

the mutated versions, and finds the results. It was evaluated 

using web applications to compare assertion-based and 

differential testing approaches. In total, over 15,000 mutants 

were generated and 87,000 test runs were performed. The 

results showed that approximately 95% of the mutations were 

effectively handled, demonstrating MUTTA’s dependability 

and efficacy in E2E mutation testing. 

 

The study by Sun et al. [63] introduced a mutation testing 

approach for detecting integer overflow vulnerabilities in 

programs. An experimental survey on 40 open-source 

Ethereum smart contracts evaluated the proposed mutation 

operators. The operators successfully reproduced all 179 

known integer overflow vulnerabilities and achieved a high 

compilation success rate. Additionally, they highlighted 

limitations in existing testing techniques, helping to improve 

their effectiveness. The overall vulnerability detection rate 

was 42%, indicating room for further improvement. 

 

Hanna et al. [64] suggested a method for choosing mutation 

operators in heuristic-based program repair using 

reinforcement learning. This approach generated more test-

passing variants but it did not notably increase the number of 

errors actually fixed. With a median of 29 and an average of 

96 successful variants, the method achieves a 45.1% success 

rate. 

 

4. Research Gap and Conclusion 
 

This part emphasizes on the lacuna and uncovered area of the 

studies and conclusion at the end. 

 

4.1 Research Gap 

 

The coverage-guided fuzzing model enhances exploration but 

lacks semantic understanding of the source code and does not 

analyse internal logic, resulting in incomplete vulnerability 

detection. The Mutta framework suffers from high 

computational costs due to large-scale test executions and 

redundant mutant generation, limiting its efficiency in real-

world applications. The existing mutation testing approach 

for integer overflow is domain-specific, targeting only the 

Ethereum blockchain, and cannot be generalized to other 

software systems. The automated programme in heuristics 

approach produces a huge number of candidate variants, 

which are evaluated against the test suite to ascertain the 

fitness of the test suite.  Additionally, all models produce a 

limited number of test-passing mutants, although these 

changes rarely result in actual bug fixing and reflecting poor 

semantic repair capability. Also, these approaches do not 

include semantic mutation modelling and at the same time 

does not focus on computational cost reduction. 

 

4.2 Conclusion 

 

This study critically synthesizes machine learning driven 

mutation testing across fuzzing, browser validation, smart 

contract security, and automated program repair. The analysis 

demonstrates that while learning based mutation improves 

exploration efficiency, challenges remain in semantic 

reasoning, scalability, and domain generalization. The 

efficiency of each model relies heavily on the availability of 

high-quality, well-labelled mutant datasets; any inherent 

limitations or biases in these datasets can reduce detection 

accuracy.  

 

Future research should prioritize hybrid semantic mutation 

models, standardized benchmarking datasets, and cost-aware 

execution strategies. These directions can advance mutation 

testing toward robust industrial applicability. Further, the 

research could explore the integration of Transformer-based 

architectures to improve mutant detection, optimize cost-

reduction strategies, and incorporate explainable AI to 

enhance transparency in decision-making. Additionally, the 

proposed methodology could be extended to automated 

testing tools and applied across a wider range of domains 

beyond traditional software engineering, thereby increasing 

its practical impact. 
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