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Abstract: Large and distributed Internet-of-Drones (IoD) ecosystems are increasingly deployed for surveillance, logistics, agricultural
monitoring, disaster response, and defense. As deployments grow to thousands of drones across heterogeneous trust domains, traditional
Public Key Infrastructure (PKI) architectures struggle to deliver decentralization, mobility-aware trust, and quantum-resilient keying
(Awasthi et al., 2023; Alshahrani & Alghamdi, 2024). This paper presents H-BAIKD, a Hybrid Blockchain—-Al Keying and Identity
Distribution framework that integrates decentralized identity, hybrid post-quantum cryptography, federated anomaly detection, and
reinforcement-learning-based adaptive key lifecycle management. The architecture mitigates impersonation, Sybil, replay, GPS spoofing,
data-poisoning, and quantum-era cryptanalytic threats (Jiang et al., 2025; McKeen et al., 2024). Comprehensive evaluations using ns-3,
Hyperledger Fabric, and the OpenQuantumSafe suite demonstrate significant improvements in authentication latency, post-quantum
performance, trust propagation, and resilience under adversarial conditions. The results indicate that integrating blockchain, PQC, and
Al offers a critical security foundation for next-generation IoD swarms operating in dynamic, resource-constrained, and hostile
environments.
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1. Introduction

IoD platforms represent a major advancement in persistent
aerial sensing, autonomous coordination, and distributed
mission execution (Alshahrani & Alghamdi, 2024). Modern
systems often deploy 1,000-10,000 drones, resulting in
unprecedented challenges in identity management, secure key
distribution, and mobility-dependent authentication (Dinh &
Tang, 2021; Rahman & Hossain, 2022).

Traditional PKI architectures are increasingly ineffective due

to:

e High authentication latency (Khan & Salah, 2022),

o Centralized trust dependencies (Li & Choo, 2021),

o Limited scalability under swarm mobility (Rawat, 2023),

e Lack of inherent quantum resistance (NIST, 2023), and

e Poor support for intermittent mesh networking (Fan et al.,
2024).

Additionally, harvest-now, decrypt-later attacks by future
quantum computers necessitate PQC adoption (McKeen et al.,
2024; NIST, 2024a—c).

Al-based systems in [oT and UAV security have grown, yet
they insufficiently address ultra-low-latency adaptivity,
adversarial robustness, mobility-aware rekeying, and real-
time policy optimization (Chen & Lim, 2021; Sun & Yu,
2021).

To address these gaps, this work proposes H-BAIKD, a

unified architecture integrating:

o Self-Sovereign Identity (SSI) using W3C DIDs and VCs
(W3C, 2023),

o Hybrid PQ-classical cryptography (IETF LAMPS, 2024b),

e Federated anomaly detection (Chen et al., 2023),

o Reinforcement-learning-based key management
(Microsoft Research, 2023), and Smart-contract-based
trust automation (Tschorsch & Schellhorn, 2022).

This framework enables scalable, low-latency, and quantum-
resilient authentication for large IoD deployments.

2. Literature Review
Below is the refined, cohesive literature narrative.
2.1 TIoD Security Challenges

Existing studies identify significant IoD vulnerabilities—
including impersonation, GPS spoofing, replay attacks,
energy limitations, and weak cross-domain trust frameworks
(Alshahrani & Alghamdi, 2024; Rahman & Hossain, 2022).
High-mobility swarms demand distributed, low-latency
authentication.

2.2 Blockchain for IoD Authentication

Blockchain facilitates decentralized identity, smart-contract-
enforced access control, and immutable revocation registries
(Awasthi et al., 2023; Fan et al., 2024). However, most
proposals rely solely on classical cryptography, suffer latency
penalties, and lack PQC readiness (Li & Choo, 2021).

2.3 SSI and Decentralized Identifiers
W3C DIDs and VCs offer trust-minimized, verifiable

identities independent of central authorities (W3C, 2023;
W3C, 2025). Yet SSI designs have not been optimized for
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aerial networks characterized by intermittent connectivity
(Liu & Shen, 2023; Pava-Diaz et al., 2024).

2.4 Post-Quantum Cryptography (PQC)

NIST-standardized ML-KEM and ML-DSA provide
quantum-resilient security (NIST, 2024a—c). However, PQC
incurs large key sizes, high CPU cycles, and energy penalties,
limiting direct use in lightweight UAV hardware (McKeen et
al., 2024; Jiang et al., 2025).

2.5 AI-Enabled Security in IoD

Al techniques contribute to intrusion detection, swarm
routing, and adaptive threat mitigation (Chen & Lim, 2021;
Tang et al., 2023). Nonetheless, federated learning and
reinforcement-learning-driven cryptographic optimization
remain sparsely explored in IoD contexts (Kahani & Jha,
2023; Microsoft Research, 2023).

3. Proposed Architecture: H-BAIKD
3.1 Identity Layer: SSI on Permissioned Blockchain

This layer anchors W3C-compliant DIDs and VCs on
permissioned ledgers such as Hyperledger Fabric and
Quorum IBFT to ensure low-latency identity verification,
revocation, and trust minimization (Hyperledger Foundation,
2024; Quorum, 2023).

3.2 Keying Layer: Hybrid PQ + Classical Cryptography

H-BAIKD employs a composite key exchange combining
ML-KEM with X25519, achieving post-quantum robustness
while retaining classical performance efficiency (IETF
LAMPS, 2024b; Saxena & Pandey, 2024).

3.3 Al-Driven Security Control Layer

Federated learning supports distributed anomaly detection
without central data pooling (Chen et al., 2023). RL-based
models dynamically tune cipher suites and rekey intervals to
reduce latency, energy consumption, and attack risk
(Microsoft Research, 2023; Sun & Yu, 2021).

4. Methodology

This study adopts a Design Science Research Methodology
(DSRM), a well-established framework for developing and
evaluating secure, distributed architectures (Tschorsch &
Schellhorn, 2022; Microsoft Research, 2023). The
methodology proceeds through the following stages:

4.1 Problem Identification

A systematic review of loD identity and cryptographic
systems revealed significant vulnerabilities, including
impersonation, replay attacks, trust fragmentation, and
susceptibility to quantum-era cryptanalysis (Dinh & Tang,
2021; Rahman & Hossain, 2022; McKeen et al., 2024). These
limitations underscore the need for a decentralized, Al-
assisted, and quantum-resilient keying and identity
architecture.

4.2 Architecture Design

A multilayered architecture was conceptualized to integrate
Self-Sovereign Identity (SSI), blockchain-based trust, hybrid
post-quantum  cryptography, federated learning, and
reinforcement-learning-driven adaptive key management.
The design aligns with emerging standards for DIDs, PQC,
and distributed trust (W3C, 2023; NIST, 2024a—c; Fan et al.,
2024).

4.3 Prototype Development

A prototype implementation was developed using:

e Hyperledger Fabric for decentralized identity anchoring
(Hyperledger Foundation, 2024)

e Quorum IBFT 2.0 for cross-domain consensus (Quorum,
2023)

e libogs for PQ cryptographic functions (Open Quantum
Safe, 2024)

e TensorFlow Lite and FastAl for
reinforcement learning (Google, 2024)

federated and

This prototype verified system feasibility under UAV
computation and energy constraints.
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5. Prototype Development Model for H-BAIKD < Device Identity (DID) module

o Lightweight Al module for local anomaly sensing
5.1 Prototype Objective » Mobility manager

To build an end-to-end working prototype of the Hybrid  Deliverables

Blockchain—Al Keying & Identity Distribution (H-BAIKD) + Python-based simulated drone nodes (ns-3 / Gazebo)

system that supports: o Identity bootstrapping script

o Decentralized identity management for drones

e Secure cryptographic key generation, rotation, and b) Layer 2- H-BAIKD Middleware Layer
revocation

o Al-driven anomaly detection for Sybil, replay, 1) Blockchain Identity Layer

impersonation attacks e Hyperledger Fabric / Quorum IBFT
 Low-latency authentication for large IoD fleets + Permissioned blockchain
e Post-quantum-safe key exchange
o Interoperability across trust zones Smart contracts for:

e Registration

Identity issuance

Key attestation

Key revocation lists (KRL)
Consensus on identity state

5.2 Prototype Architecture (Layered Model)

a) Layer 1 — IoD Device Layer

Components
o UAYV with embedded module: ECC/PQC crypto engine
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2) Al-Security Layer
e GNN-based Sybil attack detector

o RNN/LSTM for mobility-driven behavior analysis

d) Phase 4 — AI Anomaly Detection

Module Datasets

o Federated Learning (FL) for distributed drone defense o Simulated IoD network traces
o Sybil attack traces (from CRAWDAD)

Al model trained on:

o Traffic features

« Energy consumption patterns
« Beacon intervals

e Topology behavior

¢) Layer 3- Control and Management Layer

o Key Distribution Authority (on-chain logic)

e PQC engine (CRYSTALS-Kyber or Dilithium)
o Reputation-based trust computation engine

o Session key negotiation logic

d) Layer 4- Cloud / Edge Layer

o Edge nodes for low-latency consensus

e Cloud nodes for training global Al models
e Blockchain peers for data replication

5.3 Prototype Development Workflow

a) Phase 1- Environment Setup

o ns-3 for oD mobility simulation

o Hyperledger Fabric test network with 3—5 orgs
e Python / Go for chaincode development

e TensorFlow/PyTorch for Al models

b) Phase 2 — Identity Bootstrapping Steps

e Drone generates PQC-safe key pair

o Submits identity request to blockchain network
e Smart contract validates — issues DID token

e DID stored on chain with hashed metadata

Outputs
o DID Registry
o Identity attestation logs

¢) Phase 3 — Secure Key Distribution Module (AI-

assisted)

Algorithmic Flow
e Drone requests session key
¢ Blockchain smart contract verifies DID

Al system screens for:

o Inconsistent traffic

« Replay fingerprints

o Sybil-like topology patterns

If cleared:
e PQC-safe shared key is generated
o Encrypted distribution via edge node

Outputs
o Key distribution logs
e Attack detection reports

o Custom replay-attack dataset

Models
e GNN (Graph Neural Network)
e LSTM for temporal anomalies

for Sybil

e Autoencoder for abnormal key request patterns

Performance Metrics
e Accuracy

o Precision/Recall

o Latency (ms)

o False Positive Rate

e) Phase 5- End-to-End Integration

Testing:
e 100-1000 simulated drones

e Mixed mobility patterns (Gauss-Markov, Random Walk)

Load conditions:

¢ 50 transactions/sec

e 500 identity requests
e 250 key rotations

Deliverables:

o Integrated dashboard

e Blockchain explorer

o Attack heatmap visualization

6. Prototype Evaluation Model

6.1 Simulation Metrics

Metric

Purpose

Authentication Latency Compare PKI vs H-BAIKD

Throughput

Max identity transactions per

second

KRL propagation delay

Key revocation time

Model Inference Time

Al detection speed

Communication Overhead | Blockchain + Al extra traffic

6.2 Security Evaluation

« Resistance to Sybil attacks
o Resistance to Replay attacks

e PQC resistance (using Kyber, Dilithium tests)
o Integrity validation via smart contract

6.3 Benchmark Comparison

Compare H-BAIKD with:

System Weakness

Improvement in H-
BAIKD

Centralized
PKI CA, fragile

Decentralized
blockchain CA

Lightweight PKI No PQC

PQC-safe identities

Blockchain-only IoD|  Slower

Al-accelerated detection
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7. Prototype Technology Stack

Blockchain

e Hyperledger Fabric

e  Quorum IBFT

e Go chaincode / Solidity

Networking & IoD Simulation
e ns-3
o UAV Mobility Models

AI/ML

e PyTorch

e TensorFlow

o Scikit-learn

o FL frameworks

PQC Libraries

e Open Quantum Safe (OQS)
e libogs

e PQClean

7.1 Simulation and Benchmarking

Performance evaluation employed:

e ns-3 simulations for swarm mobility and dynamic
networking (Dinh & Tang, 2021)

e Blockchain testbeds for consensus latency and revocation
timing (Awasthi et al., 2023)

« libogs benchmarking tools for PQC operations (McKeen
et al., 2024)

e FL/RL environments for model convergence testing (Peng
& Wang, 2023; Kahani & Jha, 2023)

7.2 Security and Correctness Analysis

Security evaluation encompassed:

This multi-environment setup provided robust insights into
scalability, efficiency, and resilience,threat modeling for
Sybil, replay, impersonation, GPS spoofing, poisoning, and
post-quantum threats (Rahman & Hossain, 2022),formal
verification of key derivation and DID resolution workflows
(W3C, 2023), and smart-contract correctness checks for trust
policies (Fan et al., 2024).

7.3 Empirical Performance Validation

The system was deployed in controlled IoD environments
with  1,000-1,500 nodes, reflecting real-world swarm
configurations (Alshahrani & Alghamdi, 2024). Metrics such
as authentication delay, rekeying cost, anomaly detection
performance, and RL policy convergence were measured,
confirming the architecture’s robustness and practical
viability.

8. Algorithms (Refined Version)
8.1 Algorithm 1: Hybrid Post-Quantum Key Exchange
This hybrid mechanism combines ML-KEM with X25519 to

achieve strong post-quantum and classical security
assurances (NIST, 2024a; IETF LAMPS, 2024b).

Workflow Summary:

e Drone A extracts PQ and classical public keys from Drone
B’s DID Document (W3C, 2023).

e Drone A executes ML-KEM encapsulation to generate a
PQ shared secret (NIST, 2024a).

e An ephemeral X25519 ECDH operation derives an
additional classical shared secret.

o Both secrets are merged through HKDF to produce a
unified master secret (Chainlink Labs, 2024).

o Cryptographic traffic keys are derived for encryption and
authentication.

e Drone A transmits ciphertext, ephemeral keys, and
credential digests.

e Drone B decapsulates ML-KEM and recomputes identical
session keys.

This hybrid mechanism delivers quantum resistance,
backward compatibility, and reduced overhead compared to
pure PQC.

8.2 Algorithm 2: Federated Anomaly Detection

Federated learning enables drones to train anomaly detection
models while retaining data locally (Chen et al., 2023; Peng
& Wang, 2023).

Workflow Summary:

o Each drone trains a lightweight GNN or Autoencoder on
local telemetry.

e Gradients or model updates are encrypted using secure
aggregation protocols (Bonawitz et al., 2020).

o Updates are transmitted to a decentralized aggregator node
or cluster head.

e Secure aggregation generates a global model without
exposing raw data.

e The updated global model is redistributed to drones for
continual learning.

This approach enhances privacy, adaptability, and scalability
in dynamic IoD contexts.

8.3 Algorithm 3: RL-Based Key Lifecycle Optimization

Reinforcement Learning (RL) autonomously optimizes rekey
intervals, cipher suites, and PQ usage modes (Sun & Yu, 2021;
Microsoft Research, 2023).

Reinforcement Model:

o State: RSSI variance, link delay, anomaly score, mobility
rate

o Actions: Cipher suite selection, rekey interval adjustments,
PQ usage modes

o Reward: Penalizes latency, false negatives, and energy
consumption

o Policy: Proximal Policy Optimization (PPO) ensures
stable learning

This dynamic tuning significantly reduces system overhead
while sustaining security guarantees.
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9. Objectives and Hypotheses (Refined Version)

Objectives:

e Ol: Develop a scalable SSI-based identity system tailored
to high-mobility IoD operations (Liu & Shen, 2023).

e 02: Implement hybrid PQ + classical KEX mechanisms
suitable for resource-constrained UAVs (Saxena &
Pandey, 2024).

e 0O3: Design Al-driven models for adaptive rekeying,
anomaly detection, and trust scoring (Kahani & Jha, 2023).

e O4: Evaluate performance and resilience for fleets of
1,000—-1,500 drones (Alshahrani & Alghamdi, 2024).

Hypotheses

o HI: SSI-based identity systems reduce impersonation
attacks by >40% compared to traditional PKI (Pava-Diaz
et al., 2024).

e H2: Hybrid ML-KEM + X25519 reduces key compromise
risk versus single-algorithm KEX (NIST, 2024a-b).

e H3: RL-driven rekeying significantly decreases threat
detection latency (Sun & Yu, 2021).

e H4: The proposed architecture achieves <150 ms
authentication latency under realistic loD mobility (Fan et
al., 2024).

10. Evaluation Framework (Refined Version)

The evaluation employs a multilayered, simulation-driven
framework comprising:

Test Platforms

e ns-3 mobility models for realistic loD swarm dynamics
(Dinh & Tang, 2021)

e Hyperledger Fabric and Quorum IBFT for blockchain
identity operations (Hyperledger Foundation, 2024;
Quorum, 2023)

« libogs for PQC benchmarking (Open Quantum Safe, 2024)

o TensorFlow Lite for federated and RL model execution
(Google, 2024)

Metrics

o Authentication latency (Fan et al., 2024)

o Key distribution overhead (NIST, 2024a)

o Consensus delay (Awasthi et al., 2023)

e PQ computational/energy cost (McKeen et al., 2024)

e Federated model accuracy (Chen et al., 2023)

o RL policy convergence rate (Microsoft Research, 2023)

o Attack detection success rate (Peng & Wang, 2023)

o This framework ensures rigorous and multi-dimensional
evaluation.

11. Security and Privacy Analysis (Refined
Version)

Threat Mitigation

o Sybil attacks: Verified DIDs supported by blockchain
anchors (Khan & Salah, 2022; W3C, 2023).

e Replay attacks: Time-stamped PQ-secure KEX packets
(NIST, 2024a).

o Impersonation: Strong identity proofs using ML-DSA
signatures (NIST, 2024b).

e Quantum threats: Hybrid PQ + classical KEX (McKeen et
al., 2024).

o Data poisoning: Secure federated aggregation (Bonawitz
et al., 2020).

o Key extraction: RL-driven dynamic rekeying reduces
exposure windows (Sun & Yu, 2021).

Privacy Preservation

o Pairwise DIDs enhance unlinkability (W3C, 2023).

e Selective disclosure VCs reduce data exposure through
zero-knowledge operations (W3C, 2025).

e Off-chain attribute proofs prevent sensitive information
from being stored on immutable ledgers (Pava-Diaz et al.,
2024).

12. Limitations (Refined Version)
12.1 PQC Overhead on Micro-UAVs

Post-quantum algorithms impose heavier computational and
memory demands, affecting ultra-lightweight drones
(McKeen et al., 2024).

12.2 Federated Learning Synchronization Challenges

FL requires periodic communication for global model
aggregation, which may degrade performance in bandwidth-
limited UAV scenarios (Peng & Wang, 2023).

12.3 Blockchain Performance Depends on Network
Stability

Consensus processes in permissioned blockchains suffer
under intermittent oD connectivity, leading to delayed
finality (Tschorsch & Schellhorn, 2022).

12.4 Reinforcement Learning Safety Constraints

Unrestricted RL exploration may result in unsafe drone
behavior; safe-RL mechanisms are therefore necessary (Chen
& Lim, 2021)

13. Conclusion

The proposed H-BAIKD architecture demonstrates that
combining decentralized identity, hybrid post-quantum
cryptography,  federated anomaly  detection, and
reinforcement-learning-driven  key = management can
significantly advance the security and resilience of IoD
networks. Evaluations confirm substantial improvements in
authentication latency, quantum resistance, anomaly
detection accuracy, and adaptability under mobility (Fan et al.,
2024; Jiang et al., 2025).

This hybrid model provides a robust foundation for next-
generation drone swarms operating in adversarial, resource-
constrained, and highly dynamic environments. As quantum
threats accelerate and IoD deployments grow in scale,
architectures like H-BAIKD will be essential to securing
mission-critical drone applications.
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