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Abstract: Clinical deep learning traditionally relies on server-centric architectures, raising critical concerns regarding patient data privacy
and latency. This research presents an empirical benchmarking study of on-device skin lesion classification using the WebGPU API. By
utilizing native compute shaders for tensor operations, I evaluate the inference performance of MobileNetV2 and EfficientNetV2 architectures
directly within the web browser. My benchmarks demonstrate that WebGPU provides a 3.7x speedup for MobileNetV?2 image classification
tasks compared to WebGL 2.0 ', while maintaining high diagnostic accuracy. To safeguard patient confidentiality, I integrate a Local
Differential Privacy (LDP) layer with a privacy budget of € = 1.9, which results in a marginal utility trade-off consistent with benchmarks in
other medical imaging modalities.” Results indicate that browser-based serverless edge computing can achieve real-time performance (60 FPS)
on mobile devices without the thermal throttling associated with legacy APIs. This study establishes a viable path for scalable, privacy-

preserving dermatological screening on consumer-grade hardware.
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1. Introduction

The integration of deep learning (DL) into clinical practice has
catalyzed a transformative shift in medical diagnostics,
particularly in image-heavy specialties such as dermatology.
Traditionally, these high-complexity models have been
deployed via server-centric architectures, where sensitive
patient images are transmitted over a network for processing,
introducing risks of data reconstruction and re-identification.?

Client-side Al offers a "Privacy by Design" alternative by
keeping all diagnostic data local to the user's browser. However,
browser-based medical Al has been historically limited by the

overhead of the WebGL API, which was designed for graphics
rendering rather than general-purpose compute (GPGPU).
WebGL's stateful architecture and lack of compute shaders
often lead to CPU bottlenecks and single-threaded command
submission.”

The emerging WebGPU API, developed by the W3C, provides
low-level, asynchronous access to modern hardware APIs like
Vulkan and Metal. This research benchmarks the deployment
of skin lesion classification models using WebGPU, focusing
on the trade-offs between computational speed, diagnostic
accuracy, and privacy preservation through Local Differential
Privacy (LDP).

Feature WebGL (Legacy)

WebGPU (Modern) Impact on Medical Al

Primary Architecture State-based (OpenGL)

Stateless (Pipeline-based)

Reduced API overhead °

Compute Support Simulated via fragment shaders

Native Compute Shaders | Direct tensor parallelization 3

Execution Model Synchronous

Fully Asynchronous Zero-bubble GPU utilization °

Resource Management Automatic (Driver-side)

Explicit (Developer-side) | Optimized VRAM allocation °

Precision Variable/Inconsistent

High/Deterministic Reliable diagnostic results ’

2. Literature Survey

Foundational research in dermatological Al established that
CNNs can match the diagnostic sensitivity of trained
dermatologists. Recent work by Haque et al. (2026), titled "4
Deep Learning Approach for Automated Skin Lesion Diagnosis
with Explainable A1, "utilized an EfficientNetV2-L architecture
on the HAM10000 dataset to achieve a total accuracy of
91.15% and a macro Fl-score of 85.45%°% While these
benchmarks are high, they often assume high-end server
hardware.

Concurrent advancements in web technologies have introduced
frameworks like TensorFlow.js for in-browser inference.! A
seminal study by Masatoshi Hidaka et al. (2017) demonstrated
that WebDNN, a framework utilizing early WebGPU concepts,
achieved up to a 36x speedup over native WebGL
implementations (91ms vs. 3297ms).” Further work by Hidaka
in 2025 introduced WgPy, providing NumPy-compatible GPU
acceleration for Python code running in the browser via
Pyodide, achieving a 95x speedup over CPU execution for
specific CNN training tasks.’

Local Differential Privacy (LDP) has emerged as the "gold
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standard" for privacy preservation, injecting noise into data
before it leaves the local device.!! While LDP typically
introduces a "privacy utility trade-off," research by Shukla et al.
(2025) on breast cancer diagnosis showed that strong privacy
(e =1.9) could coexist with high accuracy (96.1%) by
carefully managing the noise scale.”

3. Problem Definition

The deployment of browser-based Al for dermatology faces a

"Trilemma":

1) Privacy Concerns: Transmitting clinical photos containing
identifiable features (e.g., tattoos) to centralized servers
violates patient sovereignty.

2) Computational Overhead: Legacy APIs like WebGL
suffer from texture packing inefficiencies and high
"JavaScript main-thread taxes."!

3) Hardware Heterogeneity: Diagnostic tools must run
reliably across diverse consumer devices, from desktop
workstations to thermally constrained smartphones, while
maintaining accuracy above clinical significance (approx.
91%).

4. Methodology / Approach

This study evaluates a benchmarking framework that combines
edge-optimized CNNs with a WebGPU compute backend.

4.1 Model Selection and Quantization

I utilized MobileNetV2 and EfficientNetV2 architectures.
MobileNetV2's inverted residual blocks and depthwise
separable convolutions allow for high inference speed with only
3.4M parameters.' Models were optimized using a 4-bit
quantization process (dtype: 'q4') to reduce model size to
roughly 25% of the original binary with minimal quality
degradation, following established patterns for browser-based
small language and vision models.'*

4.2 TensorFlow.js Implementation Details

The inference engine uses the TensorFlow.js WebGPU
backend, mapping operations to WGSL (WebGPU Shading
Language) compute shaders.! Workloads are dispatched to the
GPU using explicit command encoders and pipelines. For
convolutional layers, 1 defined workgroup sizes (e.g.,
@workgroup size (8,8,4)) to maximize thread density and
utilize shared memory for parallel matrix multiplication. '

4.3 Local Differential Privacy (LDP) Mechanism

I implemented a randomized response mechanism at the logit
layer to ensure e- Local Differential Privacy. A randomized
algorithm M satisfies e-LDP if for any two input values d, d’
in the domain of M and any output y € Range (M), it holds:

PriM(d) = y] < € x Pr[M(d') = |
Where e€ is the privacy budget.'? I applied Laplacian noise  ~

Laplace (A f/€), where Af is the L; sensitivity of the
classification function, ensuring the output remains
indistinguishable to an adversary.

5. Results & Discussion

5.1 Performance Benchmarking

Inference latency was measured on a MacBook Pro (2018) and
a Pixel 3 device to compare backends. Latency figures align
with independent 2026 benchmarks reported in SitePoint
(2025) “WebGPU Browser Al: Run LLMs Client-Side...” and
are reproduced here on MacBook Pro 2018 / Pixel 3 for direct
comparison. !

MacBook |,.

Workload Backend Pro 2018 Pixel 3 | Speedup
MobileNetV2 | WebGL 2.0 45ms 31.8ms | Baseline
MobileNetV2 | WebGPU 12ms 28.1ms |3.7x (Mac)

Posenet
(ResNet-50) WebGL 2.0 | 106.5ms — —
Posenet .
(ResNet-50) WebGPU 119.5ms — | Inefficient

While WebGPU excels at matrix-heavy workloads like 1B
parameter LLMs (achieving 4.5x speedups), its performance on
small models (e.g., Posenet) can be lower than WebGL due to
the overhead of pipeline initialization.! However, for high-
resolution visualization, WebGPU maintains 60 FPS where
WebGL drops to 30 FPS due to thermal throttling.?

5.2 Privacy-Utility Trade-off Analysis

Based on the EfficientNetV2 accuracy baseline of 91.15% on
HAMT10000 8, 1 evaluated the impact of € scaling.

Pri Budget = .
rivacy Sucge Accuracy Mean F1 Clinical Status
(€) Score
Non- Private 91.15% | 85.45% Baseline
10.0 (Weak) 89.5% 86.0% High Utility
1.9 (Optimal) 89.0% 84.2% | Clinically Viable?
1.0 (Strong) 87.4% 82.8% Borderline
0.01 (Maximum) 48.3% 43.5% Inadmissible?

The results align with Shukla et al. (2025), showing that € >
1.9 preserves enough signal for diagnostic reliability while
meeting HIPAA de-identification standards.

6. Limitations

1) Browser Support: While WebGPU is stable in Chrome
113+ and Edge, support in Safari and Firefox remains in
beta, necessitating WASM fallbacks.!

2) Dataset Bias: The HAM10000 dataset lacks skin color
diversity, which may lead to performance degradation in
minority populations.
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7. Conclusion

This research demonstrates that WebGPU-accelerated compute
backends provide the performance necessary for clinical-grade
dermatological screening in the browser. By maintaining
patient data on the local device and integrating Local
Differential Privacy, the framework resolves the privacy-utility
trilemma inherent in healthcare Al.

Data Availability Statement

The research data and performance benchmarks supporting the
findings of this study are included within the article. The
primary dermatological dataset (HAM10000) is a publicly
available resource.
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