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Abstract: The role of the Internet of Things (IoT) in healthcare is no longer a futuristic concept—it's already redefining how we
understand, deliver, and manage medical care. This article navigates through the evolving landscape of IoT technologies, tracing their
roots from early RFID applications to their growing presence in personalized medicine, remote monitoring, and clinical decision - making.
It is evident that IoT isn’t just about data collection; it’s about real - time, actionable insights that connect patients and providers in
meaningful ways. From wearable health trackers that anticipate diabetic crises to Al - enhanced platforms that streamline diagnostic
workflows, the integration of IoT in medicine is shaping a more responsive and individualized system of care. That said, the road ahead
isn’t without its speed bumps. Technical limitations, economic hurdles, and ethical dilemmas—especially around data privacy and
consent—raise tough questions about the scalability and inclusivity of these technologies. Still, this chapter offers a compelling overview
of use - cases ranging from cancer care to mental health support, subtly urging stakeholders to invest in sustainable, human - centered
design strategies. The discussion underscores that while IoT won't replace physicians, it will undoubtedly enhance their reach, precision,
and efficiency. In the end, the smart use of 10T, especially when merged with Al, holds the potential to transform healthcare from reactive

to predictive—ushering in a new era where timely information could mean the difference between crisis and control.
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1. Introduction

The Internet of Things (IoT) is a term that has numerous uses,
technologies, standards, and programs. At its core, it is a
network of things that are connected to the Internet. These
things include [oT devices and physical objects equipped with
IoT. Things and data are the starting point and the essence of
what IoT means and allows doing. IoT devices and assets are
equipped with electronic components and software to receive,
sort, and share data.

The author of the term “Internet of Things” is Kevin Ashton.
In the late 1990s, he studied radio frequency identification
(RFID), a technology that allows small items of radio
frequency tags to be attached to various subjects, containing
information and readable at a distance [1]. Being a small
sticker or a special label in a plastic case, it allows, for
example, to track the movement of goods, improving the
supply management system, and even prevent theft. Such
RFID tags have become widely used in the trade industry.
Moreover, Kevin Ashton explaining the basic idea of his
invention used the term “Internet of Things”. He once
suggested that every single thing, in the real physical world,
in IoT would have a digital counterpart as its virtual
representation Today, the area of application of RFID
technology is becoming more widespread. This technology is
widely used for the automation of industrial processes,
especially where there is a complex production of cars,
appliances (refrigerators and washing machines). Specific
libraries, such as the Vatican Library, which has over two
million copies of books in its stock, have implemented RFID
to speed up inventory and search for books, automate their
delivery, and help combat theft. Over 700 of the largest
libraries in the world are using or implementing this
technology [2, 3]. RFID tags are also included in new

passports in many countries around the world. Such
documents are called biometric, e - passports, which contain
a chip with the same information as the printed version.
Increasingly, this technology is “taking root” in medicine. For
example, in maternity hospitals, RFID wristbands are used to
identify the baby with the mother. In conventional hospitals,
they are used to tracking the movement of patients who need
ongoing supervision. A new concept of a wireless sensor
network was introduced, which track and control objects by
connecting the tracker to the heart rate monitor [4]. Today,
these devices interact with the Global Positioning System
(GPS) devices, smartphones, social networks, cloud
computing, and big data analytics to support the modern
concept of [oT.

The direction of IoT developed actively since the 2000s when
the number of devices connected to the Internet rapidly
increased. The massive amount of big data used on the [oT is
a concern for its users’ privacy. The General Data Protection
Regulation (GDPR) was developed and implemented, the
primary purpose of which is the protection of users’ rights. In
their work, Alexia Kounoudes and co - authors studied the
problems of applying GDPR requirements in IoT. The authors
conducted a systematic literary analysis to better examine the
problem of user privacy [5].

When working with the IoT, the group of twenty (G20)
Artificial Intelligence (AI) Guidelines of the Organization for
Economic Cooperation and Development and the General
Principles for Human G20, and the Coordination Plan and
Ethical Recommendations on Al Reliability developed by the
European Commission, should be taken into account too. In
particular, five interrelated principles should adhere to human
centered values and justice; sustainable development and

Volume 14 Issue 6, June 2025
Fully Refereed | Open Access | Double Blind Peer Reviewed Journal
www.ijsr.net

Paper |D: SR25620200920

DOI: https://dx.doi.org/10.21275/SR25620200920

1401


http://www.ijsr.net/
mailto:swarupanarsi2009@gmail.com
mailto:narsiroopa@gmail.com

International Journal of Science and Research (IJSR)

ISSN: 2319-7064
Impact Factor 2024: 7.101

prosperity; transparency and clarity; reliability, protection,
and security; responsibility [6-8].

IoT requires a dedicated environment for uninterrupted, and
therefore quality, work that includes directly different “smart”
devices equipped with sensors, network access, and
information transfer, and platforms for managing the
network, devices, and applications. In the absence of at least
one of these components, this system will not work. In order
to fully harness the potential of the 10T, close cooperation is
needed between businesses, mobile and Internet operators,
governments, and even ordinary users.

This chapter aims to examine the basis of IoT in the health
system, highlighting applying IoT technologies for the newly
evolving personalized health. It discusses the latest and
sophisticated IoT - derived techniques and popular examples
of health. Moreover, this study focuses on the technical,
ethical, and financial constraints in developing a better
medical system that can early discover and diagnose illnesses.
Healthcare providers could make good use of such innovative
health systems, supplying the right data about the right
patients at the right time and consequently, promptly and
efficiently managing medical conditions. In this chapter, we
discuss the role and some applications of IoT technologies in
health and then show some selected medical cases
highlighting an IoT - driven healthcare system followed by
the prospective challenges of applying it in the health sector.

2. IoT and Healthcare

Healthcare is one of the noblest areas of IoT application.
Through IoT, doctors can help people through the Internet.
Portable IoT - based health monitoring devices can
significantly reduce the distance between the patient and the
doctor. IoT allows you to approach each patient individually,
analyse their health status, and calculate their individual
treatment method. With portable sensors, doctors can
remotely monitor patients’ health and respond in real time.
However, real - time metrics require an uninterrupted Internet
connection. Although IoT in healthcare is developing quickly,
still not in full use in some medical industries [9]. The
development of adequate Internet applications for traditional
medicine still has some difficulties. With a significant
increase in the number of medical researches, the IoT will
probably lead to attracting more of them in the coming years.

Modern medical professionals are faced with the need for
collecting a large amount of big data and their analysis and
interpretation to make informed and personalized decisions.
All that takes considerable effort and time. New technologies
of the IoT can speed up and facilitate this process. In
connection with the mass introduction of electronic
registration of health, a growing amount of digitized medical
data is seen. Fully viewing and assessment of all this
information takes a lot of time. Furthermore, training the
medical staff of the technology based on Al, that is very
associated with the IoT, is needed as well [10].

Through coordinated actions of such digital technologies as
the IoT and Al, doctors can better tailor treatment to patients’
needs. With these technologies, it is possible to handle a much
greater volume of information to store and analyse it in order

to closely follow the progress of a particular disease or
process. Skill - fully combining practical personal experience
with the possibilities of new methods of diagnosis, collection,
and analysis will lead to positive changes in healthcare
management [11]. Figure 1 introduces the concept of IoT in
healthcare.

Eventually, the IoT introduces network - enabled
technologies, involving wear - able and portable devices that
can trigger, detect, synergize, and connect with other
comparable media across the Internet. The IoT is deeply
reshaping data production, use, and distribution. Average
subjects frequently use these systems to follow their diet
consumption, sleep, vital signs, exercise, and other physical
states, whereas [oT technologies periodically gather and work
on ecological data, which affects an individual’s health.
Eventually, this interoperability has introduced a start for
novel production of medical alternatives.
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Figure 1: The Concept of IoT in healthcare

3. Applications of IoT in Healthcare

IoT in healthcare can have a substantial contribution to
research, clinical practice, and patient’s management. In a
broader sense, it also has various applications related to the
insurance and industrial sector [12-15]. In all the
aforementioned contexts, the contribution of IoT is based on
four principles. The first principle is the collection of data,
which is supported by interconnected devices such as sensors,
monitors, detectors, equators, and cameras. The second
principle is data conversion. This stated, it is imperative to
mention that the input of sensors and other related devices is
in analog form and it should become digital to undergo further
processing. The third principle comprises data storage, which
in most cases is achieved by a cloud - based system. The
fourth principle is data processing through advanced analytics
modalities, which eventually provides the users with
information necessary for decision - making [15— 17]. The
aforementioned principles already exist in most aspects of
healthcare, from hand - written patient records to
interconnected laboratories’ databases. What makes them
unique in the IoT context is the fact that the flow of data is
continuous, and the impact of IoT - based decisions can be
instant.
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With patients, IoT infrastructure consists mostly of wearable
devices. Wearables may include oxygen saturation, blood
pressure, pulse/heart rate, glucose level monitors depending
on the history of the patient, and the parameters that should
be monitored. These devices can ensure personalized
attention in case of an acute condition or a gradual
deterioration. They can also work as reminders if connected
to physical exercise and calorie count software or
appointment and referrals systems [13, 18, 19]. As far as
physicians are concerned, loT offers a real - time connection
to their patients, to their colleagues, to their clinic or
laboratory. A cardiologist can be notified about an arrhythmia
affecting one of his patients, and a diabetologist can be
informed about hypoglycaemia threatening one of his
patients. In both cases, patients can have immediate medical
guidance and support. Physicians can assess patients’
adherence. It is not only a matter of outcome (e. g., blood
pressure) increase in case patients neglect their treatment it
can also be a matter of device monitoring. This stated,
pillboxes could be monitored counting how many times they
were opened on a daily basis. Evidence suggests that IoT
devices’ datasets can assist physicians to identify the best
treatment process and management strategy for their patients.
This is a meaningful contribution to personalized healthcare.
These big data on a larger scale could be the base of future
treatment to outcome studies [20, 21].

Larger - scale Hospitals and Research Centres work as an
incubator for IoT applications. This happens because of the
great load and variability of data that need to be processed
there, the responsibility these institutions bear as well as
because of the funding they receive. In addition, to
monitoring inpatients’ and outpatients’ health which has been
previously addressed, hospitals and laboratories can use IoT
to safeguard equipment such as wheelchairs, defibrillators,
nebulizers, and oxygen pumps. Moreover, research facilities
can monitor the course of experimental work, the deployment
of equipment, and the availability of resources in a constant
and time - consuming manner [22, 23]. Eventually,
communication and sensor devices are growing into
multidimensional information technology solutions in several
instances. The growing [oT techniques have aided researchers
and clinicians to structure novel healthcare solutions. The IoT
- related health research is profound for its vital significance,
involving effective prophylactic care and services at an
elevated quality and less cost. The IoT is steadily securing
basis as a novel research subject in several business and
scholarly sectors, particularly in medicine. Impressively, for
the dramatic dissemination of smartphones and wearable
devices, the [oT - derived techniques are shifting health from
a traditional hub cantered system to further personalized
healthcare systems.

Recently, e - health is being used to provide individualized
medical services to meet people’s healthcare demands. IoT is
profound progress in the era of big data that endorses several
timely technical software to optimize services. Nowadays, the
medical system is using [oT data analytics as a consumer data
source to find more data, determine diseases early, and decide
upon vital conditions for better life quality. Eventually, the
swiftly expanding demand for the timely improved health
system. IoT gadgets can accumulate and distribute data
instantly with other platforms on the cloud, facilitating a vast

quantity of data to be collected, warehoused, and examined.
The IoT devices would be functional in computerizing
business or distant tracking of the local surroundings. IoT
applications in health are promising for their ability to
enhance access to care, reduce cost, and crucially boosting
patients’ quality of life. Healthcare industry, as well as
insurance systems, can also enhance their work through IoT
applications. Data storage, product evaluation, patients’
evaluation, and faster compensation services could be based
on IoT.

Clinical practice

Patients’
management

TIoT 1in
healthcare

Figure 2: Shows the key area of applying IoT in health care.

However, such applications can face considerable legal
obstacles because of data protection policy and because of the
interference of financial interests in handling such
information as well [13, 24].

4. Selected Cases of Using IoT in Healthcare

Now, mobile applications and wearable devices provide
monitoring symptoms, medical education, fitness, and
cooperative managing of illnesses and coherent care.
Analytics software applications could increase interpreting
data significantly and minimize the needed time to reassemble
the produced data. Perspectives from studying big data would
lead to the electronic evolution in the medical discipline,
business procedures, and time deciding. Since the worldwide
aging population rises, it would be vital to raising
understanding and interpreting of data about health and well
- being, minimize chronic and diet - derived diseases, and
enhance mental abilities, boost mental health and lifestyles.
Although it is impossible to list all the IoT health - care
applications, we will provide an overview of the renowned
ones. Going through the scientific literature as well as some
commercial resources, it becomes obvious that IoT is
expected to play soon a prominent role in cancer care, patient
- driven self - assessment procedures, drug delivery and
adherence monitoring, exaggerations of acute conditions
management and mental health. Cancer care (CC) wearables
have already been tested in clinical practice. In 2018, a
Randomized Clinical Trial was presented in the Annual
Meeting of the American Society of Clinical Oncology. The
study focused on patients with head and neck cancer who
were monitored via a Bluetooth - enabled weight scale and
blood pressure cuff, together with a symptom - tracking app
that was sending regular and emergency updates to patients’
physicians. About 400 patients were involved in the study,
and the patients who used this IoT - based system experienced
milder symptoms in comparison with the control group,
which was assessed physically on a weekly basis [20, 21, 25].
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Diabetes is a model disease for assessing self - monitoring and
adherence to treatment in various contexts including oral
pharmacotherapy, injected insulin, blood glucose
measurement, and blood pressure monitoring among others.
IoT - based continuous glucose monitoring can be
implemented on a wealth of existing devices. Although
continuous monitoring and immediate intervention are mostly
needed by type 1 Diabetes Mellitus (T1D) patients,
accumulating evidence suggests that more punctual or even
constant monitoring could prevent complications in patients
with T2D [26, 27]. Smart insulin pens are relevant tools to
assess the treatment adherence of patients with Diabetes
Mellitus (DM). Although the existing devices focus on insulin
injections, similar devices could also be used for pillboxes.
Nowadays, such wearables are connected with smartphone
apps and assessed by physicians regularly. Incorporating
these modalities in an IoT context, physicians could be
notified for patients neglecting treatment sooner and act
accordingly [28, 29]. Closed - loop (automated) insulin
administration systems have been long - awaited in T1D care.
Potential regulatory and management flaws have hindered the
introduction of such devices in clinical practice. Several
advocacy activities from physicians and patients’ networks
have already been observed taking into account that IoT can
contribute significantly to tackling such obstacles. Although
several steps need to be taken, an automated and IoT secured
closed - loop system can be very important with regard to T1D
patients who are at risk of diabetic ketoacidosis [30, 31].

Rather than DM, asthma is a chronic condition with a pattern
of exaggerations that offers a fertile field for IoT - based
healthcare. It represents a significant burden for hundreds of
millions of people all over the globe. The majority of the
patients are young and active seeking a stable quality of life.
IoT wearables assessing saturation or warning about the
presence of common allergens are important in the early
detection and management of an upcoming exacerbation. In
the same frame, IoT - based inhalers could provide the
patients’ physicians with reliable information about the
adherence and the ability of the patient to handle the device
properly [14, 32].

Asthma has a chronic aspect, of course, and so do mental
health disorders. Apart from the aforementioned monitoring
options, IoT can enhance patient support services. In
combination with Al modalities, IoT can provide supportive
chatbots for a wide variety of purposes from suicidal
thoughts’ detection to regular cognitive rehabilitation
treatment in patients with dementia or mild cognitive
impairment [16]. In this section, we have presented selected
cases of [oT implementation in healthcare such as cancer care,
patient - driven self - assessment procedures, drug delivery
and adherence monitoring, asthma exaggerations
management, and supportive care of degenerative mental
health conditions as shown in Fig.3. Such modalities state the
potential of IoT in transforming clinical practice, patient
management, and research if further and hopefully adopted.

Diabetes & asthma
exacerbations
management

Cancer Care

Degenerative mental
health conditions
supportive care

Drug delivery and
adherence

Figure 3: Selected cases of IoT implementation in
healthcare

5. Challenges of IoT in Healthcare

IoT is expected to bring a revolution in healthcare. However,
there is no revolution without strife and conflicts. In fact, it is
the conflict in the technical and moral level that shapes the
way innovation is incorporated. The challenges of IoT in
health care can be classified as technical, cost - related, and
ethical as shown in Fig.4 [28, 33, 34].

5.1 Technical Challenges

Technical considerations arise from the fact that IoT is still
not a part of everyday life. In most countries, the fifth -
generation wireless technology (5G) and subsequently IoT
services are not available. Not only patients but also the vast
majority of healthcare practitioners and researchers are not
well acquainted with what IoT comprises and what can IoT
do in everyday life let away from health care. This stated 5G
can be considered as the first technical challenge that IoT
implementation in healthcare faces [21, 35]. Implementing
5G requires the instalment of multiple antennas, which is
costly, time - consuming, and has been associated with a
health hazard. Although there is not sufficient evidence for
this claim, further research out to be conducted to establish
the safety of large - scale use of 5G technology. Tackling the
international repercussions of 5G, persuading the
policymakers and changing (with their help) the public
opinion can consume equal or even more time than safety
studies. The prospective benefits from the use of IoT in
healthcare can be an important argument in favour of 5G
instalment [16, 23].

The next technical challenge lies with the integration of data.
Multiple sources of data mean multiple devices. In the
healthcare sector, there is a variety of wearables and data
collecting devices that cannot be easily modified to a unified
pattern of data collection for technical and financial reasons.
Even now, manufacturers have not achieved a consensus with
regard to communication protocols and standards [21, 36].
Patients with the same disease can use different wearables
addressing the disease itself or the vital signs of the person in
general. Patients with diabetes, for example, may use
different glucose and vital signs monitoring systems as well
as a different closed - loop insulin pump. Altogether, this
accounts for at least three different sorts of data from the very
same patient. Even though these data will eventually be
processed, this will require more time that can be a problem
when it comes to acute conditions management, and it is also
been a problem when multiplied by a vast number of
individuals [13, 37].
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5.2 Financial Challenges

As far as the financial aspects of the topic are concerned, we
intend to elaborate on prospective cost - efficacy challenges.
From a financial point of view, IoT belongs to the sphere of
remote health applications. According to the International
Data Corporation (IDC), the current budget for remote health
monitoring in Europe is €10.41 billion, and it grew to over
€12.4 billion. Such a budget might appear favourable with
regard to the establishment of IoT health care. However, the
complexities of implementing IoT have already discouraged
many prospective investors. Sources of financial instability
include the involvement of third - party service providers to
ensure the quality of IoT and the associated connectivity
infrastructure. Empirical observations suggest that both state
and private healthcare providers would be unwilling to fund
the establishment of an IoT healthcare network without
evidence and experience from other healthcare
systems/countries [38, 39]. To be more precise, the IoT
healthcare market size was estimated to worth $60 billion
back in 2014. It is expected to have reached a net worth value
of $136 billion by 2021 [40]. It is noteworthy that the
Compound Annual Growth Rate (CAGR) of IoT in healthcare
is expected to reach or even exceed 12.5% over the forecast
period. Whether this upwards shift will be sustained depends
on the capacity of outsourced providers and healthcare
providers to reach and maintain an adequate level of
understanding and cooperation [41].

If implemented, IoT has the potential to reduce the financial
burden of healthcare. Healthcare - related costs are
traditionally divided into direct and indirect costs. The former
account for expenses of healthcare providers, whereas the
latter consists of expenses of the healthcare recipients
including absence from professional activity, uncompensated
treatment costs, and engagement of family members or other
carers in their treatment. Given that IoT healthcare services
have not been deployed in any major healthcare system yet,
there is scarce evidence concerning its cost - effectiveness.

[12, 42]. Economists have already highlighted aspects of [oT
leading to a cost - effective model of development in
healthcare. Proactive asset management, inventory
management, strict quality control, product packaging
optimization, and supply chain management have been
recognized as prerequisites of IoT financial success in health
care. However, to date, these concepts seem industry rather
than health care centered. Their adaptation to clinical practice
will require close collaboration and deep understanding
between economists, healthcare managers, and clinicians [ 15,
16].

5.3 Ethical Challenges

The ethical controversy of IoT in healthcare stems from the
data management and care paradigm. The main debatable
aspects, as far as the management of sensitive health - related
data is concerned, are informational privacy, data sharing, and
autonomy, data ownership, and consent, and unknown value
issues. In the paradigm of care, the isolation and
dehumanization of doctor—patient communication, the
decontextualization of health and well - being, and the risk of
non - professional care are alerting in terms of ethics [36, 43].

Repercussions from the field of ethics may influence
policymaking related to IoT in healthcare. Any relative
legislation should inherently abide by universal and regional
standards such as the Universal Declaration of Human Rights
and the General Data Protection Regulation (GDPR) in the
EU, respectively. In this frame, it is also expecting that
policymaking is a potential source of ethical obstacles to the
implementation of IoT in health care [18]. Although the
GDPR applies solely to the European Union, it can
considerably influence 10T in healthcare - related research.

Examining some real - life scenarios in an [oT for healthcare
context is essential to understand the ethical burden. Sensors
following individuals in work and home will become a part of
everyday life and may even be forgotten by their users.
However, the same sensors fading in the background will
monitor any moment of their users’ personal life, including
the normal deviations of pulse in a fight or in a happy
occasion. Sound detecting and analyzing sensors may also
“overhear” private conversations of the user. Even if the users
consent to this for the sake of their well - being, this
monitoring may violate the privacy of their family members,
friends, and colleagues [12, 28].

Researchers have already come up with solutions promising
a selective memory of IoT connected sensors. To our
knowledge, drawing red lines between what is personal and
confidential and what is clinically important is quite a
difficult task. Everyday fights in family level or silenced
conversations regarding debatable actions of the user may
hide signs of occult hypertension or arrhythmia. Having a
trained clinician or data scientist to discern what is important
in case the sensors cannot achieve a selection consists a
violation of privacy per se [14, 44].

At the same time, relying on data collected alone and selected
by sensors to reach potentially risky decisions bears a
considerable ethical burden [45]. What if an increase in
anticoagulation dosage led by an IoT - mediated monitoring
system results in extensive gastrointestinal bleeding? It could
be argued that studying the use of sensors will provide the
necessary evidence - based guidelines. Nonetheless, this
cannot put in jeopardy the well - being and the life of patients
who would not endure this risk otherwise.

Cybersecurity is an aspect of IoT healthcare services that
ought not to be neglected as well. Data storage and procession
requires cloud - mediated services [36]. Even if all the ethical
considerations related to the healthcare and outsource
services that will have access to these data are resolved,
hacking remains a considerable hazard. Insurance companies,
HR departments leading to unequal treatment of potential
employees, can violate biometric data as well as medical
history. In the same context, any other entity or individual
could pose monetary or other claims in order not to decipher
sensible information [35, 46].

6. Discussion

IoT technology helps to ensure the adoption and
implementation of decisions in proper time based on the
collection and processing of an enormous amount of data.
Moreover, to handle such enormous amounts of information,
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which is dynamically changing, people have developed Al
technology.

The process of a wide application of IoT is one of the
fundamental benefits of the technological revolution. IoT will
become among the largest innovations of humanity. The
popularity of IoT is a response to the rapid growth in the past
two centuries. It is known that making important decisions
requires considering all the extensive amounts of information
about several subjects and objects tangent to the processes in
respect of which a decision is made. Basically, the decision
should be taken in a mode as close to real time. Because of
certain physiological and cognitive limitations, people are not
always able in such circumstances to make quick and
informed decisions. Consequently, IoT and Al technologies
are relevant. The rational use of these technologies can bring
many benefits to the medical sector.

The modern healthcare industry is a field where IoT becomes
more prevalent. loT directly affects people’s lives and shows
the importance of medicine as a sphere of activity in modern
society. The medical systems are one of the most promising
key areas that consume large numeric data. The significant
flow of information and its transformation to a specific end
product and its consumption is impossible using interactive
information and innovative technologies. According to
scientific studies, most of the leaders of the health sector
believe that IoT will lead to a revolution in medicine in the
next few years. This will involve mainly the following three
areas: remote health monitoring of patients, prevention of
exacerbations of chronic diseases, and the collection of
information. Health is the fastest - growing segment of the
IoT. According to forecasts of scientists, the number of
connected medical devices in the next 10 years will increase
by 10 times. Several analytics predict that the number of
individual wearable sensors for medical direction in the next
two years will rise to 92.1 million units. In 2016, their number
was only 2.4 million. At the same time, a variety of devices
and smart systems are not intended to substitute doctors and
nurses, it facilitates and optimizes their work. Doctors can
help people remotely using Internet technologies, which is
especially important in the period of deterioration of the
epidemiological regime. Therefore, IoT allows finding the
approach to each patient separately, to perform the condition
of his health and calculate individual treatment.

Furthermore, IoT can facilitate the practice in medical care
because of: automation of data collection in medical
institutions, optimization of medical personnel, providing
more accurate diagnosis of diseases, monitoring the patient’s
condition and course of the disease in real time, respectively.
In addition, IoT can improve the effectiveness of prediction
and prevention of diseases. It is possible that with a
reasonable and coherent application of Al and the IoT, the
number of errors in medical practice needs to be significantly
reduced, which will help save more patients.

The emergence and widespread use of Al in various spheres
of human activities have caused in this time many debates.
There are certain barriers and risks to the technology
development of IoT. The main systemic barriers include a
lack of understanding of the values of IoT. Therefore, there is
an absence or imperfect state of its development strategy.

Also, significant barriers and risks include political;
technological; legal regulation; education and motivation;
financial and economic; security; privacy; compatibility of
technologies and standardization. These barriers require
further investigation to determine the program of measures
for overcoming them because they are the source of a range
of threats during using IoT.

7. Conclusions

Modern technologies are swiftly getting valuable in the health
domain, involving devices that routinely observe health
biometrics or monitor timely health - related data. Using
Internet technologies and the large accessibility to
smartphones, healthcare providers and patients are using
mobile apps to manage health. Combining IoT techniques
with big data is crucial in such a health arena. In the healthcare
field, IoT is revolutionizing the creation of effective
healthcare delivery, creating a platform for communication
between different health segments, providing digital support
at every turn, and facilitating the rapid transformation of
modern medicine to the demands of time. Healthcare
providers could wuse such innovative health systems,
supplying the right data about the right patients at the tight
time. Consequently, a promptly and efficiently medical
decision - making can be conducted. However, the emergence
and widespread use of Al in various spheres of human
activities have caused in this time many debates. There are
certain barriers and risks to the technology development of
IoT. The main systemic barriers include a lack of
understanding of the values of IoT and, therefore, the absence
or imperfect state of its development strategy. These barriers
require further investigation to determine the program of
measures for overcoming them. This chapter has provided
innovative insights regarding the role and some applications
of IoT technologies in health. It also showed selected medical
cases highlighting an IoT - driven healthcare system and the
prospective challenges of applying it in the health sector.
Finally, more research on Al and IoT or in any way associated
with the various aspects of their development,
implementation, and use is encouraged as the way for future
healthcare.

References

[1]  Greengard, S.: The Internet of Things. The MIT Press,
Cambridge, MA (2015)

[2] Nayak, R.: Radio Frequency Identification (RFID):
Technology and  Application in  Garment
Manufacturing and Supply Chain. CRC Press,
Cambridge, MA (2019). https: //doi. org/10.1201/
9781351238250

[3] Solanki, M. R.: Application of RFID technology in
libraries and role of librarians. Indian J. Agric. Libr.
Inf. Serv.35 (2019)

[4] Li, S, Xu, L. D., Zhao, S.: The internet of things: a
survey (2015). https: //doi. org/10.1007/s10 796 - 014
-9492 -7

[5] Kounoudes, A. D., Kapitsaki, G. M.: A mapping of [oT
user - centric privacy preserving approaches to the
GDPR. Internet Things 11, 100179 (2020). https: //doi.
org/10.1016/j. 10t.2020.100179

[6] European Commission: Ethics Guidelines for

Volume 14 Issue 6, June 2025
Fully Refereed | Open Access | Double Blind Peer Reviewed Journal
www.ijsr.net

Paper |D: SR25620200920

DOI: https://dx.doi.org/10.21275/SR25620200920

1406


http://www.ijsr.net/
https://doi.org/10.1201/9781351238250
https://doi.org/10.1201/9781351238250
https://doi.org/10.1201/9781351238250
https://doi.org/10.1007/s10796-014-9492-7
https://doi.org/10.1007/s10796-014-9492-7
https://doi.org/10.1007/s10796-014-9492-7
https://doi.org/10.1016/j.iot.2020.100179
https://doi.org/10.1016/j.iot.2020.100179
https://doi.org/10.1016/j.iot.2020.100179

International Journal of Science and Research (IJSR)
ISSN: 2319-7064
Impact Factor 2024: 7.101

[10]

[11]

[12]

[13]

[14]

[16]

[20]

(21]

Paper |D: SR25620200920

Trustworthy Al (2019)

European Commission: G20 Trade and Digital
Economy Ministers Adopt Statement in Tsukuba.
Brussels (2019)

Fullerton, K.: Coordinated Plan on Artificial
Intelligence (COM (2018) 795 final) (2018)
Sadoughi, F., Behmanesh, A., Sayfouri, N.: Internet of
things in medicine: a systematic mapping study. J.
Biomed. Inform.103, 103383 (2020). https: //doi.
org/10.1016/j. jb1.2020.103383

Paranjape, K., Schinkel, M., Nanayakkara, P.: Short
keynote paper: mainstreaming personalized healthcare
- transforming healthcare through new era of artificial
intelligence. IEEE J. Biomed. Health Inform.1 (2020).
https: //doi. org/10.1109/JBHI.2020.2970807

Ergen, O., Belcastro, K. D.: Ai driven advanced
internet of things (Iotx2): the future seems irreversibly
connected in medicine. Anatol. J. Cardiol.22, 15-17
(2019). https: //doi.
org/10.14744/AnatolJCardiol.2019.73466
Bandyopadhyay, D., Sen, J.: Internet of things:
applications and challenges in technology and
standardization. Wirel. Pers. Commun.58, 49-69
(2011). https: //doi. org/10.1007/s11277 - 011 - 0288 -
5

Gopal, G., Suter - Crazzolara, C., Toldo, L., Eberhardt,
W.: Digital transformation in health - care—
architectures of present and future information
technologies. Clin. Chem. Lab. Med.57, 328-335
(2019). https: //doi. org/10.1515/cclm - 2018 - 0658
Mittelstadt, B.: Ethics of the health - related internet of
things: a narrative review. Ethics Inf. Technol.19, 157—
175 (2017). https: //doi. org/10.1007/s10676 - 017 -
9426 - 4

Psiha, M. M., Vlamos, P.: IoT applications with 5G
connectivity in medical tourism sector management:
third - party service scenarios. Adv. Exp. Med.
Biol.989, 141-154 (2017).  https: //  doi.
org/10.1007/978 -3 - 319 - 57348 -9 12

Latif, S., Qadir, J., Farooq, S., Imran, M. A.: How 5G
wireless (and concomitant technologies) will
revolutionize healthcare? Future Internet 9, 93 (2017).
https: //doi. org/10.3390/f19040093

O’Brolchdin, F., de Colle, S., Gordijn, B.: The ethics
of smart stadia: a stakeholder analysis of the Croke
Park project. Sci. Eng. Ethics 25, 737-769 (2019).
https: //doi. org/10.1007/s11948 - 018 - 0033 - 5
Gope, P., Hwang, T.: BSN - Care: a secure IoT - based
modern healthcare system using body sensor network.
IEEE Sens. J.16, (2016)

Ozdemir, V., Hekim, N.: Birth of industry 5.0: making
sense of big data with artificial intelligence, “The
Internet of Things” and next - generation technology
policy. OMICS J. Integr. Biol.22, 65-76 (2018). https:
//doi. org/10.1089/0mi.2017.0194

Li, D.: 5G and intelligence medicine—how the next
generation of wireless technology will reconstruct
healthcare? Precis. Clin. Med.2, 205-208 (2019).
https: //doi. org/10.1093/pcmedi/ pbz020

Russell, C. L.: 5 G wireless telecommunications
expansion: public health and environmental
implications. Environ. Res.165, 484—495 (2018). https:
//doi. org/10.1016/j. envres.2018.01.016

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

Chai, P. R., Zhang, H., Jambaulikar, G. D., Boyer, E.
W., Shrestha, L., Kitmitto, L., Wickner, P. G.,
Salmasian, H., Landman, A. B.: An Internet of Things
buttons to measure and respond to restroom cleanliness
in a hospital setting: descriptive study. J. Med. Internet
Res.21 (2019). https: //doi. org/10.2196/13588
Stefano, G. B., Kream, R. M.: The micro - hospital: 5G
telemedicine - based care. Med. Sci. Monit. Basic
Res.24, 103-104 (2018). https: //doi.
org/10.12659/MSMBR.911436

Joyia, G. J., Liaqat, R. M., Farooq, A., Rehman, S.:
Internet of medical things (IOMT): applications,
benefits and future challenges in healthcare domain.
JCM (2017). https: //doi. org/10.12720/jcm.12.4.240 -
247

Schiiz, J., Espina, C., Villain, P., Herrero, R., Leon, M.
E., Minozzi, S., Romieu, 1., Segnan, N., Wardle, J.,
Wiseman, M., Belardelli, F., Bettcher, D., Cavalli, F.,
Galea, G., Lenoir, G., Martin - Moreno, J. M., Nicula,
F. A., Olsen, J. H., Patnick, J., Primic - Zakelj, M.,
Puska, P., van Leeuwen, F. E., Wiestler, O., Zatonski,
W.: Working groups of scientific experts: European
code against cancer 4th edition: 12 ways to reduce your
cancer risk. Cancer Epidemiol.39 (Suppl 1), S1-10
(2015). https: //doi. org/10.1016/j. canep.2015.05.009
Gruson, D.: Ethics and artificial intelligence in
healthcare, towards positive regulation. Soins Rev.
Ref. Infirm.64, 54-57 (2019). https: //doi.
org/10.1016/j. s0in.2018.12.015

Nikus, K., Lihteenmiki, J., Lehto, P., Eskola, M.: The
role of continuous monitoring in a 24/7 telecardiology
consultation  service—a  feasibility  study. J.
Electrocardiol.42, 473480 (2009). https: //doi.
org/10.1016/j. jelectrocard.2009.07.005

Baker, S. E., Xiang, W., Atkinson, I. M.: Internet of
things for smart healthcare: technologies, challenges,
and opportunities. IEEE Access (2017). https: //doi.
org/10.1109/ACCESS.2017.2775180

Tyagi, S., Agarwal, A., Maheshwari, P.: A conceptual
framework for [oT - based healthcare system using

cloud computing. In: 2016 6th International
Conference—Cloud  System and Big Data
Engineering,  Conflu  (2016).  https:  //doi.

org/10.1109/CONFLUENCE.2016.7508172

Sharma, M., Singh, G., Singh, R.: An advanced
conceptual diagnostic healthcare framework for
diabetes and cardiovascular disorders. ICST Trans.
Scalable Inf. Syst.5, 154828 (2018). https: //doi.
org/10.4108/eai.19 - 6 - 2018.154828

Zhang, P., Schmidt, D. C., White, J., Mulvaney, S.:
Towards precision behavioral medicine with IoT:
iterative design and optimization of a self -
management tool for type 1 diabetes. In: 2018 IEEE
International Conference on Healthcare Informatics
(ICHI) (2018). https: //doi.
org/10.1109/ICHI.2018.00015

Gomes, B. de T. P., Muniz, L. C. M., da Silva E Silva,
F.J., Dos Santos, D. V., Lopes, R. F., Coutinho, L. R.,
Carvalho, F. O., Endler, M.: A middleware with
comprehensive quality of context support for the
internet of things applications. Sensors 17 (2017).
https: //doi. org/10.3390/s17122853

Baldini, G., Botterman, M., Neisse, R., Tallacchini,

Volume 14 Issue 6, June 2025
Fully Refereed | Open Access | Double Blind Peer Reviewed Journal

WWW.ijsr.net
DOI: https://dx.doi.org/10.21275/SR25620200920

1407


http://www.ijsr.net/
https://doi.org/10.1016/j.jbi.2020.103383
https://doi.org/10.1016/j.jbi.2020.103383
https://doi.org/10.1109/JBHI.2020.2970807
https://doi.org/10.14744/AnatolJCardiol.2019.73466
https://doi.org/10.14744/AnatolJCardiol.2019.73466
https://doi.org/10.14744/AnatolJCardiol.2019.73466
https://doi.org/10.14744/AnatolJCardiol.2019.73466
https://doi.org/10.1007/s11277-011-0288-5
https://doi.org/10.1007/s11277-011-0288-5
https://doi.org/10.1007/s11277-011-0288-5
https://doi.org/10.1007/s11277-011-0288-5
https://doi.org/10.1515/cclm-2018-0658
https://doi.org/10.1007/s10676-017-9426-4
https://doi.org/10.1007/s10676-017-9426-4
https://doi.org/10.1007/978-3-319-57348-9_12
https://doi.org/10.1007/978-3-319-57348-9_12
https://doi.org/10.1007/978-3-319-57348-9_12
https://doi.org/10.1007/978-3-319-57348-9_12
https://doi.org/10.3390/fi9040093
https://doi.org/10.1007/s11948-018-0033-5
https://doi.org/10.1007/s11948-018-0033-5
https://doi.org/10.1007/s11948-018-0033-5
https://doi.org/10.1089/omi.2017.0194
https://doi.org/10.1089/omi.2017.0194
https://doi.org/10.1093/pcmedi/pbz020
https://doi.org/10.1093/pcmedi/pbz020
https://doi.org/10.1093/pcmedi/pbz020
https://doi.org/10.1016/j.envres.2018.01.016
https://doi.org/10.1016/j.envres.2018.01.016
https://doi.org/10.2196/13588
https://doi.org/10.12659/MSMBR.911436
https://doi.org/10.12659/MSMBR.911436
https://doi.org/10.12720/jcm.12.4.240-247
https://doi.org/10.12720/jcm.12.4.240-247
https://doi.org/10.12720/jcm.12.4.240-247
https://doi.org/10.12720/jcm.12.4.240-247
https://doi.org/10.1016/j.canep.2015.05.009
https://doi.org/10.1016/j.soin.2018.12.015
https://doi.org/10.1016/j.soin.2018.12.015
https://doi.org/10.1016/j.jelectrocard.2009.07.005
https://doi.org/10.1016/j.jelectrocard.2009.07.005
https://doi.org/10.1109/ACCESS.2017.2775180
https://doi.org/10.1109/ACCESS.2017.2775180
https://doi.org/10.1109/ACCESS.2017.2775180
https://doi.org/10.1109/CONFLUENCE.2016.7508172
https://doi.org/10.1109/CONFLUENCE.2016.7508172
https://doi.org/10.4108/eai.19-6-2018.154828
https://doi.org/10.4108/eai.19-6-2018.154828
https://doi.org/10.1109/ICHI.2018.00015
https://doi.org/10.1109/ICHI.2018.00015
https://doi.org/10.1109/ICHI.2018.00015
https://doi.org/10.1109/ICHI.2018.00015
https://doi.org/10.3390/s17122853
https://doi.org/10.3390/s17122853
https://doi.org/10.3390/s17122853

International Journal of Science and Research (IJSR)
ISSN: 2319-7064
Impact Factor 2024: 7.101

[35]

[36]

[37]

[38]

[39]

[40]

[44]

Paper |D: SR25620200920

M.: Ethical design in the internet of things. Sci. Eng.
Ethics 24, 905-925 (2018).  https: //doi.
org/10.1007/s11948 - 016 - 9754 - 5

Parmentier, F.. [Healthcare data and artificial
intelligence: a geostrategic vision]. Soins Rev. Ref.
Infirm.64, 53-55 (2019). https: //doi. org/10.1016/j.
s0in.2019.06.013

Yang, J., Luo, J., Lin, F., Wang, J.: Content - sensing
based resource allocation for delay - sensitive VR
video uploading in 5G H - CRAN. Sensors 19 (2019).
https: //doi. org/10.3390/s19030697

Panwar, N., Sharma, S., Singh, A. K.: A survey on 5G:
the next generation of mobile communication. arXiv:
151101643 Cs Math (2015)

Garcia - Morchon, O., Falck, T., Wehrle, K.: Sensor
network security for pervasive e - health. Secur.
Commun. Netw.4, 1257-1273 (2011). https: //doi.
org/10.1002/sec.247

Backman, W., Bendel, D., Rakhit, R.: The
telecardiology revolution: improving the management
of cardiac disease in primary care. J. R. Soc. Med.103,
442-446 (2010). https: //doi. org/
10.1258/jrsm.2010.100301

Li, S., Li, M., Xu, H., Zhou, X.: Searchable encryption
scheme for personalized privacy in IoT - based big
data. Sensors 19  (2019).  https: //doi.
org/10.3390/s19051059

Reportlinker: The Global Internet of Things (IoT) in
Healthcare Market Size to Grow at a CAGR of 27.6%.
https: //www.prnewswire. com/news - releases/the -
global - internet - of - things - iot - in - healthcare -
market - size - to - grow - at - a - cagr - of - 27 - 6 -
300979377. html. Accessed 19 Apr 2020

Allied Market Research: Internet of things (IoT)
Healthcare Market 2014-2021 (2016)

Cirillo, F., Wu, F. - J., Solmaz, G., Kovacs, E.:
Embracing the Future Internet Of Things. Sensors 19
(2019). https: //doi. org/10.3390/s19020351

Bowes, A., Dawson, A., Bell, D.: Ethical implications
of lifestyle monitoring data in ageing research. Inf.
Commun. Soc.15, 5-22 (2012). https: //doi.
org/10.1080/1369118X.2010.530673

Agrafioti, F., Bui, F. M., Hatzinakos, D.: Medical
biometrics in mobile health monitoring. Secur.
Commun. Netw.4, 525-539 (2011). https: //doi.
org/10.1002/sec.227

Brey, P.: Freedom and privacy in ambient intelligence.
Ethics Inf. Technol.7, 157-166 (2005). https: //doi.
org/10.1007/s10676 - 006 - 0005 - 3

Coeckelbergh, M.: E - care as craftsmanship: virtuous
work, skilled engagement, and information technology
in health care. Med. Health Care Philos.16, 807-816
(2013). https: //doi. org/ 10.1007/s11019 - 013 - 9463
-7

Volume 14 Issue 6, June 2025
Fully Refereed | Open Access | Double Blind Peer Reviewed Journal
www.ijsr.net

DOI: https://dx.doi.org/10.21275/SR25620200920

1408


http://www.ijsr.net/
https://doi.org/10.1007/s11948-016-9754-5
https://doi.org/10.1007/s11948-016-9754-5
https://doi.org/10.1016/j.soin.2019.06.013
https://doi.org/10.1016/j.soin.2019.06.013
https://doi.org/10.3390/s19030697
https://doi.org/10.1002/sec.247
https://doi.org/10.1002/sec.247
https://doi.org/10.1258/jrsm.2010.100301
https://doi.org/10.1258/jrsm.2010.100301
https://doi.org/10.1258/jrsm.2010.100301
https://doi.org/10.1258/jrsm.2010.100301
https://doi.org/10.3390/s19051059
https://doi.org/10.3390/s19051059
https://www.prnewswire.com/news-releases/the-global-internet-of-things-iot-in-healthcare-market-size-to-grow-at-a-cagr-of-27-6-300979377.html
https://www.prnewswire.com/news-releases/the-global-internet-of-things-iot-in-healthcare-market-size-to-grow-at-a-cagr-of-27-6-300979377.html
https://www.prnewswire.com/news-releases/the-global-internet-of-things-iot-in-healthcare-market-size-to-grow-at-a-cagr-of-27-6-300979377.html
https://www.prnewswire.com/news-releases/the-global-internet-of-things-iot-in-healthcare-market-size-to-grow-at-a-cagr-of-27-6-300979377.html
https://www.prnewswire.com/news-releases/the-global-internet-of-things-iot-in-healthcare-market-size-to-grow-at-a-cagr-of-27-6-300979377.html
https://doi.org/10.3390/s19020351
https://doi.org/10.1080/1369118X.2010.530673
https://doi.org/10.1080/1369118X.2010.530673
https://doi.org/10.1002/sec.227
https://doi.org/10.1002/sec.227
https://doi.org/10.1007/s10676-006-0005-3
https://doi.org/10.1007/s10676-006-0005-3
https://doi.org/10.1007/s11019-013-9463-7
https://doi.org/10.1007/s11019-013-9463-7
https://doi.org/10.1007/s11019-013-9463-7
https://doi.org/10.1007/s11019-013-9463-7



