
 International Journal of Science and Research (IJSR) 
ISSN: 2319-7064 

Impact Factor 2024: 7.101 

Volume 14 Issue 4, April 2025 
Fully Refereed | Open Access | Double Blind Peer Reviewed Journal 

www.ijsr.net 

Online Fake News Detection 
 

Gautham Murali1, Rinsa Rees2 

 
1, 2A P J Abdul Kalam Technological University, Musaliar College of Engineering and Technology, Malayalappuzha, Pathanamthitta, 

Kerala, India 
1Email: gautham0123mvk[at]gmail.com 

 

 

Abstract: The proliferation of fake news on digital platforms poses a significant threat to public trust, democratic processes, and societal 

stability. With the increasing difficulty of distinguishing between authentic and fabricated content, there is a growing need for intelligent 

systems that can automatically identify deceptive information. This research presents a hybrid approach to fake news detection, combining 

Natural Language Processing (NLP) techniques with advanced Machine Learning (ML) models to enhance classification accuracy and 

reliability. The system extracts a range of linguistic, semantic, and metadata features—such as sentiment polarity, syntactic patterns, and 

source credibility—from a labeled dataset of real and fake news articles. Multiple classifiers, including Random Forests, Support Vector 

Machines, and Neural Networks, are trained and optimized using cross - validation techniques. To further improve performance, ensemble 

learning methods such as boosting and majority voting are employed. The final model is deployed through a web - based application, 

allowing users to input news content and receive explainable predictions about its authenticity. Experimental results demonstrate high 

accuracy, precision, and recall, validating the system’s effectiveness in real - world scenarios. This work contributes a scalable and 

transparent solution to the ongoing challenge of online misinformation.  
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1. Introduction 
 

In the digital age, the rapid growth of online platforms and 

social media has significantly amplified the spread of 

misinformation. Fake news, characterized by intentionally 

misleading or fabricated information, poses a serious threat to 

public discourse, political stability, and individual decision - 

making. Traditional manual verification methods are no 

longer sufficient to counteract the volume and velocity of 

such content.  

 

To address this challenge, the development of automated 

systems for fake news detection has become a critical area of 

research. These systems leverage advancements in Natural 

Language Processing (NLP) and Machine Learning (ML) to 

analyze the linguistic patterns, metadata, and contextual cues 

associated with news content. By training models on labelled 

datasets of both legitimate and deceptive news articles, it 

becomes possible to identify and flag suspicious content with 

high accuracy.  

  

This study presents a hybrid NLP - ML approach for detecting 

fake news online. The system extracts various textual and 

metadata features—including sentiment orientation, syntactic 

structures, and source credibility—to build robust 

classification models. To enhance predictive performance, 

ensemble techniques are applied, combining the strengths of 

models such as Random Forest, Support Vector Machines, 

and Neural Networks. The final model is integrated into a web 

- based platform that allows users to verify news articles and 

receive explainable, real - time feedback.  

 

2. Literature Survey  
 

Fake news detection has become an increasingly vital 

research domain due to the rapid spread of misinformation, 

especially across digital platforms and social media. Over the 

years, various computational approaches have been 

developed to identify deceptive content, ranging from 

linguistic analysis to leveraging contextual and multimodal 

data sources.  

 

Traditional systems often rely on natural language processing 

(NLP) techniques to analyze the textual features of news 

articles. These approaches examine linguistic cues, syntactic 

patterns, and semantic inconsistencies that are frequently 

present in fabricated stories. However, a major challenge 

arises from the dynamic and evolving nature of fake news, 

where adversaries constantly adapt their strategies to bypass 

detection mechanisms. This underscores the need for more 

adaptive and integrative solutions that can combine textual 

analysis with additional contextual and social signals.  

 

Recent advancements in machine learning and deep learning 

have significantly contributed to this field. For example, Li et 

al. proposed a hybrid model that incorporates BERT with 

attention mechanisms to enhance the interpretability and 

accuracy of fake news classifiers¹. Their method enables the 

system to focus on critical segments of the text, providing 

better insights into how classification decisions are made. 

Similarly, Wang et al. adopted a graph neural network (GNN) 

approach to include social relationships and content 

propagation patterns, demonstrating improved performance 

through social context integration³.  

 

The linguistic diversity of online content also presents a 

substantial challenge. Addressing this, Alhindi et al. 

developed a multilingual fake news detection framework 

utilizing both syntactic and semantic features, successfully 

applying their model across five different languages⁴. Such 

contributions highlight the necessity of designing models 

capable of handling misinformation in diverse linguistic 

settings.  

 

A considerable body of work has focused on the importance 

of feature engineering and model selection. Pérez - Rosas et 

al. demonstrated the effectiveness of stylometric and 

rhetorical features, illustrating how writing style can serve as 

a discriminating factor for detecting deception⁶. On the other 

hand, Mishra et al. combined convolutional neural networks 
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(CNNs) with long short - term memory (LSTM) networks to 

form a hybrid model particularly adept at identifying satirical 

content⁷. Ensemble learning methods have also shown 

promise; for instance, Oshikawa et al. combined Support 

Vector Machines (SVMs) with Random Forest classifiers to 

enhance robustness and generalizability¹³.  

 

Multimodal analysis has emerged as another powerful 

direction. Gupta & Lee explored cross - modal detection by 

integrating visual and textual cues, using vision - language 

alignment to identify inconsistencies between images and 

accompanying text². This approach proves especially 

effective in environments like social media, where images are 

often used to mislead readers. Additionally, user behavior and 

metadata play a critical role in understanding the spread of 

fake news. Ruchansky et al. highlighted the impact of user 

profiles and interaction patterns on social platforms, 

indicating that behavioral metrics can substantially aid 

detection¹². Shu et al. further advanced this idea by 

incorporating weak social supervision, utilizing user 

comments and network structures as supplementary sources 

of truth¹⁴.  

 

Benchmark datasets and unsupervised learning methods have 

also gained traction. Wang et al. introduced the "Liar, Liar" 

dataset, a widely adopted benchmark for evaluating fake news 

models⁸. Unsupervised techniques, such as those proposed by 

Reis et al., employed clustering and semantic similarity 

measures to detect fake news without the need for labeled 

data⁹. These methods are particularly valuable in scenarios 

where annotated datasets are scarce.  

 

Comprehensive reviews by researchers like Rubin et al. and 

Popat et al. have provided in - depth analyses of the strengths 

and limitations of existing models, while also identifying key 

research gaps and future directions¹¹ ¹⁰. They emphasize that 

while current models achieve promising results under 

controlled conditions, real - world deployment remains 

complex due to scalability, domain adaptation, and 

generalization challenges.  

 

In conclusion, the literature reflects a multidimensional 

approach to fake news detection, combining textual, visual, 

social, and behavioural data. Despite significant progress, the 

ever - changing landscape of misinformation calls for 

continuous innovation in model design, multilingual support, 

and real - time analysis capabilities.  

 

3. Methodology  
 

The proposed system for fake news detection integrates 

advanced Natural Language Processing (NLP) techniques 

with robust Machine Learning (ML) models to ensure high 

accuracy, scalability, and real - time usability. The 

methodology is structured into six distinct phases: data 

acquisition, preprocessing, feature extraction, model 

development, ensemble integration.  

 

3.1 Data Collection 

 

The foundation of any machine learning system lies in the 

quality and diversity of the dataset. For this project, the 

WelFake dataset has been selected due to its comprehensive 

structure and real - world relevance. This dataset 

amalgamates various dimensions of news data:  

• News Content: Includes article headlines, body text, 

source names, and associated media (images/videos), 

enabling deep analysis of linguistic and visual cues.  

• Social Context: Provides metadata such as user profiles, 

tweet history, follower/followee relationships, and social 

engagement patterns. This component aids in identifying 

how fake news propagates through social networks.  

 

By leveraging such a multifaceted dataset, the system is 

trained to understand not only textual inconsistencies but also 

behavioral signals of misinformation spread.  

 

3.2 Data Preprocessing 

 

Raw data often contains noise and inconsistencies that hinder 

effective learning. The preprocessing pipeline addresses these 

issues through the following steps:  

• Text Normalization: Converts all characters to lowercase, 

removes punctuation, HTML tags, and special symbols.  

• Tokenization: Splits textual data into individual units 

(words or phrases), preparing it for vectorization.  

• Stop Word Removal: Eliminates commonly occurring 

words (e. g., "and", "the") that do not contribute 

significantly to meaning.  

• Lemmatization/Stemming: Transforms words to their root 

forms (e. g., "running" to "run"), reducing dimensionality 

and capturing semantic relationships.  

 

This systematic cleaning process ensures that only 

meaningful textual components are retained for feature 

generation.  

 

3.3 Feature Extraction 

 

 After preprocessing, the system extracts a comprehensive set 

of features designed to capture both surface - level and deep 

structural attributes of the text. These include:  

• Sentiment Polarity: Measures the emotional tone of the 

content, as emotionally charged headlines are often 

associated with fake news.  

• Lexical and Grammatical Features: Examines vocabulary 

richness, use of passive voice, sentence length, and 

syntactic complexity—factors that may indicate 

manipulation.  

• Source Reliability: Assesses the historical credibility of 

the article's source using a predefined credibility index.  

• Headline Transparency: Evaluates whether the headline 

exaggerates or misrepresents the article content.  

• TF - IDF Vectorization: Converts textual data into 

numerical form based on term frequency - inverse 

document frequency, emphasizing distinctive terms over 

common ones.  

 

3.4 Model Development 

 

Three core machine learning models are developed and 

evaluated:  

• Random Forest Classifier: An ensemble of decision trees 

that reduces variance and improves generalization.  

• Support Vector Machine (SVM): Finds an optimal 

hyperplane for classification, particularly effective for 
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high - dimensional textual data.  

• Neural Networks: A feedforward architecture that 

captures nonlinear relationships and complex patterns in 

the data.  

 

Each model undergoes hyperparameter tuning using grid 

search and is trained using stratified k - fold cross - validation 

to maintain class balance and prevent overfitting. 

Performance is evaluated using standard metrics such as 

accuracy, precision, recall, and F1 - score.  

 

3.5 Ensemble Learning 

 

 While individual models offer strong performance, ensemble 

techniques are employed to further enhance reliability. The 

ensemble strategy includes:  

• Voting Classifier: Aggregates predictions from multiple 

models (hard and soft voting) to produce a consensus 

classification.  

• Boosting (e. g., AdaBoost): Sequentially trains weak 

learners and combines them to form a strong classifier, 

focusing on misclassified instances.  

• Bagging (e. g., Random Forest): Uses multiple bootstrap 

samples to reduce model variance and overfitting.  

 

This ensemble approach capitalizes on the strengths of 

diverse models, resulting in a more robust and accurate 

prediction system.  

 

3.6 Deployment Framework 

 

 To make the model accessible and user - friendly, the system 

is deployed as a web - based application. Key components 

include:  

• Backend: Developed using Flask or Django, handling 

requests, model inference, and response generation.  

• Frontend: A simple interface where users can input article 

text or URLs for analysis.  

• Explainable Output: The model provides not only a 

prediction (real or fake) but also a breakdown of key 

contributing factors, enhancing transparency.  

• Cloud Integration: Hosting the system on platforms like 

AWS, Google Cloud, or Heroku ensures scalability, 

uptime, and accessibility.  

 

This full - stack deployment enables real - time verification of 

online news content and supports wider user adoption.  

 

3.7 Algorithms Used 

 

The proposed fake news detection system employs a Hybrid 

NLP - ML Algorithm, integrating Natural Language 

Processing (NLP) for feature extraction and Machine 

Learning (ML) models for classification. This hybrid 

methodology combines linguistic analysis with statistical 

learning to achieve high predictive performance. The core 

stages of the algorithm are as follows:  

 

3.7.1 Preprocessing and Vectorization 

Before applying machine learning models, the textual data is 

cleaned and converted into a numerical format. The Term 

Frequency - Inverse Document Frequency (TF - IDF) 

technique is used to represent text as feature vectors. TF - IDF 

captures the importance of a term in a document relative to its 

occurrence across the entire corpus.  

 

The TF - IDF value for a term t in document d is calculated 

as:  

 

TF - IDF (t, d) =TF (t, d) ×IDF (t)  

 

Where:  

 
is the term frequency of term t in document d (normalized by 

the total number of terms in d).  

 

 
 

is the inverse document frequency, where N is the total 

number of documents and nₜ is the number of documents 

containing term t.  

 

TF - IDF reduces the impact of frequently occurring but less 

informative words, while amplifying rare and important terms 

useful for classification.  

 

3.7.2 Feature Extraction 

Alongside TF - IDF vectors, several high - level features are 

extracted from the news articles:  

• Sentiment Score: Derived using polarity analysis, 

measuring emotional tone.  

• Grammatical Features: Includes part - of - speech 

distribution, sentence complexity, and passive voice 

usage.  

• Source Credibility Index: Encoded as a binary or weighted 

feature based on domain trustworthiness.  

• Headline Transparency Score: Assessed via keyword 

exaggeration and informativeness.  

• These features help capture underlying deceptive patterns 

commonly found in fake news.  

 

3.7.3 Classification Models 

Three machine learning models are implemented and trained 

using the extracted feature set: 

  

1) Random Forest (RF):  

An ensemble of decision trees trained using bagging, where 

each tree is built from a bootstrap sample of the training data. 

The prediction is the mode (majority vote) of all trees.  

  

 y^=mode (T1 (x), T2 (x),. . ., Tk (x))  

  

where Ti (x) is the prediction of the i - th tree.  

 

2) Support Vector Machine (SVM):  

Constructs a hyperplane that maximizes the margin between 

classes. For binary classification:  

 
 

SVM is effective in high - dimensional spaces and suitable for 

sparse data like TF - IDF vectors.  
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3) Neural Network (NN):  

A feedforward architecture with input, hidden, and output 

layers. Each neuron computes:  

 
where σ (z) is the activation function (e. g., ReLU, sigmoid). 

The network is trained using backpropagation and gradient 

descent.  

 

3.1.4 Ensemble Learning 

 

To improve generalization and robustness, ensemble methods 

are applied:  

• Voting Classifier: Aggregates predictions from RF, SVM, 

and NN using majority voting (hard voting) or probability 

averaging (soft voting):  

 
 

• Boosting (e. g., AdaBoost): Assigns weights to samples, 

emphasizing misclassified instances in each iteration. The 

final prediction is a weighted sum of weak learners.  

 
where ht (x) is the prediction of weak classifier t, and αt  is its 

weight.  

  

The proposed hybrid algorithm operates through a structured 

sequence of stages, beginning with the ingestion of raw news 

articles and associated metadata. Initially, the data undergoes 

preprocessing, where irrelevant characters, stop words, and 

inconsistencies are removed, followed by tokenization and 

lemmatization to standardize the text. The cleaned text is then 

transformed into numerical form using TF - IDF 

vectorization, which highlights informative terms while 

reducing the influence of common or less meaningful words. 

In parallel, additional high - level features—such as sentiment 

polarity, source credibility, and grammatical patterns—are 

extracted to enhance the feature space. These comprehensive 

feature vectors are then fed into multiple supervised learning 

models, including Random Forest, Support Vector Machine, 

and Neural Networks, each trained on the same dataset to 

learn distinct aspects of fake news patterns.  

 

 
Figure 1: Architecture 

 

3.8 Dataset Used 

 

This study utilizes the WelFake dataset, an open - source 

resource specifically designed for research in fake news 

detection. Curated by researchers at Arizona State University, 

the dataset combines both the content of news articles and the 

social context in which they are shared, enabling a more 

comprehensive analysis of misinformation.  

 

The dataset is organized into two main components:  

• News Content: This includes the article’s headline, body 

text, source or publisher, and any associated images or 

videos. The content component provides the linguistic and 

visual information that is analyzed to detect deceptive 

patterns.  

• Social Context: This section captures how the news is 

disseminated and engaged with on platforms like Twitter. 

It includes details such as user profiles, user tweets, 

follower/followee relationships, and engagement metrics. 

This contextual data helps model the behavior surrounding 

fake news, offering additional signals for classification.  

 

Each news article in the dataset is labeled as either fake or 

real, based on verification from trusted fact - checking 

organizations such as PolitiFact and GossipCop. The dataset 

covers a wide range of topics, ensuring that the model learns 

to identify misinformation across various domains. Its rich 

structure and diversity make it highly suitable for training 

machine learning models that require both textual and 

behavioral features for accurate classification.  

 

4. Result and Discussion 
 

The table below highlights the performance of the proposed 

Fake News Detection System, which integrates NLP and ML 

models, against two baseline methods: a traditional keyword 

- based classifier and a single ML model (Random Forest, 

SVM, or Neural Network). The performance is evaluated 

using key metrics such as accuracy, precision, recall, and false 

positive rate.  
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Table 1 
Metric Proposed System SVM Random Forest 

Accuracy 95.3% 89.4% 91.7% 

Precision 93.5% 87.2% 89.3% 

Recall 96.1% 88.0% 90.4% 

False Positive 

Rate 
4.3% 6.5% 5.7% 

 

The graphical representation based on above model that is 

given below. Here we can see that the ensemble guard 

completely outperform.  

 
Figure 2: Graphical representation 

 

The quantitative results clearly demonstrate the superior 

performance of the Proposed system compared to both SVM 

and Random Forest. With significantly higher scores in 

Accuracy (95.3%), Precision (93.5%), and Recall (96.1%), 

Orgina proves highly effective in its detection capabilities. 

Furthermore, its substantially lower False Positive Rate 

(4.3%) underscores its reliability and efficiency, minimizing 

incorrect identifications compared to the baseline methods.  

 

5. Conclusion 
 

This project represents a significant stride towards mitigating 

the pervasive issue of fake news in online environments. It 

culminates in the development of a sophisticated system 

meticulously designed to analyze and verify the authenticity 

of news articles. This system effectively addresses the critical 

need for tools to discern credible information from 

misinformation, serving both end - users seeking reliable 

news sources and platforms aiming to uphold information 

integrity. The platform offers a user - friendly interface and 

leverages robust machine learning techniques, ensuring both 

accessibility and effectiveness.  

 

The core innovation of this project lies in its hybrid approach 

to fake news detection. Rather than relying on singular 

indicators, it strategically integrates multiple Natural 

Language Processing (NLP) techniques and machine learning 

models to achieve a more comprehensive analysis. The 

system employs techniques to extract meaningful features 

from news articles, capturing elements like sentiment, 

linguistic structures, and source credibility. Machine learning 

models, including Random Forest, SVMs, and Neural 

Networks, are utilized to classify articles, and ensemble 

methods are applied to enhance the accuracy and robustness 

of these classifications. This multifaceted approach enables 

the system to identify a broader range of deceptive tactics 

employed in fake news.  

 

Furthermore, the system's design incorporates practical 

considerations for real - world application. It is built to 

process and analyze news content, providing detailed 

feedback on the likelihood of an article being fake or genuine. 

The system offers valuable insights into the factors 

contributing to its classification, promoting transparency and 

user understanding. By automating and enhancing the 

detection of fake news through intelligent algorithm 

integration, this project empowers users to critically evaluate 

information and contributes to a more informed online 

environment. It stands as a testament to the potential of 

applying advanced data analysis and machine learning 

techniques to address the pressing challenge of online 

misinformation.  
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