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Abstract: Cyber risk management programs are crucial for organizational security and compliance with international standards. This 

study aims to evaluate the effectiveness of cyber risk management programs and their impact on cyber resilience. A mixed - methods 

approach was employed, combining quantitative analysis of cyber risk metrics with qualitative case study research across multiple 

organizations. When combined with continuous monitoring and adaptive risk assessment, integrated framework implementation 

significantly improves organizational cyber resilience. Effective cyber risk management requires a multi - faceted approach integrating 

established frameworks with advanced quantitative and qualitative assessment methods.  
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1. Introduction  
 

In the context of rapid digitalization and business 

globalization, managing cyber risks has become a critical task 

for organizations across all sectors. The transition to cloud 

technologies, scalable digital solutions, and remote work has 

significantly increased the vulnerability of corporate 

networks to cyber threats. Cyberattacks not only cause 

financial damage but also undermine customer trust, putting 

companies' reputations at risk. Consequently, the 

development and implementation of effective cyber risk 

management programs are of paramount importance. While 

existing literature extensively covers individual frameworks, 

there remains a gap in understanding how these frameworks 

can be integrated and evaluated holistically. This study 

addresses the following research questions:  

1) How can organizations effectively integrate multiple 

cyber risk management frameworks? 

2) What metrics best indicate the effectiveness of cyber risk 

management programs? 

3) How does the implementation of integrated frameworks 

impact organizational cyber resilience? 

 

The significance of this research lies in its practical 

application for organizations struggling to implement 

effective cyber risk management programs. This paper aims 

to bridge the gap between theory and practice by providing a 

comprehensive analysis of evaluation methods and their 

practical implementation.  

 

This study draws upon organizational resilience theory [1] 

and systems theory to underpin the research. Organizational 

resilience theory provides a foundation for understanding 

how companies can adapt and thrive in the face of cyber 

threats, while systems theory offers insights into the 

interconnected nature of cyber risk management components 

within an organization.  

 

 

 

2. Materials and Methods  
 

This study employs a mixed - methods approach, combining 

quantitative analysis of cyber risk metrics with qualitative 

case study research across multiple organizations. This 

methodology allows for a comprehensive evaluation of cyber 

risk management programs, providing both statistical insights 

and in - depth contextual understanding. Risk assessment is a 

quantitative expression of the potential consequences and the 

probability of an adverse event occurring. This tool enables 

organizations to rank risks, facilitating more rational resource 

allocation and the implementation of appropriate measures to 

minimize the impact of critical threats.  

 

The essence of risk assessment lies in transforming complex 

risk indicators into a single numerical value that is easy to 

interpret. The assessment process involves two key aspects: 

the probability of risk occurrence and its possible 

consequences.  

 

The probability of risk occurrence is a component that reflects 

the likelihood of a specific event happening. Probability can 

be expressed numerically, for example, on a scale from 1 to 

5, or in percentages or qualitative categories (e. g., rarely, 

likely, almost inevitable). To calculate probability accurately, 

data from past events, expert opinions, industry research, and 

the evaluation of the effectiveness of current control measures 

must be used.  

 

Risk impact considers the potential consequences of the 

realization of a negative event. When assessing impact, 

factors such as potential financial losses, reputational risks, 

legal aspects, and compliance with regulations are analyzed. 

Like probability, impact can be expressed both quantitatively 

and qualitatively, ranging from minor to catastrophic.  

 

Risk Quantification Model 

The quantification of cyber risks can be expressed through a 

more comprehensive model. This comprehensive risk 
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quantification model evaluates cyber threats by integrating 

four interdependent factors:  

R = T × V × C × I 

Where:  

• R represents the overall risk score 

• T = Threat probability (likelihood of a specific attack)  

• V = Vulnerability exposure (exploitability of weaknesses)  

• C = Asset criticality (importance to business operations)  

• I = Potential impact (financial/reputational consequences)  

 

This model provides a more nuanced understanding of risk 

factors compared to traditional two - factor models, allowing 

for better differentiation between similar risks with different 

characteristics. This model aligns with NIST SP 800 - 30’s 

guidance on quantifying likelihood and impact, enabling 

compliance with enterprise - wide risk tolerance thresholds.  

 

Cyber risk analysis should begin with a detailed examination 

of potential attack vectors that could be used for unauthorized 

access to confidential information, as well as to devices and 

programs vulnerable to threats in the online environment. 

This requires an assessment of the organization's "attack 

surface" to identify critical IT resources and determine their 

location within the network.  

 

Attack surface assessment allows for identifying the 

interconnections between assets and evaluating how critical 

the impact could be if one of them is compromised. The 

compromise of one asset may not only result in its total loss 

but also severely degrade the functional performance of other 

elements of the infrastructure. Below, Figure 1 illustrates the 

corporate attack surface.  

 

 
Figure 1: Example of a corporate attack surface [1]. 

 

Additionally, the attack surface analysis should incorporate:  

a) Asset inventory mapping using automated discovery 

tools 

b) Vulnerability scanning and penetration testing results 

c) Access control matrix analysis 

d) Network segmentation evaluation 

e) Third - party risk assessment 

 

In the context of cyber risk assessment, the qualitative method 

is based on the opinions of individual experts or a group of 

stakeholders. One popular method is the "Delphi" technique, 

or collective discussion, where participants jointly express 

their ideas and form a general risk assessment. Qualitative 

assessment helps understand how company employees 

perceive risks, whether they are threats related to the 

organization's activities or its partners. This method of 

assessment is comparatively less labor - intensive, making it 

effective in the early stages of discussions and when quick 

decisions are needed [2].  

 

Risk prioritization is an important task that contributes to 

more effective management of cybersecurity. If we consider 

a situation with a multitude of documents, such as contracts 

with partners, internal orders, or service memos, it becomes 

clear that in time - constrained conditions, attention must be 

paid to those tasks where delays could cause serious 

disruptions in operations. For instance, the absence of a 

signed agreement with a courier service may result in delayed 

order deliveries, while untimely submission of tender 

documentation may lead to the loss of an important project. 

Other less critical documents can be processed later.  

 

The same approach applies to cyber risk management: 

attention should be focused on scenarios that could lead to the 

most serious consequences, without wasting resources on 

secondary threats, even if they result in minor costs. 

Traditionally, cyber threat assessment focuses on identifying 

factors that could compromise the confidentiality, integrity, 

or availability of information. This includes threats such as 

vulnerability exploitation or breaches of cybersecurity 

protocols. Analysis helps determine which systems are 

vulnerable to various cyberattacks, whether DDoS attacks or 

ransomware attacks.  

 

Such studies often result in extensive reports, as multiple 

threats are considered for each asset, and for each threat, there 

are several possible scenarios for its realization. In small 

companies, the number of risks can be in the thousands, while 

in large enterprises, it can reach tens of thousands. However, 

company executives are more interested in understanding 
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how cyberattacks could affect the business and assessing 

potential financial losses.  

 

A more effective way of managing in this context is to focus 

on the business impacts rather than the threats themselves. 

The Business Impact Analysis (BIA) methodology helps 

identify critical processes and resources that ensure the 

company's operational continuity and assess potential 

negative consequences in case of risk realization. This 

approach allows for a more accurate assessment of threats and 

informed decision - making on their mitigation [3].  

 

The developed cyber risk management methodology includes 

several stages. First, an assessment of the company's overall 

impact is conducted using BIA. Then, the impact on key 

products and services, which generate the company's main 

revenue, is analyzed. Finally, attention is given to business 

processes and assets critical to generating profit. This 

approach narrows down the scope of threats considered, 

highlights the most significant risks, and provides a 

comprehensive picture for decision - making in the field of 

cybersecurity.  

 

In modern information security management, standards and 

regulations play a key role, forming the foundation for unified 

methods of cyber risk assessment. Companies striving for 

international competitiveness and proper resource 

management face the necessity of using standards to ensure 

the adequate protection of data and information systems. 

Traditional risk management systems and control standards 

provide basic guidelines for preventing financial and 

information losses. These guidelines serve for the 

development, testing, and updating of internal control tools. 

However, differences in approaches to risk taxonomy and the 

choice of control methods can make it difficult for companies 

to decide on the most suitable tool for their specific needs. 

One of the most effective methods for assessing cyber risk 

management programs is the use of international standards 

such as ISO/IEC 27001, NIST, and COBIT. These standards 

provide a framework that allows organizations to develop, 

implement, and evaluate cyber risk management programs 

based on recognized global practices. Applying these 

standards helps organizations establish uniform evaluation 

criteria and standardize the cyber risk management process 

[4].  

 

ISO/IEC 27001 is one of the most widely used standards for 

managing information security, which includes requirements 

for establishing and maintaining an information security 

management system (ISMS). Implementing this standard 

helps create a unified cyber risk management system based on 

clearly defined processes and procedures, making it easier to 

evaluate and certify security programs. The implementation 

of ISO/IEC 27001 helps organizations minimize cyber risks 

and improve the management of information security 

resources.  

 

NIST provides a risk management methodology based on a 

series of NIST 800 publications. These guidelines include 

recommendations for managing cyber risks, identifying 

vulnerabilities, and approaches to mitigating the 

consequences of attacks. NIST is especially useful for 

organizations operating in the United States, as it offers 

flexible and adaptable mechanisms for assessing and 

managing cyber threats.  

 

COBIT is a framework focused on managing and ensuring the 

security of IT resources. COBIT offers standards and 

mechanisms for developing strategies to manage cyber risks 

at the organizational level. Using COBIT allows for the 

optimization of risk assessment processes and increases the 

maturity level of information security management [5].  

 

Additionally, various regulatory frameworks such as PCI - 

DSS (Payment Card Industry Data Security Standard), 

HIPAA (Health Insurance Portability and Accountability 

Act), NYSDFS Part 500 (New York State Department of 

Financial Services Part 500 Cybersecurity Regulation), and 

GDPR (General Data Protection Regulation) impose strict 

requirements on organizations handling confidential data, 

obligating them to implement robust information protection 

measures.  

 

For example, the PCI - DSS standard regulates the activities 

of any organization involved in payment processing and 

mandates stringent control over cardholder data to prevent 

breaches and fraud. PCI - DSS compliance involves 

encrypting sensitive information, regularly monitoring 

networks, and implementing multi - factor authentication 

(MFA) for system access.  

 

Similarly, HIPAA enforces strict privacy and security 

requirements on healthcare organizations to protect patient 

data. Entities subject to HIPAA must ensure the integrity, 

availability, and confidentiality of data through strict access 

controls, audit logs, and encryption mechanisms, especially 

when dealing with electronically protected health information 

(ePHI).  

 

NYSDFS Part 500, designed for financial institutions, 

requires companies to develop comprehensive cybersecurity 

programs. This regulation emphasizes the importance of 

implementing risk - based cybersecurity practices, which 

include regular vulnerability assessments, appointing a Chief 

Information Security Officer (CISO), and promptly reporting 

cybersecurity incidents.  

 

In a global context, GDPR imposes even broader 

responsibilities on organizations operating within the 

European Union or processing data within its territory. GDPR 

mandates data protection for companies worldwide by 

ensuring that all data processing activities adhere to key 

principles such as purpose limitation, data minimization, and 

accuracy. It also grants individuals enhanced rights over their 

data, requiring organizations to establish procedures for 

breach notifications and data access requests, and imposes 

significant penalties for non - compliance, up to 20, 000, 000 

EUR, or up to 4% of the total worldwide annual turnover of 

the preceding financial year, whichever is higher. [6].  

 

The application of international standards provides 

organizations with several advantages. First, it helps establish 

uniform criteria for evaluating the effectiveness of cyber risk 

management programs, contributing to more accurate and 

transparent assessments. Second, standards facilitate the 

implementation of best practices, creating conditions for the 
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continuous improvement of risk management. Third, the use 

of such standards enables organizations to comply with 

international security norms, enhancing their competitiveness 

in global markets. In the end, standardizing approaches to the 

assessment of cyber risk management programs not only 

reduces the likelihood of cyberattacks but also strengthens the 

trust of clients and partners, which is an important aspect of 

successful operations in the digital environment.  

 

The effective integration of multiple frameworks requires a 

mapped approach:  

a) Core Framework Mapping:  

• Map controls across frameworks (ISO 27001 to NIST 

CSF)  

• Identify overlapping requirements 

• Document framework - specific unique requirements 

 

b) Control Implementation:  

• Develop unified control objectives 

• Implement technical controls 

• Establish monitoring mechanisms 

 

3. Results and Discussions  
 

This section will consider the practical component of 

applying quantitative methods for assessing cyber risks, 

which represent analytical approaches aimed at measuring the 

likelihood of threats and their potential consequences in the 

digital environment using statistical and mathematical 

models. The application of this approach enhances the 

accuracy of risk realization scenarios, helps to establish value 

ranges for variables when modeling uncertainty, and allows 

for risk calculation based on statistical methods, taking into 

account the probability of financial losses. The integration of 

quantitative methods into the cyber risk management system 

is driven by the high dynamism of the risks themselves, which 

complicates the development of unified measurement 

standards for this area [7].  

 

In the first stage of the IT system design process for the cyber 

- physical system (CPS), key core elements were identified, 

laying the foundation for further architecture development 

and the creation of functional solutions (see Table 1).  

 

Table 1: Identification of the system and its components [8]. 
Stage 1 System and Component Identification Availability 

1 Basic Software (Operating Systems, etc.)  Yes 

2 
Platform Software/middleware (Oracle, 

SAP, IBM, etc.)  
Yes 

3 Infrastructure Software (AD, etc.)  Yes 

4 
Network Equipment (Routers, switches, 

etc.)  
Yes 

5 
Server Equipment (physical, virtual, or 

cloud - based servers)  
Yes 

6 UPS (Uninterruptible power supply)  Yes 

7 Engineering (Cooling)  Yes 

 

At stage 2, the key cyber - physical systems of the CPS were 

analyzed for susceptibility to potential cyberattacks. It was 

determined that all systems, except for uninterruptible power 

supplies (UPS) and engineering support systems (ventilation, 

air conditioning, lighting, etc.), are at risk (Table 2).  

 

Table 2: Cyber - physical systems [8]. 
Stage 2 Cyber - physical systems Impact 

1 Basic Software (OS, VW, etc.)  Yes 

2 
Platform Software (Oracle, SAP, 1C, IBM, 

etc.)  
Yes 

3 Infrastructure Software (AD, etc.)  Yes 

4 Network Equipment Yes 

5 Server Equipment Yes 

6 UPS No 

7 Engineering (Cooling)  No 

 

At stage 3, key performance indicators (KPIs) for the business 

process were identified within the cybersecurity framework. 

The key KPIs include confidentiality, integrity, availability, 

security, and authenticity. Four KPIs, excluding security, 

were used for assessment (Table 3).  

 

Table 3: KPIs for cybersecurity of an asset [8]. 
Stage 3 KPIs for cybersecurity of an asset Impact 

1 Confidentiality Yes 

2 Integrity Yes 

3 Availability Yes 

4 Authenticity Yes 

 

At stage 4, the ranges of risk levels and the risk acceptability 

threshold for the CPS and its system were determined. A 

quantitative assessment of the four KPIs is then provided, 

with the primary goal being the CPS's operational continuity 

and the main risk being the potential shutdown of the CPS due 

to a cyberattack. At stage 6, an assessment of the potential 

security vulnerabilities of CPS assets for each of the three 

scenarios is conducted. Experts from the organization 

evaluated the system’s resilience to potential vulnerabilities. 

The average score for each vulnerability was calculated by 

averaging the survey results (fig.2).  
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Figure 2: Assessment of potential asset security vulnerabilities [8]. 

 

Cybersecurity threats are classified into five levels based on 

the vulnerability of digital control systems (Table 4).  

 

Table 4: Levels of cyber risk assessment [8]. 
Risk Level Description 

Very High 

(5)  

Digital control systems have critical vulnerabilities 

to cyberattacks, with minimal resistance to threats.  

High (4)  High vulnerability, minimal resistance to attacks.  

Medium 

(3)  

Medium - level vulnerability to attacks, system 

resilience is insufficient.  

Low (2)  
Control systems are exposed to low - level attacks, 

but effective protection mechanisms are in place.  

Very Low 

(1)  

Systems are virtually invulnerable, with high 

resistance to potential threats.  

 

At stage 7, possible cyberattack scenarios are developed and 

described [9]. Thus, the combination of professional 

certifications and quantitative analysis methods forms the 

basis for effective risk management in the cyber environment.  

 

3.1 Case Study Analysis 

 

The case study examined three medium - sized investment 

banking organizations implementing a comprehensive cyber 

risk management program. The analysis period spanned 19 

months, providing longitudinal data on the effectiveness of 

various control implementations.  

 

3.2 Implementation Challenges and Solutions 

 

The implementation of cyber risk management programs 

faces several key challenges, including in the aforementioned 

case study:  

1) Resource allocation optimization 

2) Integration of legacy systems 

3) Employee training and awareness 

4) Real - time risk assessment capabilities 

 

Solutions included:  

1) Risk - based resource allocation models 

2) Phased implementation approaches 

3) Automated control testing 

4) Continuous monitoring systems 

 

4. Conclusion  
 

The assessment of the effectiveness of cyber risk management 

programs is a key component of a comprehensive security 

strategy. The use of international standards allows companies 

to not only systematize processes but also maintain a high 

level of cybersecurity in the face of growing threats. The 

application of penetration testing and vulnerability analysis 

methods helps to identify system weaknesses promptly and 

promptly mitigate risks. As a result, cyber risk management 

programs not only contribute to the protection of digital assets 

but also enhance the trust of clients and partners. Hence, the 

evaluation of cyber risk management programs requires a 

multi - faceted approach combining quantitative analysis with 

qualitative assessment methods. This research demonstrates 

the effectiveness of integrated framework implementation 

while highlighting areas requiring further development.  

 

Future research directions should focus on:  

1) Development of AI - driven risk assessment models 

2) Advanced metrics for measuring program effectiveness 

3) Real - time risk - scoring mechanisms 
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