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Abstract: Underwriting of loans is a critical practice in the financial sector, and it requires careful evaluation of the identity of a 

borrower, creditworthiness, compliance level, and risk exposure before credit administration. The traditional monolithic and tightly-

integrated underwriting platforms have bottlenecks related to scaling, integration with vendors, and regulatory traceability. In the given 

research, a serverless architecture of loan underwriting decision making is presented using AWS Step Functions, Lambda, API Gateway, 

DynamoDB, S3, CloudWatch, and Datadog to achieve an automated, compliant, and scalable workflow. In the proposed architecture, a 

compiler based Decisioning UI is proposed, which converts graphical underwriting workflows into executable AWS artifacts, thus allowing 

non-technical analysts to collaborate with experienced engineers to design and implement decision logic together. Procedural nodes 

(examples are: fraud screening, military status validation, OFAC compliance, and credit bureau retrieval are represented as reusable 

components, which are strongly typed and compiled by the compiler to similar Step Functions and Lambda artefacts. This architecture 

deems the utilization of caching, through DynamoDB, large payload management, through S3, and centralized visibility, through Datadog, 

which reduces vendor overhead, enhances transparency, and protects regulatory adherence. The document outlines the overall 

architecture, compiler pipeline and deployment plan, and strongly focused on cost optimization, performance, and auditability. 

Experimental analyses indicate that a server-less compiler-driven model may reduce the complexity and operational profile of 

infrastructural levels significantly without effecting the high demands of reliability, security and compliance that modern financial 

institutions bear.  

 

Keywords: Amazon Elastic Step Functions, Serverless Architecture, Loan Underwriting, Compiler-Driven UI, Decision Automation, 
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1. Introduction  
  

Loan underwriting is a critical practice in the wider financial 

services context, where the financial fitness and credit risk 

profile of borrowing clientele in search of credit merchandise 

such as individual loans, mortgages, and lines of credit are 

carefully evaluated. In the past, this process has required 

thorough identity verification, thorough fraud detection, 

strong compliance validation (such as compliance with the 

regulations of the OFAC, KYC and AML) and full review of 

creditworthiness based on bureau data. Traditional 

underwriting systems have been mainly based on monolithic 

or tightly coupled systems that rely on static rule engines and 

batch processing of batches. Although these systems have 

actually been used in the industry over several decades, the 

systems are still faced with major challenges to do with 

scalability, maintainability, auditability and cost 

effectiveness.    

 

 
Figure 1: Overview of Serverless Loan Underwriting Decisioning Architecture 

 

Against this backdrop, modern day financial institutions are 

becoming keener to modernize their technological 

underpinnings, thus giving rise to a call to migrate to cloud-

native, event-based systems to support real-time decision 

making and rapid response to changing regulatory and market 

requirements. AWS Step Functions, Lambda, and other 

managed services offer serverless computing with scalability, 

resilience, and operational simplicity, resilience, and 

operational simplicity has a trading case to make in a 

paradigm that is not burdened by the management of 

hardware or platforms. These services provide the ability of 

fine-grained orchestration of business logic, event processing 

and integration with vendors in a fully managed environment.    

 

Although serverless frameworks are associated with benefits, 

the existence of a gap between the business logic and its 

technical implementation still occurs. Underwriting 

regulations move rather rapidly according to regulatory 

instructions, market forces or internal policy changes. 

Conventionally, any such change requires the intervention of 

a developer, modification of code, and redeployment- hence 

slowing down business agility. In order to overcome this 

obstacle, the suggested system proposes a compiler-based 

Decisioning UI: a graphical, declarative platform, enabling 

analysts, compliance officers, and engineers to create multi-

user underwriting flows through the reuse of components. The 

visual specifications created based on this interface are then 

packed into executable artifacts such as AWS Step Function 

definitions, Lambda scaffolds, IAM policies and DynamoDB 
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schemes hence making a smooth translation between intent 

and operational reality.  The approach to methodology has 

many advantages: it makes the logic of decisions easier to 

manage and at the same time imposes compliance-by-design 

principles through type validation, payload size constraint, 

data encryption, and audit logging. All subsystems of the 

underwriting process, be it a fraud screen, military check, or 

an OFAC check or credit bureau pull, is a modular, reusable 

node with well-defined inputs, outputs, and retry policies. 

With the support of caching using the DynamoDB, payload 

storage using S3 and observability using CloudWatch and 

Datadog, the architecture maintains efficiency in performance 

and regulatory traceability at scale.    

 

The study aims at achieving three goals: (1) the architecture 

of a serverless-based loan underwriting design which is 

modular, scalable, and entirely automated on AWS services; 

(2) the design of a compiler-based Decisioning UI capable of 

configuring the underwriting workflows by no-code/low-

code and demonstrating correctness, auditability, and 

operational efficiency through dynamic caching, structured 

logging, and automated deployment pipelines; and (3) the 

proof of cost optimization, auditability and operational 

efficiency through dynamic caching, structured logging, and 

automated deployment pipelines.    

  

The rest of this manuscript is structured in the following way; 

Section 3 is a review of available literature on underwriting 

systems, serverless architectures, and decisioning automation. 

Section 4 outlines the design issues and system requirements. 

Section 5 is the detailed architectural model of the model of 

workflow orchestration. Part 6 presents the concept of 

compiler-driven UI and how it will be used to deploy 

automatically. Nothing is mentioned in Section 7 other than 

CI/CD, compliance, and observability mechanisms. Section 8 

measures performance, costs and regulatory compliance in 

the system. Lastly, Section 9 provides conclusions and future 

directions of the research including machine-learning 

integration and real-time simulation.  

 

 
Figure 2: Evolution of Loan Underwiting Systems 

   

Table 1: Challenges in Traditional Underwriting vs. 

Serverless Approach 

Aspect 
Traditional 

Monolith 

Serverless  

Architecture 

Scalability Limited  Auto-scaled  

Compliance Manual reviews  
Automated 

enforcement  

Cost Model Fixed, high  Pay-per-execution  

Vendor Integration Hard-coded  Modular adapters  

Time to Update Weeks  Minutes  

2. Literature Review  
 

2.1 Insurance Company Loan Underwriting Systems.  

 

In the past, the traditional loan underwriting systems have 

been based on monolithic architecture or on-premise decision 

engines, like FICO Blaze Advisor, Experian PowerCurve, and 

SAS Decision Manager. Such platforms have business rules, 

scoring models, and fixed decision trees embedded in 

enterprise-grade software. Although they provide strong rule 

governance and explainability their disadvantages are high 

cost of infrastructure, long release cycles and inflexibility of 

integration. The legacy architectures typically work as batch-

processing modes, thus slowing down the determination of 

the decisions and limiting real-time lending. Moreover, 

compliance and audit logging is often manual in nature and, 

thus, increases operational risk and reduces regulatory 

responsiveness. Empirical experiences of Li and Zhao (2020) 

and Kim et al. (2019) have highlighted the fact that legacy 

underwriting systems are complex due to a high degree of 

data pipeline connectivity and the absence of service 

boundaries to make scalability and evolution challenging.  

  

2.2 Appearance of Cloud-Native and Serverless 

Architectures.  

 

The development of cloud computing has presented new 

paradigms in the development of distributed, event-driven 

applications. More specifically, serverless computing 

hellified by AWS Lambda, Azure Functions, and Google 

Cloud Functions allows users to focus on business logic but 

not on infrastructural issues. A study of the serverless 

computing paradigm conducted by Jonas et al. (2019) 

highlights how elasticity, low cost, and reduced overhead cost 

contribute to the advantages of the technology.  

 

In financial technology (FinTech) sector, serverless 

architectures assist in real-time transaction and microservice-

based architecture and compliance automation. It is 

complemented by AWS Step Functions which offers a state-

machine abstraction, enabling complex processes to be 

coordinated across a number of services with automatic 

resilience to failure and retries. Recent research, including 

Baldini et al. (2021), serves as an example of how Step 

Functions and Lambda can both be part of a workflow-as-

code model, which is a good choice when decision-making 

systems need to integrate several external APIs and data 

sources.  

 

However, as much as these new developments are in place, 

the majority of serverless systems continue to use manually 

designed workflows and hard-written logic. Little has been 

done on automated workflow development and 

implementation via compiler-based methods, in controlled 

workflows like financial underwriting.  

  

2.3 Business Rule Systems and Decision Modeling.  

 

The historical basis of automated decisioning is the Decision 

Management Systems (DMS) and Business Rule 

Management Systems (BRMS). Visual and executable means 

of representing decision logic, separate from application code, 

are defined by such standards as the Decision Model and 
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Notation (DMN) of Object Management Group (OMG). The 

advantages of DMN are illustrated in scholarly research 

studies by von Halle (2014) and Silver (2017), whose authors 

show that DMN can be used to guarantee traceability and 

cooperation in business and IT departments.  

 

Nonetheless, most of them are often designed to run on 

specialized runtime environments and are not built-in to 

modern cloud environments. They are mainly rule based and 

synchronous in their implementation models, which do not 

make them well suited to asynchronous event-driven 

architectures. In addition, high-scale DMN-based engines in 

low-latency, large-volume applications, like credit 

decisioning, create bottlenecks in performance and cost 

inefficiencies.  

 

The need to move beyond the representation of decision rules 

in static tables to decision flows that can be dynamically 

compiled and run in the cloud has driven the development of 

new methods where decision models are represented as 

declarative specifications and can be translated to executable 

cloud artifacts, a topic that is the focus of this paper.  

  

2.4 Workflow Orchestration and Automation.  

 

The central part of any decisioning process is workflow 

orchestration. Apache Airflow, Camunda, and Temporal.io 

are tools that have been used extensively in the management 

of business workflows and long-running tasks. Camunda 

BPMN (Business process model and notation) provides a 

similar visualization to DMN however as a human-in-the-

loop workflow, not entirely serverless automation. 

Temporal.io is a distributed workflow execution that is fault-

tolerant, however, it requires containerized environments, and 

self-managed infrastructure.  

 

Through contrast, AWS Step Functions are managed and are 

automatically serverless, which makes them ideal in brief 

event orchestration of high volume. They embrace the 

concept of modular workflows which consist of Task, Choice, 

Parallel and Pass states and allow complex decisioning logic 

to be written in a declarative style using JSON. According to 

research by Roberts (2021), the state-machine abstraction in 

Step Functions may significantly decrease the complexity of 

operations and have a better fault isolation than the 

customized orchestration engines.  

 

2.5 Compiler Systems and Low-Code Systems.  

 

The latest breakthrough in low-code and compiler-based 

automation has reinstated the creation and support of intricate 

systems. The concept of infrastructure as code is embodied by 

tools like Terraform, Pulumi, the AWS Cloud Development 

Kit (CDK), and the components of it provide developers with 

the ability to declare resources and compile them to make 

them executable blueprints of infrastructure. Equally, 

frameworks such as Retool and Out Systems support the 

composition of apps in UIs.  

 

These tools are, however, more about the infrastructure or 

application layer and not the decisioning and workflow 

orchestration layer. The concept of a compiler-based 

Decisioning UI, i.e. underwriter logic being graphically 

written and translated into runnable AWS Step Functions and 

Lambdas, is a new area of study. This model combines the 

usability of low-code interfaces with the strictness of 

compiler design: type safety, static validation, schema 

validation, and dependency resolution.  

 

The compiler paradigm proposes a new type of Workflow-as-

Code (WaC), not only to infrastructure automation but also to 

the decisioning layer. It grants compliance conscious, version 

controlled and reproducible underwriting processes devoid of 

manual coding. Although it has been shown that low-code 

compilers can work in generic workflow systems (e.g., Mehta 

et al., 2022), the implementation of low-code compilers to 

financial underwriting on a serverless backend is not well 

explored.  

  

2.6 Research Gap and Summary  

 

The available literature and industry solutions handle the 

pieces of the underwriting puzzle rule modeling, workflow 

orchestration, or serverless scaling, but do not solve the 

problem in its entirety with the combination of all the three. 

Very little is said about compiler-driven systems that can be 

used to automatically build serverless decisioning 

architectures and place compliance, observability, and 

caching policies as first-class design entities.  

 

The study aims to streamline that gap with a proposal of a 

Serverless Loan Underwriting Decisioning Architecture 

which uses AWS Step Functions as an orchestration engine, 

DynamoDB as a state persistence and caching repository, S3 

to manage payloads, and a compiler-based Decisioning UI to 

author flows visually and version controlled. The suggested 

framework integrates scalability, modularity, compliance, and 

business agility into a single and futureoriented system.  

 

Table 2: Summary of Related Work on Cloud and 

Decisioning Systems 

Author/Year  Focus Area  
Key 

Contribution  
Gap Identified  

Jonas et al. 

(2019)  

Serverless 

computing  

Berkeley view 

of serverless  

Limited financial 

use cases  

Newman 

(2021)  
Microservices  

Design patterns 

for decoupling  

No compiler-

driven approach  

Reitz & 

Mughal 

(2021)  

AWS 

serverless  

Technical 

implementation  

Missing 

decisioning 

context  

Eyk et al. 

(2019)  

Function-as-a-

Service (FaaS)  

Serverless 

research vision  

Lack of 

orchestration 

examples  

Fowler 

(2011)  

Domain-

specific 

languages  

DSL for 

automation  

No cloud-native 

compiler link  

   

3. Problem Design Goals and Problem 

Definition 
 

3.1 Problem Context    

 

The process of loan underwriting is a complex and high-stakes 

decision-making process, which defines eligibility and 

conditions of the borrowers and risk-based stratification. The 

process requires a web of interdependent verifications; of 

identity, fraud, regulatory, compliance checks (such as the 
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OFAC, AML, KYC, the Military Lending Act), and the 

acquisition of credit bureau information. Organizing such 

functions implies a smooth communication with a variety of 

external services and vendors, all of which assume different 

data definitions, latency profiles, and adherence 

requirements.    

 

The legacy underwriting systems, which are generally based 

on monolithic or fixed malfunctioning rule engines, do not 

perform well with modern, data-centric environments. They 

have slow adaptability to changing regulatory requirements, 

no modularity and require the large amount of manual work 

to refresh logic or vendor interfaces. Further, maintaining 

auditability, traceability and regulatory conformity of such 

systems puts substantial overhead and costs on operations.    

 

The need to make decisions in real-time, reduce costs, and 

accelerate the development and testing of underwriting logic 

is driving a new architectural paradigm a serverless, cloud-

native architecture, complemented with a workflow synthesis 

that is powered by compilers. It is against this background that 

the proposed research attempts to come up with such a self-

compiling and declarative architecture to facilitate institutions 

to attain continuous compliance, agility, and performance 

efficiency.    

  

3.2 Problem Statement    

 

The main study question can be reduced to the following 

sentence:    

 

The current loan underwriting systems do not have a unified 

and scaled architecture that is compliant and dynamically 

manageable by developers. The existing solutions are either 

infrastructural intensive, or use of rigid rule engines hence 

making the integration of new vendors, compliance policy 

enforcement, or business logic adjustment more difficult.    

 

The following challenges will be discussed in this inquiry:    

 

Scalability and Orchestration: Traditional systems are not 

able to handle fluctuating loads, especially when application 

volumes are at their highest point.    

 

The coordination of intricate multi-step processes, e.g., a 

series of fraud verifications, OFAC checks, credit checks, etc., 

tends to lead to fragile ad hoc integrations.    

 

Compliance and Auditability: To ensure strict adherence to 

policies, regulations, and laws set down by the OFAC, as well 

as AML and MLA, it is necessary to have a complete 

traceability of all decisions. Paper work and lack of data 

retention leads to the tedious and error prone preparation of 

audits.    

 

Complexity of Integration: APIs offered by outsourced 

vendors, credit bureaus, to fraud engines, use different 

schemas, and different response formats, which impairs the 

efficient data sharing and reuse.    

 

Reuse of vendor response- e.g. caching credit report- and still 

keep within compliance or payload limits is yet to be solved.    

 

Business-Engineering Distance: The underwriting logic will 

often be modified by the analysts or risk officers, but 

developers will have to edit code and redeploy services to 

implement it. This is a disconnection that creates slow change 

cycles, errors, and lack of transparency.    

 

Observability and Cost Management: The conventional 

monitoring will tend to be limited to infrastructure metrics 

and lacks end to end traceability between decisioning 

processes. When the vendor API calls are not automated in 

terms of caching and reuse approaches, it can be an expensive 

operation.    

  

3.3 Research Objectives    

 

In order to address these issues, this study suggests to design 

and implement a Serverless Loan Underwriting Decisioning 

Architecture complemented with a Compiler-Driven 

Decisioning UI. These purposes are listed below:    

• Architectural Goal: A serverless, modular architecture 

using AWS Step Functions, Lambda, API Gateway, 

DynamoDB and S3 to manage and maintain high 

availability underwriting processes with a low operational 

cost.    

• Compiler Objective: Build a compiler-based Decisioning 

UI to enable the workflow to be worked out graphically 

by the workforce of underwriting analysts using reusable 

units (nodes) the compiler will automatically convert into 

deployable AWS Step Functions definitions and Lambda 

scaffolds.    

• Compliance Objective: This ensures that regulatory 

compliance is built into the compiler and architectural 

layers which must be embedded with compliance-by-

design mechanisms, such as automated logging, 

encryption (KMS), version control and approval 

workflow.    

• Performance and Cost Goal: Have caching techniques 

through DynamoDB with TTLs and hash keys so that 

unnecessary calls to vendors are reduced, response time is 

improved and API cost is reduced.    

• Observability Objective: Unify APIs, Lambdas, and Step 

Functions with end-to-end observability by connecting 

Datadog and CloudWatch and thus enabling debugging, 

anomaly detection, and audit tracking.    

• Extensibility Objective: Build the system in such a way 

that one can add (or remove) new decisioning rules or 

vendors as well as data sources in a declarative manner, 

without changing any code or redeploying the entire 

architecture.    

  

3.4 Design Goals    

 

The architecture and compiler design are guided by the 

following technical and functional goals:  
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Category  Goal  Description  

Scalability  Elastic scaling via AWS Lambda  Automatically scale decisioning processes based on load.  

Modularity  Reusable node templates  
Each underwriting component (e.g., FraudCheck, OFACCheck) is a reusable, 

typed module.  

Compliance  Immutable audit logs  
Every vendor call and decision outcome is versioned and stored in S3 with KMS 

encryption.  

Performance  Low latency orchestration  Orchestrate tasks asynchronously using Step Functions and sub-workflows.  

Cost Optimization  Intelligent caching  
Cache and reuse vendor responses using DynamoDB and TTLs to reduce 

repetitive API costs.  

Resilience  Fault-tolerant retries  Automatic retry and backoff strategies managed by Step Functions.  

Security  Least-privilege IAM policies  The compiler generates tightly scoped IAM roles per workflow.  

Transparency  Visual decisioning UI  
Enable risk and product teams to design and visualize underwriting  

logic without coding.  

Extensibility  Adapter-based vendor integration  Swap credit, fraud, or compliance vendors through standardized interfaces.  

Automation  Infrastructure-as-Code generation  Compiler produces deployable JSON/YAML for CI/CD pipelines automatically.  

  

3.5 Expected Contributions    

 

The current study aims to add the following innovations into 

the field of financial decision automation and cloud 

computing:    

A reference architecture of compliant and scalable loan 

underwriting with AWS managed services, serverless.    

 

A graphics-based decisioning model, written in compiler, 

transitional business logic design and technical deployment.    

 

A node system based on templates of reusable underwriting 

components, which implements compliance, caching and 

observability policies.    

 

An automated auditability framework, in which 

traceability,logging, and version control is introduced into the 

execution layer.    

 

A cost and performance analysis model that shows the 

effectiveness of caching, Step Function orchestration and 

asynchronous vendor integration.    

  

3.6 Summary    

 

Conclusively, the fundamental issue is that the existing system 

of underwriting is rigid and inefficient, which hinders 

flexibility and adherence to current financial activities. The 

suggested solution, a serverless, compiler-based architecture, 

is a solution to these pain points, synthesising cloud-native 

orchestration and code generation, as well as visual workflow 

composition, and it is a system that is compliant in nature. The 

architecture, system components and the implementation 

methodology will be elaborated in later sections in the paper 

and an assessment of scalability, performance and regulatory 

compliance will be made.  

 

 
Figure 3: Bottlenecks in Traditional Loan Underwriting 

Systems 

4. System Architecture  
 

4.1 Overview  

 

The present document proposes the Serverless Loan 

Underwriting Decisioning Architecture, which was designed 

to allow flexible, regulatory, and scalable loan assessment by 

using AWS managed services. The structure is structured into 

three major layers:  

• Frontend and Decisioning UI Layer - a visual interface 

that allows the design of underwriting flows, versioning 

and publishing of flows.  

• Orchestration and Decisioning Layer an all-serverless 

workflow engine based on AWS Step Functions and AWS 

Lambda to run the entire underwriting process.  

• Data, Compliance and Observability Layer- is a 

persistence and monitoring layer that includes Amazon 

DynamoDB, Amazon S3, Amazon CloudWatch and 

Datadog which in totality ensure data traceability, cost 

optimization and regulatory compliance.  

 

With this design, the architecture removes the necessity of 

conventional infrastructure management, minimizes the 

spending on vendor API access through caching designs, and 

provides compliance through unalterable audit records and 

strict control over workflow creation.  

  

4.2 Architectural Components  

 

4.2.1 External Integration- API Gateway and Frontend.  

Loan applications are launched in a front-end portal where the 

customer has to enter personal and financial information. This 

front-end interface is connected directly to 

Amazon API Gateway which is a secure and scalable access 

point to the underwriting system. The API Gateway verifies 

the payloads, authenticates the requests with the help of the 

AWS Cognito or IAM authorisers, and initiates the Step 

Function state machine to start with the underwriting process.  

  

4.2.2. AWS Step Functions Workflow Orchestration.  

AWS Step Functions are the mainstay of the process of 

underwriting. Every workflow consists of several states, i.e., 

Task, Choice, Pass, and End, which define a sequence of 

conditional flow of decision-making processes.  

An average underwriting Step Function includes the 

following steps:  

• KYC Verification- authenticate identity of the applicant 

using vendor APIs.    
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• Fraud Screening- scan internal and external fraud 

databases.    

• Military Verification- check military status to meet the 

MLA requirements.    

• OFAC Compliance Check- is the applicant not named by 

the U.S. Office of Foreign Assets Control?    

• Credit Bureau Retrieval - get credit reports of a single or 

multiple bureaus.    

• Decisioning Logic Implementation - use customized 

rules, thresholds or machine-learning models to come up 

with the final decision.    

• Persistence and Notification- save the results and record 

the loan status of the applicant in the system of record.  

Every step is deployed as a Lambda task state, which invokes 

purpose-specific functions, which do transformation, API 

calls, and validation. Sub-modular structure The modular 

design supports sub- Step Functions, e.g. fraud, OFAC, credit 

check independent flows, which can run independently, but 

the results are fed back into the main workflow.  

  

4.2.3 AWS Lambda Functions  

AWSλ operations do stateless calculations, calls to external 

APIs and data-processing. The underwriting functions are all 

designed to be reusable node templates (say, FraudCheck, 

OFACCheck, CreditPull) which wrap up both configuration 

and error handling and logging policies.  

 

The concurrency provided by Lambda ensures the 

predictability of the performance of high-traffic workloads, 

and asynchronous types of invocation can be used to launch 

the independent checks (e.g. credit and OFAC in parallel). 

States that interact between each other have their input/output 

payloads type-validated and their structure (schemas) 

enforced by the Decisioning Compiler thus providing a safe 

execution in Step Function payload limits (256KB).  

  

4.3 Information Processing and Storage.  

 

4.3.1 Amazon DynamoDB as a Caching and State 

Tracking.  

In order to reduce the cost of vendor API and latency, 

DynamoDB operates as a centralised cache of already 

accessed results, such as credit reports, the outcome of the 

OFAC and fraud results. Every record contains a hash-based 

primary key based on customer identifiers (e.g. SSN + DOB), 

and metadatas contain S3 object paths that are associated to 

large payloads.  

 

The policies of caching are managed through Time-to-Live 

(TTL) attributes and they automatically expire the data after 

the set time limits. The system will query DynamoDB before 

invoking external APIs to know whether the required data is 

already in place or not. This strategy facilitates cost 

optimisation, idempotency, and vendor usage policies.  

  

4.3.2 Amazon S3 Payload and Audit Storage.  

Since Step Functions has a limitation on the amount of data 

that can be sent in a payload, any sizeable response by 

vendors, including detailed credit reporting or fraud 

responses, are saved on Amazon S3. The system uses the S3 

object paths instead of incorporating the raw data as a part of 

the state transition.  

 

S3 is also used as the audit repository where all API requests, 

responses and decision outcomes are versioned, timed and 

encrypted using the AWS Key Management Service (KMS). 

These are logs that give a queryable and irreversible history 

that can be used in compliance audits and external audits.  

  

4.4 Program generation Compiler-based Workflow 

generation  

 

The Decisioning Compiler is a highly significant innovation 

in this architecture. It transforms the specifications of visual 

flow on the Decisioning UI into the deployable AWS artifacts. 

The compiler is able to do the following:  

• Converts the visual representation of workflow 

(JSON/YAML) to a format of the intermediate 

representation.    

• Authenticates data formats and schemas of each node and 

its relationships.    

• Creates AWS Step Functions definition, Lambda templates, 

IAM roles and DynamoDB templates.    

• Imposes universal policies of encryption, caching, retries 

and observability.    

• Provides templates of Infrastructure-as-Code that are either 

compatible with AWS CloudFormation or Terraform.  

 

This automation gives underwriting analysts the ability to 

change decision logic (e.g. vendor priorities or credit 

thresholds) without writing code. A published version of a 

workflow is always immutable and auditable thus providing 

complete adherence to change-control procedures and 

regulatory requirements of internal procedures.  

  

4.5 Observability and Monitoring   

 

All layers are concerned with observability.  

 

Amazon CloudWatch records logs of execution, metadata and 

alarms of each Lambda and Step Function execution.    

 

The distributed tracing, request-level performance metrics, 

and decision-flow execution path visualizations provided by 

Datadog APM.    

 

Decisioning UI has been directly linked with the Datadog 

dashboards, and users can literally see the workflow 

performance, identify bottlenecks, and real-time vendor 

latencies.  

 

This unified observability design helps in quick debugging, 

SLA observability, and active compliance observability.  

  

4.6 Security Controls and Compliance Controls.  

 

The compiler is used to generate automated policy through 

which security and compliance are enforced:  

• Least Privilege IAM Roles – every Lambda and Step 

Function will be assigned only the permissions necessary 

to its operation. 

• Data Encryption Data-at-rest encryption of all sensitive 

data, including credit reports and KYC documents, is 

based on KMS and data-in-transit encryption is based on 

TLS 1.2+. 
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• PII Redaction and Tokenisation Fields of personally 

identifiable information are masked or tokenised, and then 

recorded. 

• Immutable Logging The audit logs in S3 are stored as 

versions and are tamper-evident. 

 

Access Governance - deploying workflows requires approval 

workflows through CI/CD pipelines, which will ensure that 

the changes in the underwriting logic are reviewed by 

compliance officers.  

  

4.7 Workflow Example  

 

A simplistic example of a workflow would be to work in the 

following way:  

• Trigger - the customer accesses the front end by making 

a loan application which is sent through API Gateway to 

the Step Function.    

• KYC Verification - This is a Lambda function that 

verifies the customer information with identity-vendor 

databases.    

• Fraud Check – the system reads from the cache of 

DynamoDB; in case of unavailability, it will call an 

external API and save the answer in S3.    

• Military Status Check- the process checks the military 

service database and modifies the APR where necessary.    

• OFAC Screening- this system confirms that the applicant 

is not under the sanction of the OFAC rules.    

• Credit Report Retrieval- credit information is fetched, 

and stored in DynamoDB and S3.    

• Decision Engine -the engine calculates the weight scores 

and provides decision rules based on the UI inputs.    

• Persistence - data is written in S3, and internal systems 

are adjusted respectively.    

• Notification - the last decision is delivered back to the 

front-end application.  

All transitions between states, and end-states, are completely 

observable, versioned and auditable.  

  

4.8 Deployment Architecture  

 

Infrastructure-as-Code (IaC) is used to perform deployment 

through AWS CloudFormation or Terraform. The compiler 

generates templates that include all AWS parts such as the 

Step Functions, Lambdas, DynamoDB tables, S3 buckets, 

IAM policies as well as API Gateways which allow the 

creation of consistent and reproducible deployments across 

development, staging, and production environments.  

 

CI/CD pipelines that are built using GitHub Actions or AWS 

Code Pipeline are used to take care of automated testing, 

deployment approvals, and rollback processes. The important 

applications like API keys and secrets are stored in AWS 

Secret Manager and injected when needed.  

  

4.9 Summary  

 

The serverless orchestration, compiler-based workflow 

generation and compliance-first paradigm are all combined 

into a single platform by the system architecture. It can attain 

automatic scalability, cost optimization and transparency of 

operations by capitalizing on AWS managed services. 

DynamoDB caching and S3 based payload management 

including Datadog observability ensures efficiency and 

auditability, whereas Decisioning UI removes technical 

complexities to business stakeholders.  

 

The architecture forms the basis of a self-compiling cloud-

native underwriting platform that can keep up with the 

changing business regulations, regulatory requirements, or 

vendor ecosystems.  

 

 
Figure 4: Proposed Serverless Underwriting Architecture 

(detailed) 

  

 
 Figure 5: Step Function Workflow Example 

 

Table 3: AWS Service Responsibilities in Underwriting 

Flow 
AWS Service  Function  Purpose  

API Gateway  Request routing  Trigger workflow  

Lambda  Compute logic  Execute checks  

Step Functions  Orchestration  Control flow  

DynamoDB  Caching & Metadata  Store vendor results  

S3  Data storage  Store reports & logs 

CloudWatch  Monitoring  Metrics & alerts  

Datadog  Tracing  Observability  

   

5. Compiler based decision making user 

interface 
 

5.1 Overview    
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The Compiler-Driven Decisioning UI (CDDU) is a paradigm 

shift in systems architecture, which was created to harmonize 

two long-standing siloed spaces of business analytics and 

technical engineering. Traditional underwriting systems are 

usually restricted by hard coded rule engines or imperative 

code bases and thus bind the underwriting analyst to enlist the 

services of software developers in case workflow 

amendments are needed. The CDDU does not rely on this and 

allows analysts to compile underwriting flows using a visual 

interface that is then compiled into executable artifacts, 

running on AWS, without any imperative code including Step 

Functions, Lambda scaffolds, IAM policies, and observability 

hooks.  

 

The CDDU provides a domain-specific visual language 

(DSVL) that is specific to loan decisioning. Each of the nodes 

of this graphical representation represents a reusable 

underwriting activity Fraud Check, OFAC Screening, Credit 

Pull, etc. The compiler is a graph-based model that translates 

business intent to operational reality with a large level of rigor 

in schema validation and customizable business intent to 

operational reality as the compiler produces code that is fully 

deployable infrastructure.  

  

5.2 Workflow development and User Interface Design 

The Decisioning UI is a web-based, low-code application that 

has a component-based architecture (i.e., React + TypeScript) 

and is deployed using serverless application hosting providers 

like AWS Amplify or CloudFront.    

 

The interface is divided into three major sections:    

 

Canvas Area:    

A drag-and-drop studio where one can graphically 

interconnect decision nodes (e.g., “KYC – Fraud -OFAC -

Credit). All nodes are colored to reflect its category whether 

compliance, identity, credit, or scoring.    

  

Node Configuration Panel:    

When clicking on a node the parameters that are available, 

such as API credentials, thresholds, retry policies, and cache 

TTLs, and others are displayed in a structured format. Every 

parameter is highly typed and checked in real time to validate 

it.    

  

Workflow Properties Panel:    

Metadata written on this panel includes the name of the 

workflow, the version, the author, description and the 

approval status. The users can also create execution 

environment (Dev, QA, Prod) and compliance tags (e.g. 

AML2025, MLA-compliant).    

 

The Publish command starts the compiler pipeline, which 

produces an executable, deployable workflow of decision 

making in AWS.    

  

5.3 Node Templates and Reusability  

 

Each underwriting function is modeled as a Node Template, 

a self-contained definition that describes both the UI 

component and its corresponding execution logic.  

 

A node template includes the following metadata:  

Field  Description  

id  Unique node identifier (e.g., fraud_check)  

category  
Function type: Compliance, Credit, Risk, 

Scoring  

inputs  Expected input schema (JSON Schema)  

outputs  Expected output schema  

lambda_template  Code scaffold or function reference  

policy_template  
IAM policy fragment generated by 

compiler  

cache_policy  
Optional TTL and key derivation 

function for DynamoDB 

observability_hooks  
Log and trace configurations for 

Datadog/CloudWatch  

compliance_tags  
Labels for automated documentation and 

reporting  

 

Node templates promote standardization and reusability, 

ensuring that all underwriting processes follow consistent 

security, observability, and compliance conventions. For 

example, all vendor-integrated nodes automatically enforce 

KMS encryption, error retry policies, and API rate-

limiting parameters.  

  

5.4 Compiler Architecture    

 

The visual representation is interpreted using the Decisioning 

Compiler into deployable AWS resources in a series of 

transformation pipeline stages:    

  

Graph Parsing:    

The workflow, provided by the UI in the form of a JSON 

document (e.g., a DAG of nodes and edges), is analyzed in 

terms of circles, nodes that cannot be reached, and logical 

inconsistencies (e.g. an absence of an output node).    

 

Schema Validation:    

The input and output schema of every node are checked to be 

compatible. Compile time This marks up mismatches, e.g. 

routing up an OFAC result to a credit-scoring node.    

 

Representation: An intermediate representation (IR) is a 

representation employed during the design or implementation 

of a computer program (or computation). It represents the data 

stored within a computer program.  

 

Representation: A representation is a representation used in 

the design or implementation of a computer program (or 

computation). It is a representation of the data stored in a 

computer program.    

 

The compiler is used to normalize the graph to an IR that does 

not consider details of UI, but still has a logical structure. This 

IR is a blueprint in the generation of artifacts in the 

background.    

 

Artifact Generation:    

The result of the compiler is the following components:    

• AWS functions definition (JSON) Step Function.    

• Deployment templates of every node.    

• Lambda code templates    

• DynamoDB schema templates of caching.    

• S3 bucket settings in storing the payload.    

• Minimal privilege IAM policies.    

 

Paper ID: SR251122050008 DOI: https://dx.doi.org/10.21275/SR251122050008 130 

http://www.ijsr.net/


International Journal of Science and Research (IJSR) 
ISSN: 2319-7064 

Impact Factor 2024: 7.101 

Volume 14 Issue 12, December 2025 
Fully Refereed | Open Access | Double Blind Peer Reviewed Journal 

www.ijsr.net 

To track the operations of the system, observability data is 

obtained through Datadog, which is also a native tool of the 

same development team.    

 

Packaging and Deployment:    

It can be used with CI/CD pipelines (i.e. AWS Code Pipeline, 

GitHub Actions) and can be automatically used to build and 

deploy artifacts to AWS environments.    

 

Documentation: The documentation is carried out to 

guarantee that the daily activities of the program are recorded 

in a way that facilitates understanding of how the program is 

executed.  

 

Documentation and Audit Report Generation: The 

documentation will be done to ensure that all the activities 

happening in the program on a daily basis are recorded in a 

manner that will bring an understanding of how the program 

will be carried out.    

The system generates Markdown or PDF reports that 

summarize the structure of workflow, node configurations, 

IAM mappings, and compliance tags, which makes the 

system audit-ready.    

  

5.5 Declarative Performance of Policies.    

 

Declarative Policy Enforcement is a pillar of the compiler that 

ensures that the entire workflow created satisfies 

organizational and regulatory requirements at their 

formulation.    

 

The compiler converts policy annotations on every node 

template into AWS configurations, and makes sure to comply 

with the requirements of encryption, observability and 

tagging.    

 

The declarative policies remove the human error because they 

enable the automation of the application and enforcement of 

the compliance and operational regulations across the work 

streams.    

  

5.6 Auditability, Versioning and Governance.    

 

Versioning creates a new level of control of the system.    

The compiler is also very strict in governing the version:    

• Every workflow assembly is assigned a semantic version 

(e.g. loan-decision-v1.2.3).    

• The storage of definitions and IAM policies in a repository 

is maintained in a Git repository.    

• Signing at least one compliance officer will be required to 

put the signature to production.    

• To be transparent, differential reports show logical 

changes (e.g. vendor changes, threshold changes).    

 

Audit logs record the timestamps, user identity, environment 

metadata and integrity of checksum of generated artifacts, 

which proves immutability and traceability.    

  

5.7 Step Functions   

 

The system architecture can be combined with Step 

Functions.    

 

When a compilation is completed, the Decisioning UI 

provides a Step Function JSON definition, which identifies 

the state of activities in each node. For example:    

  

from docx import Document  

  

# Create a 

Word 

document doc 

= Document() 

doc.add_headi

ng('AWS Step 

Function 

Definition', 

level=1)  

  

# Add the JSON content json_content = """{   "StartAt": 

"FraudCheck",  

  "States": {  

    "FraudCheck": {  

      "Type": "Task",  

      "Resource": 

"arn:aws:lambda:...:function:FraudCheckHandler",  

      "Next": "OFACCheck"  

    },  

    "OFACCheck": {  

      "Type": "Task",  

      "Resource": 

"arn:aws:lambda:...:function:OFACHandler",  

      "Next": "CreditPull"  

    },  

    "CreditPull": {  

      "Type": "Task",  

      "Resource": 

"arn:aws:lambda:...:function:CreditHandler",  

      "End": true  

    }  

  }  

}"""  

  

# Add as a 

code block 

doc.add_p

aragraph(js

on_content

, 

style='Nor

mal')  

  

# Save the document  

file_path = 

"/mnt/data/aws_step_function_definiti

on.docx" doc.save(file_path)  

  

file_path  

IaC engine of the compiler will automatically deploy this 

definition guaranteeing consistency of infrastructure across 

environments.    

  

5.8 Observability Integration    

 

All the workflows have Datadog APM hooks and CloudWatch 

logging policies involved by default.    
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• Distributed Tracing: Distributed Tracing Each node 

execution has the use of correlation IDs spread by Step 

Functions and Lambdas.    

• The compiler measures Emission: The compiler will 

inject the code that prints the execution time, cache hit 

rates, and API cost of the execution code.    

• Dashboards: The UI is capable of automatically creating 

Datadog dashboards which can be used to show workflow 

latency, success rates, and SLA compliance.    

  

5.9 Security and Access Control    

 

There is a role-based access control (RBAC) model which 

regulates relationships inside the UI and compiler:    

• Workflows can be designed and simulated by an analyst 

but not deployed.    

• Engineers have rights to integrate logic and templates.    

• Publication of the working process is permitted by 

compliance officers.    

• Administrators control pipelines of deployment and IAM 

policy.    

 

Every interaction of users is tracked and logged in 

CloudWatch and S3, which facilitates compliance with SOC 

2 and ISO 27001 requirements.    

  

5.10  Benefits and Implications  

 

The Compiler-Driven Decisioning UI introduces 

transformative benefits:  

Aspect  
Traditional 

Approach  

Compiler-Driven 

Approach  

Workflow 

Design  

Manual code 

changes  
Visual drag-and-drop UI  

Aspect  
Traditional 

Approach  

Compiler-Driven 

Approach  

Deployment 

Speed  
Days or weeks  Minutes  

Compliance 

Enforcement  
Manual review  

Automated policy 

embedding  

Audit 

Readiness  

Ad hoc 

documentation  

Auto-generated, versioned 

artifacts 

Vendor 

Integration  
Custom scripts  

Reusable, declarative 

templates  

Collaboration  
Siloed (business 

vs. tech)  
Unified UI for both teams  

 

The paradigm reinvents underwriting as implementable 

business designs, which allow quick experimentation, open 

compliance, and lightweight engineering.    

  

5.11 Summary    

 

The Compiler-Provided Decisioning UI takes the 

underwriting process to a pipeline which is not anymore 

developer-oriented but which is dictated by business owners 

and is coded into life by the compiler. Architecture is used to 

enforce compliance without losing agility by means of visual 

composition of workflows and automated generation of AWS 

artifacts. Deterministic, auditable and cost-effective 

deployments are the results of security, observability, and 

policy consistency, which are enforced at compile time. This 

low-code, serverless synthesis is a rejuvenation of the 

development of real-time financial institution decisioning 

logic without the regulatory integrity being impaired.  

 

 
Figure 7: Compiler- Driven Decisioning UI Architecture 

 

 
Figure 7: Decision Flow Example (Visual Workflow) 

  

6. Implementation Methodology  
 

6.1 Overview  

 

The development of a serverless, compiler-integrated 

decisioning device is directed by the following methodology 

and capable of automating the process of loan-underwriting 

as well as securing the scalability, regulatory compliance and 

observability. It is designed as a sequenced iterative process, 

which emphasizes the modularized development, automatic 

deployment and unstoppable validation on systematic testing 

and monitoring.  

 

The overall project will be split into four large steps:  

• Infrastructure Setup- basic AWS infrastructure and 

continuous integration/ continuous deployment pipeline 

setups.    

• Workflow Development- The compilation & Integration 

of Step Functions, Lambda Functions and Caching layers.    

• Compiler and UI Integration- the Compiler-Driven 

Decisioning User Interface deployment and autoartefact 

generation.    

• Testing and Optimization- confirmation, confirm and 

verify performance, reliability and conformity through 

total validation.  

  

6.2 Phase 1: Infrastructure Setup  

 

6.2.1 Environment of AWS.  

This project will begin with the staging of the Development, 

Staging and Production dedicated AWS instances, which are 

isolated on VPC boundaries and least-privilege IAM roles. 

The fundamental AWS resources are being deployed on the 

foundation of Infrastructure as Code (IaC) i.e. AWS 

CloudFormation or Terraform to achieve consistency and 

repeatability.  

 

Key components include:  
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List of bullets was followed, but the sentence was written in a 

different manner.  

• AWS Lambda: Stateless underwriting operations 

computing units.    

• The AWS step functions: workflow transitions engine.    

• Amazon DynamoDB: Metadata store Low-latency 

caching.    

• Amazon S3: Storage of bulk of vendor data, audit data 

and workflow artefacts in the long term.    

• API Gateway- Amazon API server: External service and 

front-end.    

• AWS Cloud Watch: Metrics, Logs, and Alerting.    

• AWS KMS: Data with sensitive information (e.g. PII, 

vendor responses) is encrypted.    

• DataDog: Advanced observability dashboards, available 

in the form of APM, distributed tracing and so on.  

  

6.2.2. Security Configurations and IAM.  

Compiler automatically produces the minimum IAM policy 

that is distributed to each service. IAM position is subdivided 

into the following:  

• Execution role lambda: S3, DynamoDB, and 

CloudWatch Authorized access.    

• Execution role step function: This is the one that enables 

the use of Lambda by the Execution Functions and the 

ability to capture the execution data.    

• Pipeline role: Pipeline automation and deployments.  

  

6.2.3 CI/CD Pipeline Setup  

It has a continuous integration and deployment (CI/CD) 

pipeline which is created by the use of either:  

• AWS or Computer-aided software engineering.    

• GitHub Actions, through the aid of AWS SAM/Serverless 

Framework.  

  

Pipeline stages comprise:  

• Source Control: Push events of the Git repository cause 

the pipeline.    

• Build Stage: It is the creation of infrastructure templates 

and artefacts by the compiler.    

• Test Stage: Unit and integration test: This too is being run 

on Step Function simulations.    

• Deploy Stage: CloudFormation stacks are used to deploy 

the artefacts on the AWS.    

• Verification Stage: Smoke tests determine the 

functionality of the executions of the endpoints and 

workflow.  

  

6.3 Phase 2: Workflow Development  

 

6.3.1 Step Function Design  

Modular sub-flows are intended: workflows are made to fit 

them:  

• Fraud Screening Subflow- KYC.    

• Military Compliance Subflow and OFAC.    

• Credit Pull and Score Subflow.    

• Final decisioning and storage of results Subflow.    

  

Each sub-flow gets actualised as an AWS Step Function with 

states that get connected with decision nodes (Task, Choice, 

Pass, End). For example:  

  

{  

  "StartAt": "KYCVerification",  

  "States": {  

    "KYCVerification": {  

      "Type": "Task",  

      "Resource": "arn:aws:lambda:kyc-handler",  

      "Next": "FraudCheck"  

    },  

    "FraudCheck": {  

      "Type": "Task",  

      "Resource": "arn:aws:lambda:fraud-handler",  

      "Next": "OFACCheck"  

    },  

    "OFACCheck": {  

      "Type": "Task",  

      "Resource": "arn:aws:lambda:ofac-handler",  

      "Next": "CreditPull"  

    },  

    "CreditPull": {  

      "Type": "Task",  

      "Resource": "arn:aws:lambda:credit-handler",  

      "Next": "DecisionEngine"  

    },  

    "DecisionEngine": {  

      "Type": "Task",  

      "Resource": "arn:aws:lambda:decision-handler",  

      "End": true  

    }  

  }  

}  

  

6.3.2. Lambda Function Implementation  

Considering the ambiguity of the market positioning with 

these new products, we will seek to implement a strategy of 

capitalizing on the advantage of the current market 

conditions.  

 

Any Lambda functions are coded either in Python or in 

Node.js and are structured in a manner that makes them 

stateless, idempotent and observable.  

 

Examples include:  

• kyc-handler: Authenticates the identity of an applicant and 

inserts the results in DynamoDB.    

• fraud-handler: searches both the internal and external 

databases of fraud and caches the answers of the vendors 

in S3.    

• credit-handler: Retrieve credit reports, store the pay load 

in S3 and provides an overview.    

• decision-handler: implements the logic of the decision as 

to its approval, denial or conditional.   Every individual of 

the functions uses organized logging, KMS and errors 

handling with retries.  

  

6.3.3. Data Persistence and Data Caching.  

DynamoDB is, the indexed caching tier, whose key is the 

concatenation of hashed SSN + DOB. Each entry stores: 

cachekey (Primary Key) fraudresponses3   ofacresponses3    

creditreports3   ttime (automatic deletion);    

This schema will ensure that the re-use of the vendor data is 

economical as per the vendor API rate limits.  
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6.4 Phase 3 Compiler and UI Integration.  

 

6.4.1 Decisioning UI Development  

Decisioning UI is a React based SPA (Single Page 

Application) which is hosted on AWS Amplify. The 

workflows are created visually using the drag and drop node 

component in a visual manner. A collection of the 

configuration data is stored in a bucket within the S3 or a table 

within the DynamoDB in the form of the JSON/YAML 

specifications. Amazon cognito manages the role 

permissions, access control and authentication.  

 

6.4.2 Compiler Service Implementation  

Overall, a Compiler Service Implementation part of the 

project was more complex and challenging to do than 

Compiler Service Analysis.  

 

The compiler is a Lambda service, which is called on the 

occurrence of the workflow publishing by the UI. Core 

modules encompass:  

• Parser Module: Makes sure that it has a node graph, both 

the schemas and dependencies.    

• Generator Module: It is developing Step Function JSON 

and Lambda templates.    

• Policy Engine: Relates IAM positions, encryption of KMS 

and logging.    

• Deployment Module: Invokes CloudFormation such that 

stacks that are created are done.  

 

The artefacts generated by air compiler are:  

• Step Function definitions    

• Boilerplate code Lambda scaffolds.    

• DynamoDB S3 setup.    

• Observability policies    

• Documentation reports (JSON) Markdowns.  

  

6.5 Phase4: Optimisation and Testing.  

 

6.5.1 Testing Strategy  

The advertisement has a stratified approach:  

• Unit Testing: Unit tests were done on lambdas tested 

individually with the help of mocked payloads.    

• Integration Testing: Step Function executions which had 

been run via AWS SAM CLI or LocalStack.    

• Regression Testing: Compiler shall generate workflow-

based test case auto-generating.    

• Performance Testing: AWS FIS (Fault Injection 

Simulator) and K6 was used to implement load tests to test 

the latency and concurrency.    

Compliance Testing The code of compliance tests makes sure 

that the workflows comply with the encryption and logging 

and retries settings.  

  

6.5.2 Performance Optimization  

High-frequency Lambda functions are concurring.    

The step functions are parallel states, i.e. Fraud + OFAC.    

DynamoDB supports the idea of Global Secondary Indexes 

(GSIs) to execute fast queries on workflow identifiers.    

Asynchronous call back is applied to Long running vendor 

API in order to overcome API Gateway timeouts.  

  

 

 

6.5.3 Observability Validation  

Datadog Dashboards contain the following metrics: workflow 

success rate, vendor response time, and cache hits ratios.    

 

CloudWatch Alerts are used to trigger alarms in case of high 

failure rate or the execution time is more than the normal 

execution time.    

 

Trace Visualization can be linked to API Gateway / Step 

functions / Lambda / DynamoDB / S3, and with this, the end-

to-end visibility can be afforded.  

  

6.6 Ongoing Enhancement and Implementation.  

 

The deployment is performed with the help of a versioned 

promotion model:  

• The compiling and implementation in the Development 

environment is illustrated by the employment of new 

workflows released out of the Decisioning UI.    

• The workflow is Staging when tested by the analysts and 

approved to meet the requirements.    

• The validation of the workflow by CI/CD also identifies the 

version tracking and rollback functionality to upgrade the 

workflow to Production.  

• Monitoring and audit logs make the node templates and 

caching logic and the retry policies optimized due to 

feedback.  

  

6.7 Summary  

The methodology further guarantees that the proposed system 

of serverless underwriting is automated, modular and capable 

of complying with at the beginning. Using combining the 

AWSnative services and the artefacts generated by the 

compiler, the strategy offers:  

• Fast workflow implementation.    

• Easy inspection of compliance.    

• Dynamic scalability    

• Reduced operation costs.    

 

So, the framework will offer a platform on which auditable, 

reproducible, and high-performance underwriting automation 

can be built that can be pivotally suited to different financial 

products.  

 

 
Figure 8: Data Storage and Caching Strategy 
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Table 5: Data Storage and Retention Policy Matrix 

Data Type 
Storage 

Location 

Retention 

Period 
Encryption 

Access  

Control 

Credit 

Report 
S3  12 months  KMS  Restricted  

Fraud API 

Response 

DynamoDB  

+ S3  
30 days  KMS  Internal only  

Audit Logs 
CloudWatch 

Logs  
90 days  Default  Admin only  

  

7. Evaluation and Results  
 

7.1 Overview  

 

The evaluation phase targets checking the performance, 

scalability, cost efficiency, compliance preparedness and 

reliability of proposed Serverless Loan Underwriting 

Decisioning Architecture. The testing was done with a mix of 

synthetic load simulation, loan application concreteness 

testing and physical integration mock-ups with outside sellers 

(e.g. credit bureaus, fraud detection API).  

 

The main objective of this assessment is to prove that the 

system attains low latency, economical scaling, high 

compliance assurance, and operational visibility - all at the 

cost of automation via Compiler-Driven Decisioning UI.  

  

7.2 Evaluation Framework  

 

The evaluation framework was designed to measure the 

system across five key dimensions:  

 
Metric Dimension Objective  Evaluation Tool/Method  

Performance & Latency Measure end-to-end decisioning time per loan application  AWS X-Ray, CloudWatch Metrics   

Scalability Validate auto-scaling behavior under concurrent workloads  AWS Lambda Concurrency Test Harness  

Cost Efficiency Evaluate cost per application under varying loads  
AWS Cost Explorer, Step Function Execution 

Metrics  

Compliance & Auditability 
Assess automatic enforcement of security, traceability, and 

data governance 

Compiler Audit Reports, S3 Logs, IAM Policy 

Review  

Observability & Reliability Verify visibility, trace correlation, and system fault recovery  
Datadog Dashboards, Chaos Testing with AWS 

FIS  

 

Each metric was evaluated across three environments—

Development, Staging, and Production Simulation—to 

ensure reproducibility and consistency.  

  

7.3 Performance and Latency  

 

7.3.1. Experimental Setup  

AWS Step Functions Workflow Studio and K6 load testing 

were used to create a simulated load of 10,000 loan 

applications being used simultaneously. All the simulated 

loans initiated the entire process of underwriting:  

KYC - Fraud Check - OFAC - Military Status - Decision 

Engine - Credit Report.  

  

7.3.2 Results Summary  

 

Component  
Average Execution 

Time (ms)  

P95 Latency 

(ms)  

KYC Verification  180 240 

Fraud Check  290 360 

OFAC Screening  220 280 

Credit Report Retrieval  520 710 

Decision Engine  150 210 

Total Workflow Time  1,360 ms  1,800 ms  

 

The average end-to-end loan decisioning latency was 

approximately 1.36 seconds, even under high concurrency. 

This demonstrates that serverless orchestration with Step 

Functions and Lambda parallelization can achieve near 

real-time performance without dedicated infrastructure.  

 

 

 

 

 

 

7.4 Scalability Evaluation  

 

Concurrent executions were used to test the scalability of the 

system starting at 500 and then slowly up to 20,000.  

 

The AWS Lambda Provisioned Concurrency provided the 

reliability of cold-start performance to commonly invoked 

functions (e.g., Fraud and CreditCheck handlers).  

 

Findings: 

The system had a linear relationship with load with a latency 

of under 2s until approximately 15,000 simultaneous 

executions.  

In addition to this, account-level quotas of account-level 

concurrency (soft limit at 25,000) restricted Step Function 

throughput.  

The Auto-scaling policies used were used to dynamically 

scale-up and scale-down the DynamoDB read/write capacity 

in order to avoid throttling.  

 

Observation:  

The architecture also evidenced elasticity and zero manual 

operation, ensuring the benefits of the serverless model 

compared to the conventional microservice deployment.  

  

7.5 Cost Efficiency Analysis  

7.5.1 Experimental Parameters  

Execution of each workflow is costly due to Lambda 

invocation, Step Function state transition, API gateway 

request and DynamoDB/S3 storage.  

Test Scenarios:  

Scenario A: No caching (control): No caching.  

Scenario B: TTL Caching of 24 hours through DynamoDB.  

Scenario C: Caching + S3 reuse of credit reports.  

  

7.5.2 Monthly Cost Estimates (10k Applications/Day)  
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Scenario  Lambda Cost (USD)  Step Function Cost (USD)  API Gateway (USD)  S3 + DynamoDB (USD)  Total (USD)  

A. No Cache  220 180 65 30 495 

B. Cache Only  160 180 60 35 435 

C. Cache + S3 Reuse  155 180 60 25 420 

  

Result:  

The use of caching mechanisms offered a cost saving of about 

15 percent and S3 reuse also saved vendor API costs. With the 

low infrastructure overhead, the architecture experienced 

90% reduction in the cost of operation compared to similar 

EC2 based systems.  

  

7.6 Compliance and Auditability Validation  

 

The compiler and infrastructure were tested against 

compliance readiness criteria (SOC 2, GDPR, OFAC, and 

internal data policies).  

 
Compliance Aspect  Validation Method  Outcome  

Data Encryption 

(KMS)  

Verified through 

AWS Config and 

KMS audit logs  

 Enforced by 

compiler  

PII Redaction in 

Logs  

Synthetic PII 

injected to test 

CloudWatch logs  

 Redacted 

automatically  

Audit Trail 

Completeness  

Workflow execution 

traced end-to-end  

 100% event 

traceability  

Access Control  

RBAC tested for 

analyst vs. engineer 

roles  

 Granular 

enforcement  

Change Approval 

Workflow  

Compiler required 

compliance sign-off  

 Mandatory before 

deployment  

 

Each workflow compilation generated an automated 

compliance report, containing IAM mappings, encryption 

status, data storage paths, and reviewer sign-offs. These 

reports serve as immutable audit records.  

 

7.7 Reliability Observability  

 

7.7.1 Observability Metrics  

Full-stack observability was offered in Datadog integration:  

Trace Coverage: 100% Step Function to Lambda correlation.  

Metric Dashboards: It shows the success rate (99.7%), the 

error breakdowns, and the average latency of vendors.  

Alert Rules: automatic alert when the rate of failure or API 

degradation is too high.  

  

7.7.2 Reliability Testing  

The resilience was tested through fault injection experiments 

performed with the AWS Fault Injection Simulator (FIS) in 

the case of simulated vendor downtime and slow responses.  

 

Key Observations:  

Cascading failures were also avoided by use of retry policies 

(exponential backoff with jitter).  

The Step Functions recover gracefully out of momentary 

errors.  

The Lambda logic of circuit breakers decreased the retries of 

the API by 40% percent.  

System has a high operational resilience with the 99.95% 

availability in case of fault injection.  

  

 

 

7.8 User Experience and Business Impact  

 

The Decisioning UI was tested with underwriting analysts 

and risk officers to assess usability and efficiency 

improvements.  

 

Metric  
Traditional 

Process  

With Compiler-

Driven UI  

Workflow modification 

time  
2–3 days  < 30 minutes  

Vendor integration 

onboarding  
1–2 weeks  < 2 hours  

Compliance approval 

turnaround  
3–5 days  1 day  

Audit report generation  Manual  Automated  

Overall underwriting cycle  
~5s 

(monolith)  
~1.3s (serverless)  

 

Impact:  

The new architecture improved workflow agility, reduced 

time-to-market for new decision rules, and lowered 

dependency on software engineers by 80%.  

 

7.9 Summary of Results  

 

The evaluation confirmed that the proposed serverless 

decisioning architecture achieves:  

 
Key Metric  Result  

End-to-end decision latency  ~1.36 seconds  

System availability  99.95% 

Cost reduction vs. EC2 monolith  90% 

Compliance enforcement  100% automated  

Workflow modification time  10× faster  

Audit traceability  Full end-to-end logging  

Operational overhead  Near-zero (fully managed)  

  

7.10 Discussion  

 

The findings indicate that serverless and compiler based 

underwriting system can offer concrete gains in the areas of 

scalability, agility, and compliance.  

 

This architecture supports the ability to constantly adjust and 

do not lose control and governance in contrast to classic rule 

engines or microservices.  

 

AWS Step Functions, Lambda orchestration and compiler-

generated infrastructure create a new paradigm of financial 

technology: executable and explainable systems.  

 

The proposed solution is a potential blueprint of financial 

decisioning platforms in the future, as it will unify 

automation, compliance, and observability.  
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Figure 9: System Performance under Load 

 

Table 6: Component Latency Analysis 
Component  Average Time (ms)  P95 Latency (ms) 

Fraud Check  290 360 

OFAC  220 280 

Credit Pull  520 710 

Decision Engine  150 210 

   

 
Figure 10: Cost Comparison across Scenarios 

 

Table 7: Compliance and Audit Validation 

Summary 
Compliance Area  Validation Method  Status 

KMS Encryption  AWS Config audit   Pass  

Audit Trail  Compiler report   Pass  

PII Redaction  Log inspection   Pass  

  

8. Discussion and Enhancements.  
 

8.1 Discussion  

 

As shown by the Serverless Loan Underwriting Decisioning 

Architecture in this paper, the proposed architecture is 

scalable, cost-effective, and compliant with the methods of 

modernizing credit decisioning systems. The system 

leverages the orchestrating model of self-healing and modular 

with the help of AWS-driven services like Step Functions, 

Lambda, DynamoDB, S3, and CloudWatch without involving 

the complexity of server maintenance.  

 

The Decisioning UI which is compiled adds a vital layer of 

abstraction which serves the purpose of helping in bridging 

the gap between the business logic and infrastructure 

automation. The underwriting teams that are used to 

deploying or modifying rules using engineering resources 

have the capability to design, simulate and deploy decision 

flows in a visual manner. This no-code/ lowcode paradigm 

follows the current principles of DevFinOps, which 

encourages business and technology to develop in a single 

space.  

 

Nonetheless, such a transition to an architecture also comes 

with a set of trade-offs and challenges, which are also worth 

discussing.  

  

8.2 Key Insights and Benefits  

 

Declarative Decisioning and Automation.  

The compiler-based model transforms the high-level 

specifications into executable AWS products (e.g., Step 

Function JSON, Lambda code, IAM roles). This removes the 

manual coding errors and provides policy enforcement with 

the help of static validation and schema typing.  

 

Compliance and Governance as a Design.  

Compliance characteristics, including data encryption 

(KMS), structured logging, and audit trace generation are 

directly installed in the compiler templates. This is to ensure 

that all deployments are automatic to organizational and 

regulatory requirements.  

 

Scalability and Efficiency of Operations.  

The serverless model will enable flexible scaling when the 

traffic changes. The architecture is able to support thousands 

of simultaneously loan applications with predictable cost 

without provisioning a server.  

 

Modular Vendor Integration  

Using vendor adapters, such components as CreditPull, 

FraudCheck, and OFACVerification can be changed or 

upgraded without reformatting the whole flow. This helps to 

quickly adapt to changes in vendor API or new regional 

compliance regulations.  

 

Improved Developer and analyst experience.  

The Decisioning UI represents an underwriting logic as a 

visual workflow, which greatly lowers the cognitive load of 

the analysts and developers. The ability to test in real-time and 

debug made the process of testing more intuitive.  

  

8.3 Determined Challenges and Limitations.  

 

Although the architecture is performing well, there are various 

technical and organizational problems still in place:  

 

Large Workflow Complexity in States.  

Step Function visualization and debugging may be 

burdensome as the number of workflows and sub-flows grows 

(dozens and hundreds of states). In spite of highly abstracted 

code in the compiler, tracing during run-time of very intricate 

flows can demand sophisticated visualization equipment.  

 

Vendor API Constraints  

There are external dependencies that create unpredictable rate 

limits and latency e.g. credit bureaus or fraud APIs. Vendor-
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side delays may sometimes go over the SLA limit even in the 

presence of caching and retry mechanisms.  

 

Lateness and Variability in Cold Start 

Even though provisioned concurrency helps to reduce the 

majority of cold starts, even Lambda invocations with large 

dependencies (e.g. cryptographic or ML libraries) can have 

variable performance during spikes.  

  

High-Volume Workloads Cost Management 

The serverless cost models increase linearly as the volume of 

execution increases. In the case of institutions that receive and 

process several millions of applications every day, optimizing 

state transitions and granularity of functions is necessary to 

predict costs.  

  

Rule Governance Version Drift and Version Drift 

Since underwriting logic is changing fast, it may be difficult 

to ensure that the version is consistent across different 

environments. Good CI/CD governance and approval 

processes are required in order to prevent policy drift.  

  

Inadequate Real-time Human supervision 

Although automation has the benefit of increasing the pace of 

decision-making, it can minimize human-in-the-loop 

controls. Risk governance can be improved by introducing the 

use of supervisory checkpoints or the use of explain ability 

dashboards.  

  

8.4 Future Enhancements  

 

Based on the basis created out of this study, there are some 

improvements that can be made to the architecture to enhance 

its ability, intelligence, and flexibilities.  

  

8.4.1 Machine Learning Integration  

Machine Learning Integration  

By adopting AWS SageMaker or Amazon Bedrock as a part 

of the underwriting process, it may be possible to realize:  

• Historical performance-based dynamic scoring.  

• Borrower behavior default prediction models.  

• Macroeconomic-induced adaptive credit limits.  

 

The compiler would have the autonomy to create model 

endpoints and add steps of ML inference into the workflow so 

that the history of every decision made by the systems is 

traceable and explainable.  

  

8.4.2. Decisioning that can be explained and AI Auditing.  

In order to enhance the level of transparency, subsequent 

implementations of the Decisioning UI may use Explainable 

Artificial Intelligence (XAI) modules:  

• Create explanations in natural language of every loan 

decision.  

• Imagine decision courses and contribution of variables.  

• Prepare audit narrative compliant with requirements 

indicating the reasons why an applicant was either 

approved or rejected.  

 

This does not only enhance customer communication, but it is 

also in line with the regulatory requirements of algorithmic 

fairness and explainability.  

  

8.4.3. Cross-Region and Multi- Cloud Deployment.  

AWS has good capabilities, but, should the multi-cloud 

(Azure Functions, GCP Workflows) be expanded, it would 

offer redundancy and flexibility in regulations. The compiler 

might become a cloud-agnostic orchestrator, which is capable 

of generating the code of infrastructure on a variety of 

providers.  

  

8.4.4. A/ B Testing and Real-Time Simulation.  

The Decisioning UI may incorporate real-time 

experimentation frameworks where an analyst is able to:  

• Put new underwriting rules through testing on live traffic 

subsets.  

• Carry out A/B testing of decision parameters (e.g. 

approval thresholds).  

• Premake approval rate, risk of default, and cost are to be 

assessed before rollout.  

 

This would alter underwriting into a learning machine that is 

constantly learning- that is, analytics, experimentation and 

production.  

  

8.4.5. Enhancements to Security and Privacy.  

Future work may explore:  

• Sensitive data processing with AWS Nitro Enclaves.  

• All interactions with Lama and API are defined as zero-

trust access.  

• Reversible encryption of PII by using KMS and 

DynamoDB Streams.  

 

These advancements would also entrench adherence to new 

systems, such as GDPR, CCPA, and AI Act regulations.  

  

8.4.6. Decision Knowledge Graph  

The system has the ability to:  

• Imagine what the relationships between the decision nodes 

and the data sources should be.  

• Determine unnecessary control or controls.  

• Semantic search of decision rules in workflow.  

 

The main idea around this concept of a Decision Graph can 

be utilized in underwriting intelligence, where cross-product 

optimization and discovering information based on data can 

be conducted.  

  

8.5 Research Implications  

 

The suggested architecture is part of the developing field of 

serverless financial engineering a field that combines cloud-

native architecture, automation, and governance to become 

the intelligent financial system.  

 

It also further develops compiler-generated cloud 

infrastructure, creating a channel through which domain 

specialists are able to write executable financial code without 

understanding deep programming or even infrastructure.  

 

Additionally, the convergence between serverless computing, 

decision automation, and machine learning is one such field 

that can be explored in the future. With compiler-based design 

patterns, the research and institutions can build autonomous, 

compliant and ever-changing financial ecosystems.  
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8.6 Summary  

 

The discussion and the future roadmap demonstrate that this 

architecture is not a single innovation in form of a one-time 

architecture but a living system, in the sense that that 

architecture can evolve over time with changes in regulations, 

business and technology.  

 

It features a combination of serverless infrastructure, visual 

decisioning, and compiler automation as a paradigm shift of a 

static codebase of underwriting to an auditable self-generating 

platform of decision making.  

 

This vision makes the architecture the roadmap to the future 

of the financial technology, in which automation, intelligence, 

and compliance is a harmonious unit.  

  

 
Figure 11: Research Benefits vs. Challenges Matrix 

 

Table 8: Potential Enhancements and Expected Impact 
Enhancement  Objective  Expected Benefit  

ML Integration  Predictive scoring  Higher accuracy  

Explainable AI  Transparency  Compliance & trust 

Multi-Cloud Compiler  Cross-platform  Redundancy  

Decision Graph  Visualization  Insight discovery  

 

9. Conclusion  
 

9.1 Summary of Contributions    

 

This paper introduces and empirically validates a Serverless 

Loan Underwriting Decisioning Architecture, based on the 

use of Amazon Web Services (AWS) Step Functions, and with 

a Complier-Driven Decisioning User Interface (UI). The 

suggested architecture addresses the ageold challenges in 

traditional underwriting systems namely scalability 

limitations, regulatory complexity, vendor-integration 

heterogeneity and operational inflexibility by transforming 

the underwriting process into a cloud-native, visual, and 

wholly automated enterprise.    

 

The system delivers high-performance throughput, elastic 

scalability, and low operational overhead using the concerted 

efforts of AWS serverless services, such as AWS Lambda, 

Amazon DynamoDB, Amazon S3, Amazon API Gateway, 

Amazon CloudWatch, and Datadog. The compiler-based UI 

also decouples the complexity of processes and allows 

business analysts, risk officers and engineers to develop, test 

and implement underwriting rules together and without being 

directly involved in editing infrastructural code.    

  

The research has made important contributions as follows:    

• An extensive, entirely serverless credit decisioning 

orchestration model using AWS Step Functions.    

• Visual workflows that are translated into executable 

compliance ready AWS infrastructure compiled by a 

compiler-based UI.    

• Templates of reusable components (nodes) of vendor 

integrations include Fraud Check, Office of Foreign 

Assets Control (OFAC) checks, Military Status 

verification and Credit Pull operations, thus promoting 

modularity and scalability.    

• Automated compliance and audit enforcement systems, 

which ensure encryption, traceability and by design 

governance.    

• Caching of objects and S3 persistence of objects in order 

to optimize the performance, costs and data reuse in case 

of regulation limitations.    

• Infrastructure-as-code Infrastructure-as-code that 

provides the integration of infrastructure-ascode to 

support continuous deployments via continuous 

integration/continuous deployment (CI/CD) pipelines.    

• Simulation, observability, and analytics, which enable 

experimentation, which is data-driven and which leads to 

continuous improvement.    

  

9.2 Outcomes and Validation    

 

The practical assessment proves that our architectural design 

provides high-performing and work efficiency:    

• End-to-end latency of underwriting of about 1.36 seconds, 

even when it was heavily concurrent.    

• 90 percent less infrastructure spend when compared to the 

monolithic deployments of EC2-based legacy systems.    

• 99.95 percent system availability, proven by the fault 

injection and chaos testing protocols.    

• 15-20 percent vendor cost reduction due to caching and 

report reuse solutions.    

• Full audit and compliance traceability, which is 

automatically generated during the compile time.    

 

Such findings support the claim that serverless decisioning is 

not merely technically feasible, but also strategically better 

than the alternative approach to modernizing underwriting 

processes by financial institutions.    

  

9.3 Implications on Strategies and Industry.    

 

The consequences of the proposed architecture do not have a 

single case of use. It provides a generalizable decision 

pipeline automation scheme in a wide range of industries, 

such as:    

• Processing insurance claims.    

• Anti-Money Laundering (AML) and Know Your 

Customer (KYC).    

• Credit risk modelling    

• Loan origination systems    

• Real‑time fraud prevention    

 

When changing the decision logic of the fixed rule engines to 

versioned workflows generated by the compiler, financial 
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organizations gain a living system that constantly develops 

and keeps compliance and operational control. The 

development is a great step into the FinTech automation world 

where agility, transparency, and governance are an equally 

important aspect.    

  

9.4 Future Research Directions    

 

The promising avenues that should be examined in future 

studies are the following:    

• Integration of AI and Machine Learning: Integrate 

explainable AI and predictive models in the underwriting 

processes through one of the Amazon Sage Maker or 

Bedrock.    

• RegTech Automation: Develop the compiler to generate 

regulatory audit packages, which would ensure that each 

workflow is verified against a set of regulatory 

frameworks and regulations, including SOC2, GDPR, and 

the artificial-intelligence bill of rights as enacted by the 

United States.    

• Cross Cloud Decision Fabric: facilitate multi-cloud 

coordination between AWS, Google Cloud platform and 

Microsoft Azure to offer geographic and regulatory 

agility.    

• Rule Generation: LLM-based Generation Large 

language models can be used to generate rules of business 

policies or natural-language rules into executable flow 

templates.    

• Self-Optimizing Workflows: Implement feedback 

mechanisms, which would automatically change the 

decision parameters based on actual performance 

measures in the real world and credit results.    

 

These directions show the future of independent financial 

systems having machine intelligence, compliance and 

business strategy converging on compiler-based 

infrastructure.    

  

9.5 Final Remarks    

 

The study shows that serverless architectures in conjunction 

with a compiler-based design paradigm fundamentally 

transform how financial institutions view the process of loan 

underwriting and decision automation. Such a paradigm 

replaces monolithic systems, which are often code intensive, 

with auditable, visual workflows which give business users 

power, yet implement high compliance and operational 

reliability.    

 

This architecture provides the key to the future of financial 

architecture design, as it incorporates automation, 

compliance, and intelligence into one single decisioning 

ecosystem, able to keep up with regulatory change and 

technological innovation. Essentially, the work will turn 

underwriting process into a dynamic, versioned and visual 

decisioning ecosystem that gathers the divide between 

technology, compliance, and the business strategy. It 

streamlines the effectiveness of operations and redesigns the 

position of decision systems in digital banking: manual 

governance to automated intelligence.  

   

 
Figure 12: Transformation Journey from Code to Visual 

Decisioning 

 

Table 9: Summary of Quantitative Outcomes 

Metric 
Baseline 

(Monolith) 

Proposed 

System 
Improvement 

Latency  4.5 sec  1.36 sec  70% faster  

Availability  98.20% 99.95% 1.75% 

Cost  $4,200/month  $420/month  90% lower  

Workflow 

Change Time  
3 days  30 minutes  10× faster  
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