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Abstract: The fast digital transformation of India has led to the parallel rise in sophisticated cyber threats, prompting continuous
evaluation of the nation’s legal and regulatory preparedness. This paper looks at the efficacy of the Information Technology Act, 2000
(IT Act), and its amendments in dealing with the emerging cyber threats: ransomware, Al-driven attacks, loT attacks, critical
infrastructure attacks, and massive data breaches. With the help of recent analyses and reports of the cyber threat situation in India, the
paper analyzes the strengths, limitations, and overall adaptability of the IT Act. While the Act provides foundational legal structures and
covers several traditional cybercrimes, considerable gaps are present for handling modern threat vectors, which requires a more
inclusive cybersecurity law. The paper concludes with suggestions on how the cybersecurity stance of India can be fortified.
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1. Introduction

The growth of digital technologies in India has increased
economic opportunities, good governance, and connectivity
(Cyber Security Quotient Pte Ltd, 2025; Devanny &
Laudrain, 2025). Nevertheless, this growth has also boost
cyber threats, cyberattacks, and criminal abuse of digital
systems (Kasturi, 2024). India has experienced a surge in
malware, ransomware, phishing, deepfake-based attacks,
cyber espionage, and large-scale breaches of sensitive
information (Boston Institute of Analytics, 2025; Cyber
Security Quotient Pte Ltd, 2025; Data Security Council of
India, 2024; Devanny & Laudrain, 2025; Kasturi, 2024).
These developments highlight the importance of a robust
legal framework capable of regulating digital activities,
safeguarding users, and penalizing offenders.

The Information Technology Act, 2000, remains the India’s
core legislation governing electronic transactions, digital
authentication, and cybercrime (Certinal Inc., 2024,
Devansh Dixit, 2023; THE INFORMATION
TECHNOLOGY ACT, 2000, 2000). Despite subsequent
amendments that have reviewed certain sections, the rate at
which the world advances in technological innovations casts
doubt on whether the act can sufficiently prevent current and
emerging threats (Zettawise Consulting, 2025). This study
examines the validity of this Act on IT as well as the areas it
fails to address in relation to emerging threats.

2. Methodology

This study employs a qualitative doctrinal analysis, relying

on:

e Primary legal sources, including the Information
Technology Act, 2000 (THE INFORMATION
TECHNOLOGY ACT, 2000, 2000), the Information
Technology (Amendment) Act, 2008 (Information

Technology (Amendment) Act, 2008 No. 10 of 2009,
2009), and other statutory updates.

e Secondary literature, such as cybersecurity threat reports,
policy analyses, scholarly articles, and government
publications.

o Comparative interpretation of cyber threat categories and
corresponding sections of the IT Act to evaluate
coverage, strengths, and loopholes.

e Thematic evaluation of India’s evolving cyber threat
environment, focusing on trends such as ransomware,
Al-driven attacks, IoT vulnerabilities, and critical
infrastructure risks.

3. Results and Discussion

Strengths of the Information Technology Act, 2000

The Act possess a number of strengths in dealing with

cybercrime:

a) Foundational Legal Framework
It provides the legal recognition of electronic documents
and digital signatures, enabling secure e-governance and
e-commerce operations (Certinal Inc., 2024). This
framework remains essential for facilitating digital
transactions.

b) Coverage of Core Cyber Offences
Sections such as 65 (tampering with computer source
documents), 66 (computer-related offences), 66C
(identity theft), 66D (cheating by personation), and 67
(obscene material) cover a wide range of traditional
cybercrimes.

¢) Defined Enforcement Mechanisms
The Act creates administrative and judicial avenues to
settle cyber disputes through the provision of
adjudicating officers and the Cyber Appellate Tribunal.

d) Amendment-driven Modernization
The 2008 amendment made provisions against cyber
terrorism (66F), enhanced penalties, and improved data
protection.
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These strengths demonstrate that the IT Act manages to
deal with most of the first-generation cybercrimes and
contributes to the establishment of digital legitimacy.

Emerging Cyber Threats in India

India’s cyber threat landscape has grown in scale and

complexity. The key categories and trends of cyber threat to

India are:

= Malware: Malware remains a prevalent threat, with
hundreds of millions of malware events detected
annually as reported by (Data Security Council of India,
2024). This can be in form of viruses, worms, and
trojans, often used for data theft, system disruption, or
gaining unauthorized access.

= Ransomware Attacks: Ransomware has become one
of the most significant threats, with attackers encrypting
data and demanding ransom for its release (Cyber
Security Quotient Pte Ltd, 2025). These attacks target
individuals, businesses, and even critical infrastructure.

= Phishing and Social Engineering: These techniques
continue to be highly effective, involving deceptive
messages to lure people into disclosing sensitive
information or engaging in harmful activities. Deepfake
fraud is an emerging concern within this category
(Boston Institute of Analytics, 2025; Cyber Security
Quotient Pte Ltd, 2025).

=  Data Breaches: Unauthorized access to sensitive data,
leading to its exposure or theft, is a frequent occurrence,
impacting personal privacy and corporate security
(Cyber Security Quotient Pte Ltd, 2025).

= Cyber Espionage: State-sponsored or organized groups
engage in cyber espionage to steal sensitive
information, intellectual property, or conduct
surveillance (Devanny & Laudrain, 2025).

= Attacks on Critical Infrastructure: Power plants and
other critical infrastructure are increasingly becoming
targets of sophisticated cyberattacks, posing risks to
national security and public services (Devanny &
Laudrain, 2025).

= Potentially Unwanted Programs (PUPs) and
Adware: The high prevalence of adware points to the
commercialization of threats, often leading to unwanted
advertisements, privacy invasion, and system
performance degradation (Data Security Council of
India, 2024).

= Al-driven Cyberattacks: The use of Artificial
Intelligence by attackers to create more sophisticated
and evasive attacks is an emerging concern, making
detection and defense more challenging (Cyber Security
Quotient Pte Ltd, 2025; Robert Lemos, 2025).

= JoT Vulnerabilities: The proliferation of Internet of
Things (IoT) devices introduces new attack surfaces, as
many IoT devices lack adequate security measures,
making them vulnerable to exploitation.

= Low digital literacy, talent shortages, and weak
enforcement capacity (Kasturi, 2024).

These threats were projected to result in significant financial
losses underscoring the need for technological defenses,
public awareness campaigns, and updated legal frameworks
tailored to the contemporary digital environment (Rahul Sasi
& Pavan Karthick M, 2025).

Limitations of the IT Act in Addressing Emerging
Threats
Despite its strengths, the IT Act faces several limitations:

a) Outdated Definitions and Scope

Many provisions still reflect the technological ecosystem of
the early 2000s and fail to cover:

e Advanced Persistent Threats (APTs)

e  Al-enabled cyberattacks

e Autonomous malware

e Deepfake-driven impersonation

b) Gaps in IoT and Critical Infrastructure Protection
The Act lacks dedicated sections regulating IoT device
security, supply chain risks, and integrity of interconnected
systems increasingly used in smart cities and industrial
control systems.

¢) Lack of a Comprehensive Data Protection Law

Even though Section 72 address privacy, India does not have
a specific, up to date data protection statute, which makes
the IT Act less effective in preventing and responding to
massive data breaches.

d) Limited Provisions for Ransomware

Ransomware involves data encryption, blackmail, extortion,
cryptocurrency transactions, and transnational elements
which are not well covered in the Act.

e¢) Enforcement and Jurisdictional Challenges

India’s cross-border jurisdiction provisions (Section 75) are
difficult to operationalize without strong international
cooperation frameworks.

f) Digital Literacy and Skill Gaps

The effectiveness of the Act is constrained by low public
awareness, insufficient cybersecurity training among law
enforcement, and a significant talent gap in technical
expertise.

Overall Efficacy Assessment

The IT Act continues to serve as valuable foundational law,
enabling regulation of electronic transactions and addressing
common cybercrimes. Nonetheless, its scope and
adaptability are insufficient for the scale, speed, and
sophistication of modern threats. Cyber attackers now
exploit Al, IoT ecosystems, cloud infrastructures, and global

digital networks; areas that require more specialized
legislation,  standards, and national cybersecurity
frameworks.

A comprehensive cybersecurity law, integrating critical
infrastructure protection, cyber readiness, incident-response
governance, and data protection, appears essential for
India’s future digital resilience.

Cybercrime presents a significant challenge globally,
necessitating robust legal frameworks to combat its
pervasive and evolving nature. This paper provides a
comprehensive analysis of the efficacy of the Information
Technology Act, 2000 (IT Act), in addressing emerging
cyber threats in India. It details the provisions of the IT Act,
identifies the current landscape of cyber threats in India, and
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critically analyzes how well the existing legal framework
adapts to these new challenges.

4. Conclusion

The Information Technology Act, 2000, remains a
significant milestone in India’s digital legal architecture,
providing essential mechanisms to regulate electronic
transactions and penalize traditional cybercrimes.
Nevertheless, the evolving nature of cyber threats, ranging
from ransomware and Al-driven attacks to large-scale data
breaches and IoT vulnerabilities, exposes the shortcomings
of the outdated definitions and limited scope of the act.

Although the Act has undergone some amendments in a bid
to streamline certain sections of the Act, modern-day
cybersecurity ecosystem in India requires a more flexible
and dynamic legislative framework that could respond to the
modern-day digital threats. Increasing the enforcement
capacity, digital literacy, global best practices, and
introducing specialized laws on cybersecurity and data
protection are essential in strengthening the defense of India
against the emerging cyber threats.
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