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Abstract: In the digital era, organizations face increasing challenges in protecting their information systems from evolving cyber threats,
necessitating the development of effective strategies to enhance cybersecurity readiness. This study aims to analyse the level of
organizational preparedness against cyber risks using a multi-theoretical framework based on Institutional Theory, Game Theory, and
Deterrence Theory. A descriptive-analytical approach was employed, collecting data through surveys and interviews with cybersecurity
experts across several organizations. The data were analysed using descriptive and inferential statistical methods to assess the factors
influencing cybersecurity readiness. Results indicated a significant impact of institutional and organizational factors in strengthening
cybersecurity practices. The study highlights the importance of deterrence strategies based on rapid response and game-theoretic planning
to achieve effective protection. Additionally, findings show that investing in security culture and employee training reduces cyberattack
risks and enhances response capabilities. In conclusion, the study emphasizes the necessity of adopting an integrated approach that
combines theoretical frameworks with practical applications to improve organizational cybersecurity readiness, focusing on raising
institutional awareness and implementing effective deterrence strategies. The study recommends further future research to develop
dynamic evaluation models that adapt to the changing landscape of digital threats.
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1. Introduction

In recent years, cyber threats have escalated not only in
frequency but also in complexity and impact, making
cybersecurity a paramount concern for organizations
worldwide. According to industry forecasts, the global cost
of cybercrime is expected to exceed USD 10.5 trillion
annually by 2025 (Morgan, 2021), underlining the scale of
economic and operational risks organizations face. Nearly
two-thirds of companies report experiencing cyber incidents
each year (Barreuther et al., 2022), and even those with
considerable investments in IT security infrastructure remain
vulnerable to attacks (Hiscox, 2021). This landscape
illustrates a critical insight: technical defenses alone are not
sufficient to ensure resilience. Instead, organizations must
possess comprehensive incident response management
(IRM) capabilities to effectively detect, contain, mitigate,
and learn from security incidents.

Despite the recognized importance of IRM, many
organizations continue to struggle with the implementation
of effective incident response processes. Numerous
challenges hinder their progress, including limited resources,
inadequate awareness of IRM’s strategic value, lack of
skilled personnel, and fragmented organizational structures
(Kuypers et al, 2016; van der Kleij et al., 2022).
Furthermore, incident response is often treated as a purely
technical function, neglecting the crucial socio-
organizational components such as communication,
coordination, and leadership. This narrow view limits the
effectiveness and maturity of IR programs, particularly in
small and medium-sized enterprises (SMEs) where formal
structures and dedicated teams may be lacking (ENISA,
2019; Andrade et al., 2021). Another critical issue lies in the
tools and models available to support IRM readiness. While
several frameworks and maturity models such as SIM3
(Stikvoort, 2019) and CREST’s CSIRMA (2014) have been
developed to guide organizations in assessing and improving
their IRM capabilities, these are often limited in scope, overly

technical, or lacking empirical validation. Moreover, many
models are not designed to accommodate organizations at
early maturity levels, and do not sufficiently consider the
socio-technical nature of cybersecurity functions (Akinsanya
etal., 2020; Zhao & White, 2017). Consequently, there exists
a gap between academic research and industry practice,
whereby theoretical models do not adequately translate into
usable guidance for real-world implementation. This study is
motivated by the need to address this gap. The increasing risk
and complexity of cyber incidents call for a more nuanced,
integrated approach to evaluating and enhancing incident
response readiness. A deeper understanding is required not
only of what technical capabilities are necessary, but also of
how organizational culture, leadership, communication, and
collaboration affect IRM effectiveness. This is particularly
crucial for organizations that lack formal cybersecurity
governance or are not bound by regulatory requirements, yet
are still exposed to significant threats. Accordingly, the main
objective of this research is to assess organizational incident
response readiness by critically examining existing maturity
models and identifying key enablers and barriers to effective
IRM implementation. The study aims to provide a holistic
framework for evaluating readiness that incorporates both
technical and non-technical dimensions, and that is scalable
and adaptable to varying organizational sizes and contexts.
The assessment will consider preparedness, detection
capabilities, response coordination, post-incident learning,
and continuous improvement, while also integrating
organizational aspects such as training, leadership
engagement, and cross-functional collaboration.

Finally, this research seeks to make a dual contribution.
Theoretically, it aims to advance the understanding of IRM
as a socio-technical capability, moving beyond traditional,
technology-centric views. Practically, it aims to deliver
actionable insights and assessment tools that organizations
can use to measure and improve their readiness, regardless of
their current maturity level. By addressing the current
limitations in IRM evaluation and proposing a more inclusive
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and applicable model, this study supports the development of
more resilient organizations capable of withstanding the
evolving cyber threat landscape.

2. Materials and Methods

This study adopts a quantitative research methodology to
assess the Cybersecurity Incident Response Readiness
(CIRR) of organizations. The methodology is structured to
empirically investigate the preparedness of organizations in
countering cyber threats, and to explore the interrelationships
among key dimensions of incident response capabilities. By
employing a model-driven approach, we aim to test specific
hypotheses related to organizational readiness, as detailed in
Table 3. The ultimate goal is to provide actionable insights
for improving cybersecurity readiness and enabling more

resilient incident response strategies across diverse
organizational contexts.
To collect primary data, we utilized a structured

questionnaire as the main instrument. The questionnaire was
specifically designed to serve as a robust quantitative tool
that aligns with the study objectives. It allows for systematic
data collection and statistical analysis to evaluate the maturity
of incident response readiness and the influencing factors.

The questionnaire was administered in a closed-ended format
to ensure consistency and reliability in the responses, and to
facilitate ease of analysis.

Through this rigorous methodological approach, the study
aspires to contribute empirical evidence to the field of
cybersecurity management, supporting both academia and
practice with measurable, data-driven.

3. Results

Incident Response Readiness

The analysis of the Incident Response Readiness (IRR)
revealed that organizations generally exhibit a high level of
preparedness in managing and responding to cybersecurity
incidents, respondents demonstrated strong agreement with
several key statements. The item “Our organization egularly
monitors security alerts to detect security incidents” received
the highest mean score of 4.34 (SD =0.878), reflecting an
86.8% agreement rate, indicating that most organizations
prioritize continuous threat monitoring as a critical aspect of
their cybersecurity strategy.

Similarly, high mean values were reported for other
indicators of readiness, such as “Our organization is
committed to implementing procedures to recover from
security incidents” (M =4.29, SD = 0.792; 85.8%) and “Our
organization proactively prepares for emerging 147 security
incidents” (M = 4.19, SD = 0.938; 83.8%). These scores
suggest that not only are organizations reactive in handling
incidents, but they also show strong intent to be proactive and
recovery-focused in their approaches.

Furthermore, the statement “Our organization is welll52
prepared to respond to security incidents” scored a mean of
4.17 (SD=0.911; 83.5%), while “Our organization maintains
uninterrupted incident handling capabilities 24/7” also

received high agreement (M = 4.13, SD = 1.046;82.6%).
These results emphasize that most organizations have
confidence in their continuous incident response availability
and general preparedness However, relatively lower, though
still positive, scores were reported for resilience and response
speed. The item “Our organization has the ability to stay
resilient against potential incidents in the next 12 months”
had a mean of 4.02 (SD = 0.993; 80.4%), and “Incident
response speed (from detection to full recovery) is fast and
effective” received the lowest mean score of 3.95 (SD =
0.941; 79.0%), indicating areas for potential improvement in
response timeliness and long-term sustainability.

Response Readiness Assessment

In terms of organizational support for incident response, the
most commonly reported supporting entity was the Business
Continuity Team (17.39%), followed by the CISO (12.42%)
and Crisis Management Team (10.56%). This reflects a
distributed approach to incident response, relying on various
departments. Notably, only 1.86% of respondents reported
relying on Outsourced Services, suggesting that internal
handling remains the dominant model.

Regarding staffing levels, a significant portion of
organizations have more than 10 dedicated personnel
(37.89%) or 4-10 members (32.30%) involved in incident
response, highlighting a trend toward building specialized
internal capabilities. However, 4.35% of organizations
reported having no dedicated personnel, suggesting critical
gaps in readiness for a small segment of the sample.

On the technological front, basic tools such as firewalls
(21.12%) and antivirus (11.18%) were the most widely
implemented. Advanced tools such as SIEM (6.21%), EDR
(9.32%), and SOAR (3.11%) were less commonly adopted,
indicating that while organizations have baseline protections,
fewer are leveraging advanced automated response systems.
Concerning incident response plan reviews, 32.92% of
organizations review their plans annually, and 26.71% do so
quarterly. However, 6.83% stated that their organization does
not have an IR plan at all, and 16.15% were unsure about the
frequency of updates, highlighting a concerning lack of
formal planning or communication in some cases. Regular
readiness assessments of technical teams were reported by
58.39% of respondents, while 26.09% conduct them
irregularly, and 8.70% do not assess at all. Similarly,
assessments of executive teams are performed regularly by
only 44.10%, with 11.80% of organizations not conducting
such assessments, pointing to a potential gap in leadership
readiness.

In terms of methods used to evaluate IRR, the most common
were monitoring metrics (25.47%), external audits (21.12%),
and red team activities (13.66%), suggesting a mixture of
internal and external validation strategies. However, 8.07%
reported having no assessment process at all, and 8.70% were
unsure.

When asked about confidence in their incident response
measurement processes, 80.12% of organizations were either
moderately (41.61%) or very confident (38.51%). In contrast,
16.15% were not confident, suggesting inconsistencies in
methodology and assurance across organizations:

Volume 14 Issue 10, October 2025
Fully Refereed | Open Access | Double Blind Peer Reviewed Journal
www.ijsr.net

Paper ID: SR251023094001

DOI: https://dx.doi.org/10.21275/SR251023094001 1532


http://www.ijsr.net/

International Journal of Science and Research (IJSR)
ISSN: 2319-7064
Impact Factor 2024: 7.101

Regarding metrics used to measure readiness, Mean Time to
Detection (MTTD) (19.25%) and Count of Detected
Incidents (18.01%) were most common, while advanced
metrics like Dwell Time (3.11%) and SLA adherence
(4.97%) were rarely used. Alarmingly, 7.45% reported not
using any metrics, and 16.15% were unsure—highlighting a
maturity gap in performance measurement.

Finally, when asked about investment in specialized
tools/software for readiness assessment, 40.37% of
organizations indicated they had made no such investment,
and 29.19% were unsure. Only 18.63% had invested in
specific tools, suggesting a significant opportunity for
improvement in measurement infrastructure.

4. Discussion

The results of this study provide valuable insights into the
current state of Incident Response Readiness (IRR) across
organizations. Overall, the data indicate a generally high
level of preparedness, particularly in foundational practices
such as real-time monitoring of security alerts, proactive
recovery procedures, and continuous detection capabilities.
These findings align with prior literature and theoretical
frameworks, particularly Institutional Theory, which posits
that organizations often conform to established norms and
practices to gain legitimacy and maintain competitive parity
(DiMaggio & Powell, 1983). The widespread use of standard
tools like firewalls and antivirus software, as well as
formalized roles such as CISOs and Crisis Management
Teams, reflects this normative behavior and institutional
conformity

However, despite this high baseline, notable gaps emerged in
more advanced areas of readiness. Specifically, the lower
implementation rates of tools such as SIEM, SOAR, XDR,
and Threat Intelligence Platforms suggest a lag in the
adoption of modern, integrated response solutions. This may
reflect financial, technical, or organizational constraints, but
it also suggests that some organizations are failing to keep
pace with the rapidly evolving threat landscape. From a
Game Theory perspective, this may place such organizations
at a strategic disadvantage in the cybersecurity “game,”
where adversaries adapt continuously, and response agility
becomes a key competitive factor (Akinwumi et al., 2017).
Furthermore, while many organizations reported having 4-10
or more dedicated personnel for incident response, the
irregular assessment of both technical and executive teams’
readiness is concerning. The disconnect between operational
capabilities and leadership preparedness could undermine
coordinated response efforts during actual incidents.
Executive teams play a critical role in strategic decision-
making, resource allocation, and crisis communication.
Failure to regularly assess and train these leaders reduces the
overall resilience of the organization.

This observation is consistent with previous studies (Appari
et al,, 2009; Al-Soud et al., 2024), which stress the
importance of leadership engagement in incident
management.

Equally important is the limited use of performance metrics
and specialized tools to evaluate incident response

capabilities. While some organizations use quantitative
metrics such as MTTD, MTTR, and incident resolution rates,
a considerable number either lack formal assessment
processes or are unsure about them. This highlights a
deficiency in measurement maturity and internal
communication, which directly impacts the organization’s
ability to identify weaknesses and improve continuously.

The Deterrence Theory provides a relevant lens here:
without  demonstrable and measurable readiness,
organizations lose their ability to deter attackers through the
perception of strength and preparedness (Powell, 2008).

Another noteworthy issue is the lack of investment in specific
tools/software designed for incident response readiness
assessment. The reliance on generic or no tools at all points
to a reactive rather than proactive approach to cybersecurity
management. This potentially undermines the accuracy of
preparedness assessments and limits the ability to identify
capability gaps. Moreover, uncertainty among respondents
regarding their organization's investment in such tools
reflects poor internal communication and awareness, which
may hinder effective incident response coordination.
Taken together, these findings suggest that while
organizations generally recognize the importance of incident
response readiness, there remains significant room for
strategic, technological, and procedural improvement.

Integrating advanced technologies, conducting regular cross-
functional assessments, adopting standardized metrics, and
ensuring leadership readiness will be crucial steps toward
building a robust cybersecurity posture.

5. Conclusion

This study aimed to evaluate the level of Incident Response
Readiness in organizations through a comprehensive
assessment of people, processes, and technologies involved
in managing cybersecurity incidents. The results reveal that
while many organizations have established solid
foundational capabilities—such as dedicated incident
response teams, frequent security monitoring, and formal
recovery procedures—critical shortcomings persist in
advanced readiness areas.

The findings underscore the need for organizations to move
beyond basic compliance and adopt a more strategic,
integrated, and proactive approach to incident response.
Regular assessment of both technical and executive teams,
investment in specialized tools for readiness evaluation, and
implementation of a comprehensive metrics framework are
all essential components of a mature incident response
program.

From a theoretical perspective, the results support the
applicability of Institutional Theory, Game Theory, and
Deterrence Theory in understanding organizational behavior
in cybersecurity contexts. Institutional pressures drive
baseline compliance, competitive dynamics push for strategic
investment, and perceived preparedness serves as a deterrent
to adversaries. However, for these theoretical frameworks to
be operationalized effectively, organizations must close
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existing readiness gaps and foster a culture of continuous
improvement.

Finally, enhancing Incident Response Readiness is not

merely a technical

challenge, but an organizational

imperative that requires leadership commitment, cross
functional collaboration, and a data-driven approach. Future
research may build upon these findings by exploring
longitudinal changes in IRR or by developing benchmarking
models to assess maturity across different 341 industries and
organizational sizes.
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