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Abstract: Today Cloud Computing has created a new record in user services, through which the user can access his data at any time 

and at any place, as well as access information to technology services on the basis of payment and use. Nowadays, due to the flexibility 

of cloud in every sector, all organizations are transferring their business to cloud, as well as all service providers are building new data 

centres to serve their users. Along with this, it is also necessary to give that the cost of the works and proper use of the resources can 

also be done because if the resources are empty and they are not being used, then it is mandatory to make proper arrangements for that 

too. In the presented research paper, many techniques and information have been given to improve the utilization on the basis of load 

balancing, scheduling tasks, resource management, quality of service, and workload management. Load balancing in cloud computing 

allows all data centres to be protected from overloading and under loading virtual machines, which is a challenging task in cloud 

computing. 
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1. Introduction 
 

Cloud Computing has emerged as a new technology in the 

last several years. Due to which distributed system systems 

have evolved towards large scale computing networks. 

Today, cloud computing organizations like IBM, Amazon, 

Yahoo or Google are providing cloud services to consumers 

around the world. In this new technology, the end user is not 

required to install any kind of apps, instead end - user apps 

and services are offered on demand. Today, there are various 

difficulties in achieving the real state of the cloud 

environment. Among those difficulties, load balancing is a 

major concern.  

 

In load balancing, it is defined that how to balance the load 

among different types of servers so that there is no problem 

of overload on any one server, nor there is any problem of 

under load on any one server, as well as the user can 

continue to receive services properly. Under load balancing, 

the required load is managed on various computer resources, 

computer clusters, such as servers, network links, disks, 

CPUs, etc. Load balancing provides methods to maximize 

system resource utilization, output, and device performance. 

Also, it gives us an advantage of keeping the data or files in 

a scalable and easy way and provides them convenience to 

reach the customer. This paper discusses the major 

challenges and issues of cloud computing and discusses the 

load balancing problems.  

 

2. Related Works 
 

Load balancing is a technique which is responsible for 

distributing the load over one or additional servers, networks 

or other IT resources to a number of users [6]. Load 

balancing is the main concerns and need more research. In 

this section, we have reviewed some articles that have 

significantly surveyed various challenges and issues of load 

balancing techniques or schemes under cloud computing 

environment.  

 

Authors Pawan Kumar and Rakesh Kumar [5] have 

classified load - balancing techniques into several categories. 

They have discussed advantages, disadvantages, concepts, 

and challenges with these techniques. Authors explained that 

there is a need to improve the techniques for increasing 

performance of the system in the future. They have stated 

different challenges to be addressed to improve the load 

balancing techniques for better of the system in future.  

 

K. Balajiet. al. [11] presented a study for massive research 

has been done on several load balancing approaches. Author 

differentiated various load balancing issues for developing 

algorithms that works effectively for hybrid, and agent based 

load balancing techniques.  

 

Shalini Joshi et. al [9] presented an overview of cloud 

computing, cloud computing architecture, virtualization, 

load balancing and some challenges related to balancing 

load in cloud computing. They also described major 

challenges occurs when researchers develop any load 

balancing algorithm for cloud environment, they also 

explained how these issues affected the performance of load 

balancing task.  

Authors Ghomi et al. (2017), has discussed various issues 

and challenges in existing load - balancing techniques along 

with future directions.  

 

Milani and Jafari (2016) has reviewed different load 

balancing techniques and also explained the classification of 

these techniques into dynamic and hybrid approach. They 

also described the behaviour of these techniques based on 

different parameters, along with their advantages, 

disadvantages, and challenges. Authors have explained 

several issues with these algorithms to develop more 
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efficient algorithms to make load - balancing techniques 

more effective.  

 

Almubaddel et. al. [13]Have done a careful review of the 

terms of service or contracts, various issues &challenges of 

the load balancing scheme for cloud computing 

environment. The authors Singh et. al. [22] had stated and 

described various issues related to task scheduling in the 

cloud and presented a comparative analysis for both 

dependent and independent tasks based on the meta - 

heuristic approach. They also proposed some better 

approach to develop efficient load balancing algorithms.  

 

Load Balancing Technique 

Its objective is to provide continuous service in case of 

failure of any service’s component by provisioning and de - 

provisioning the application instances along with proper 

utilization of resources. Load balancing (LB) is an approach 

to divide the coming traffic between available servers to 

handle the requests [10].  

 

The load can be of any type like network load, memory load, 

CPU load and delay load etc. It is very important to share 

work load across multiple nodes of system for better 

performance and increasing resources utilization. In cloud 

computing environment, various types of algorithms are 

present that enable load traffic among accessible servers [3]. 

To balance the entire load, various load balancing 

algorithms has been designed. We can categorise load 

balancing algorithms in two ways: A. Static Load Balancing 

B. Dynamic Load Balancing.  

 
Figure 1: Load balancing 

 

[A] Static Load Balancing (SLB) –static load balancing 

technique distribute the incoming user traffic equally to all 

available servers using the specific algorithms, these 

algorithm has prior knowledge of each resources and servers 

state. This load balancing technique is suitable for such 

places where there is little fluctuation of incoming user 

traffic. One of the biggest problems in this type of method is 

that the load allocated to a server cannot be transferred to 

another server when required.  

 

Examples of static load balancing algorithms are: 1. Round 

robin, 2. Weighted round robin, 3. Source IP hash, 4. URL 

hash, 5. Randomized algorithm.  

 
Figure 2: Static load balancing 

 

[B] Dynamic Load Balancing (DLB) – Dynamic load 

balancing technique divide the incoming users traffic is 

dynamically between servers. It does not require prior in - 

depth knowledge of system resources. This technique is 

designed for systems with high fluctuations of incoming 

load. If required, allocated load of any server can be 

reallocated between servers to reduce resource 

underutilization [14].  

 

There are several dynamic load balancing algorithms exists 

these are: 1. Least connection method, 2. Weighted least 

connections method, 3. Least response time method.  

 

. 

Figure 3: Dynamic load balancing 

 

Major Goals of Load Balancing: The main purpose of load 

balancing scheme is to speed up applications with different 

resources and reduce response time. Some major goals of 

load balancing technique for cloud computing environment 

are given bellow [12].  

 

1) Providing system stability and scalability.  

2) Increase efficiency of the services on demand.  

3) Improve the performance and efficiency with fault 

tolerant system.  

4) Enhance user satisfaction with virtualization approach.  

5) Having a backup plan for systems that fail.  

6) Increase the resource utilization ratio.  

7) Minimizing the job execution time and waiting time in 

queue 

8) Maximize the overall system performance.  
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Load Balancing Model:  

The Cloud technology works on the principle of providing 

accessibility to a group of resources i. e. physical servers, 

Virtual servers, memory and networks to its users as and 

when required. To manage the user requests effectively, a 

quality load balancing algorithm needs to assign the jobs to 

respective VM's depending on Quality of Service (QoS) 

requirements. A model and work flow of the load balancing 

are laid out below in fig.4.  

 

In this model, many requests are received from different user 

bases for the services of cloud service providers. When the 

cloud detects a user request from a user base, the cloud 

broker first examines and analyzes the resources, cost, and 

performance demanded by that request. After resource 

analysis, the service broker transfers that request to the 

selected data center, Where the Data Center controller 

(DCC) accepts that request for further process. Data center 

controller sends all requests to available load balancers on 

available servers. After that, each load balancer distributes 

all the requests received to virtual machines with the help of 

a certain load balancing algorithm based on VM availability. 

In the user request distribution process, it is determined that 

which request will be processed or executed by which 

Virtual Machine (VM). Through the load balancer, all 

incoming user requests are transferred to the virtual machine 

under a certain policy for execution.  

 

 
Figure 4: Load balancing model 

 

During this process, the load balancer maintains a state 

table, in which the state of all available and allocated virtual 

machines is maintained and load balancer updates the status 

table from time to time based on availability and allocation. 

During request distribution or VM allocation, if any VM is 

not available, then the load balancer stores all the received 

requests separately in a queue, and stores it until the 

requested resource is not available. Once a VM finishes the 

execution of a request, then the load balancer allocate that 

available VM to another requests. During the whole process, 

it is the responsibility of the load balancer, that no VM is 

neither over - loaded nor under loaded.  

 

3. Major Challenges & Issues of Load 

Balancing Scheme 
 

Cloud Computing technology is emerging as the most 

targeted research area. In that particular field, load balancing 

is appearing as one of the major challenging high - end 

concern from the researchers. Following are some load 

balancing challenges and issues that are mentioned below:  

 

a) Heterogeneity of Computing Nodes: Since cloud 

computing environment deal with the heterogeneity of 

virtual nodes for computing resources, many researchers 

developed load balancing algorithms for heterogeneous 

nodes in cloud computing to achieve better 

performance. In present scenario it is needed that new 

algorithms are to be developed that full fill re 

requirement of heterogamous systems for carrying out 

the user requested operation very efficiently.  

b) Single Point of Failure: In cloud computing 

environment, load balancing process is controlled by a 

single central system or virtual machine. Dynamic load 

balancing task is completely monitored by this central 

virtual machine. In the case when central master virtual 

machine gets crashed, the whole process gets affected. 

Hence there is a need of such load balancing algorithms 

so that if central server fails it does not affect all 

commuting resources.  

c) Virtual Machine Migration: Any physical server have 

more than one virtual machines installed or configured 

on it. These single virtual machines (VM) act as a 

separate individual working system. If in a case where 

any physical servers gets overloaded during the load 

balancing then some virtual machines installed in it, 

needed to be migrated or transferred from one machine 

to another dynamically. Dynamic load balancing 

algorithm development for such case is a very 

challenging task to be addressed. Any dynamic load 

balancing technique should have the ability to handle 

such virtual machine (VM) migration issue.  

d) Algorithm Complexity: Any algorithm which has more 

complexity, it has provide lesser performance and 

efficiency for load balancing approached in cloud 

computing. So any load balancing algorithms should be 

always less complex (simple) and easy to implement to 

get better performance of overall system.  
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Figure 5: Major Challenges and issues of cloud load 

balancing 

 

a) Load Balancer Scalability: Scalability is a major 

concerning issue in workload management task done by 

any load balancer. Any user wants to access required 

resources efficiently from any location and in any time 

demand to facilitate the system work effectively. So 

today, it is demand of such dynamic algorithms used by 

load balancers that provide more scalability.  

b) Energy Management: Any physical server with many 

virtual machines (VMs) installed on it, consumes 

massive source of energy. So researchers are expected 

to develop such dynamic algorithms that deal withserver 

energy consumption issues during load distribution 

process. Energy saving is a key point of all dynamic 

algorithm used to deal with load balancing in cloud 

computing.  

 

4. Conclusion and Future Work  
 

This research paper is focused on cloud computing problems 

and its major challenges. Cloud computing is state - of - the 

- art computer technology which delivers customer support 

at all times. Load Balancing is one of the biggest problems 

with Cloud Computing, as overloading a device will lead to 

terrible results that could create technology obsolete. So 

there is always a need for an effective Load Balancing 

algorithm for efficient use of resources. In this study we 

have reviewed several massive researches has been done 

related to load balancing scheme in cloud computing. This 

paper explains about some major challenges and issues 

facing by load balancing management for cloud servers. 

Since cloud computing technology is a new field of research 

and load balancing is a major concern under this technology, 

lots of research works are being supposed to carry out for 

developing out good quality algorithms and techniques. 

Definitely this work will be very helpful for the researches 

to solve the various discussed challenges and issues of load 

balancing in cloud environment.  
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