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Abstract: The use of Artificial Intelligence (Al) in smart home technology has been on the rise in recent years. One such application is
the smart doorbell system, which uses Al to enhance security and convenience for house owners. In this paper, we explore the
functionality of smart doorbell systems, their architecture, and the role of Al in enabling the automation and enhancement of various
features. We analyse the benefits of Al-powered smart doorbell systems in providing a more personalized experience to users, enhancing
security measures, and providing convenience in daily life. We also discuss the challenges and limitations faced by the implementation
of Al in smart doorbell systems and suggest good solutions to overcome them. The smart doorbell system is a modern security system
that provides house owners with better security and convenience. With the help of Al it improves the overall functionality of the system.
Al is a rapidly developing technology that has the potential to change various industries, including home security. In this paper, we will
explain all the possibilities of smart doorbell system for the betterment of it and to enhance it’s usage. There are few equipment that are
included in all kinds of smart door bell system like a microphone, a camera, a speaker and maybe a motion detection sensor these all
equipment’s are integrated together to give a better and convenient home security for the house owners. This paper aims to provide an
overview of smart doorbell system including their features, pros and cons and some suggestion for future aspects after reading

reference papers.
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1. Introduction

The term artificial intelligence was first coined decades ago
in the year 1956 by John McCarty at the Dartmouth
conference. He defined artificial intelligence as the science
and engineering of making intelligent machines. Artificial
intelligence is basically a method of making a computer or a
software think like the human mind. It is composed of two
words (Artificial -man made) and (Intelligence — thinking
power). In other words we can say that Artificial is non-
natural and Intelligence is basically ability to understand,
think and learn. It is a branch of computer science by which
we can create intelligent machine which can behave like a
human and think like humans and able to make decisions. It
is a study of how the human brain thinks, learns, decides and
work, when it tries to solve problems. In simple terms,
Acrtificial intelligence refers to the ability of machines or
computer programs to carry out certain tasks that require
human being to use their intelligence. There are various uses
or applications of artificial intelligence — Healthcare,
finance, manufacturing, transportation, gaming, data
security, social media, entertainment, agriculture, robotics,
education etc. Al is not restricted to only machine learning
and deep learning it covers a vast domain of fields including
natural language processing, object detection, computer
vision, robotics expert system and so on. There are also three
types of artificial intelligence which are — Artificial Narrow
Intelligence, Artificial General Intelligence and Artificial
Super Intelligence. In Artificial Intelligence user does not
need to pre program a machine to do some work. User have
to create a machine with programmed algorithm which can
work with own intelligence. There are various advantages of
Al such as high accuracy with less errors, high speed, high
reliability, useful for risky areas, digital assistant, useful as
public utility and various disadvantages of artificial
intelligence are high cost, can not think out of box, no

feeling and emotions , increase dependency on machines, no
original creativity.

Smart doorbell system :-IOT (Internet of Things) become
very important in today’s technology and it has multiple
uses when it comes to our homes. Smart door bell system is
one of them. Smart doorbells are similar to security or
servillance cameras but they have a button that visitors can
press to get your attention. It is connected to wi-fi network
and integrated on your mobile. Smart doorbell can capture
the visitor at the door and then transfer that information to
the cloud or any storage devices. Smart doorbell are based
on different methods or smart survellience such as image ,
audio and video etc. Basically the purpose of smart doorbell
system is to make home or office or any area security. It is
used for security specially for children and old people. When
someone presses the doorbell , an SMS will be sent to the
registered mobile number and then the response in the form
of SMS displayed on the screen beside the door so the
visitor can read the SMS and act accordingly or the doorbell
make a video call to the registered number. It provides
security such as it monitors your maintenance 24*7, Infrared
LEDs allow you to view and record footage even in dim
lighting .It also supports full HD resolution for recording
and viewing. There are two types of smart doorbells -wired
and wireless. A wired link connects doorbell to your home
through wires and a wireless doorbell link to the wi-fi
network. Various smart doorbells have various functions
such as image based smart doorbell works on images instead
of videos which gives high level of reliability and safety. A
smart doorbell using federated learning model is used to
reduce the object detection latency. Dashbell is another kind
of smart doorbell which involves fast fault detection and
diagnosis.

A diagram showing the working of regular smart
doorbell system using SMS system
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Multilayer of security
specially for children and
elder people.

The aim is to provide a door entry
system based on SMS that gives the
flexibility of remote access control while
ensuring security. The command to open
the door is known only to the host. This
adds another layer of security.

People do not get aware or
alert when someone is at
their door so this system will
alert people inside home.

Whenever the system detects an object,
it alerts the user with an alarm and also
by sending an e-mail with the image of
the object as attachment to the mail. As
future work, we have plans to identify
the object too with some training data
given to the system so that the system
itself can identify the object before
sending the alert.

To ensure safety, the owner
will keep the door locked at
the time. Often, when
leaving the house in a hurry,
the owner forgets to lock the
door or may not be aware
that the door is locked.

With the WiFi Door Lock with ESP32
CAM, you'll be able to monitor the
status of your door, control it, and

enhance home security using Internet of
Things (loT) technology.

Double security with the
help of OTP.

This system can also be reconfigured to
detect the intruder who are not pressing
the doorbell, whose face get captured
and follows the same authorization
process to know the intruder who tries to
open the door. Which can be very useful
to monitor the home remotely.

A system with the ability to
detect and recognize faces
has many potential
outcomes not just in
crowded places but in home
security systems as well.
One such application of
automating the household
doorbell can not only solve
the security issues but also
offer extra flexibility to
smart house control by
recognizing the person at
doorstep and announcing the
name.

This work is aimed to build a complete
system for face recognition which is
easy, low-power and cost-effective. Its
utility is to be set as an alert for home
visitors and provide information about
the visitors for the persons with
disabilities
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Recognition

How will people inside or
outside home will recognize
who is at the door?

Our proposed system will be helpful for
those who aren’t at home most of the
times and need to keep track on visitors.
Its utility is to be set as an alert for home
visitors and provide information about
the visitors in a dynamic website and
phone application.

Pros of having a Smart Doorbell System

There are many benefits of having a smart doorbell system it
will have the ability to see the real-time pictures of the
person or intruders approaching at the door and can
communicate with them regardless of one’s location. It is
also very beneficial for people with physical disability or
older people at home who can monitor the door to lock or
unlock with their phones without changing positions.

If the house owner is not available at home then a video
doorbell system allows us to have a two way communication
with the outsider without opening the gate. They can
remotely communicate via smart phone and the visitor won’t

even know it. This intercom-style feature comes in handy
when you’re working, out of town, or if you’re out for a jog
around the block. Thieves often target homes that look
empty. Therefore, answering when someone rings the
doorbell—especially when you’re not home—gives a
potential burglar the impression that you’re talking from
inside the house.

When the footage from cameras saved on cloud storage, it
mitigates the risk of anyone damaging the camera. Even if
they succeed in destroying the camera of smart doorbell, it
won't affect the footage as that is stored somewhere safe ,
that means we will get the footage at any cost, and if we
want to see what happened at the door at any time , we can
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download the footage directly from the cloud and share it
with anyone when needed.

At night it may happen that we cannot recognize people
standing at our gate or door, but we for surely need a clear
picture of the person before letting them inside the house.
DFS smart doorbell will help to see a clear picture before
opening the door. In that DFS doorbell night vision is
activated at night or when it is dark.

Consequences of having a Smart Doorbell System

We all know every technologies comes with cons and pros,
so does smart doorbell system. Despite of all the others
advantages or benefits there are few drawbacks like the main
drawback is an internet connection, the smart doorbell
system needs a good internet connection to work properly
with application running on the mobile phone and there can
be some systems which may be vulnerable to hacking or
other security breaches, and people might also feel very
intrusive and inappropriate with the constant notification on
their phones.

All the smart doorbell systems will not be compatible with
all types of doors, some people have older homes and they
have to pay more amount for all the installation process.

Another drawback is what is the system does not work
properly in different weather conditions like heavy rain or
extreme cold. It also has very high energy consumptions.

Another challenge is the reliability of the system. The
system relies on deep learning algorithms, which can be
affected by environmental factors, such as lighting and
weather conditions. It is important to ensure that the system
is tested under various conditions to ensure its reliability.

Future aspects that can be evolved in upcoming time:-

Few aspect can be integrated with the evolving/ developing
Technologies like database or the smart doorbell system will
be allowed to identify few people itself like family members,
friends, and few other people who visits daily and opens the
door automatically. Owner can modify the database
according to their need for safety purpose, captured image
will be saved in database for knowledge of owner to see the
date as well as time while person is pressing the doorbell.

Another major aspect to increase the security of the house is
that it can be integrated with an OTP system so that it will
be more secure for the house.For example if there are
children at home and they press the door button to open the
gate without knowing who is at the gate then this OPT
system comes in handy there. Where only the elders of the
house will have the access to the OTP system.

Integrated Ai smart doorbell system embedded with senor
can be a great idea too, where this sensor can help and detect
the temperature, humidity and air quality inside the house
and control them at normal level or give alerts notification.

3. Conclusion

Smart doorbell systems using Al technology have enhanced
the functionalities and capabilities of these devices, making

them more intelligent and efficient. The use of Al algorithms
such as NLP and ML has made it possible to control the
smart doorbell system using voice commands and learn from
homeowner preferences. It is very good and innovative
technology to install smart doorbell system, however it has
some drawbacks but with the evolution in technology, it can
also be evolve and become more advanced doorbell system
in future and can be a good security system to invest money
in order to keep the house safe and secure.
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