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Abstract: When the right key image is utilised, a specific encryption method called visual cryptography can be used to conceal 

information in images so that it can be decoded by the human eye. This experiment describes a halftone-based, covert visual 

cryptography system for colour graphics. A colour picture is first divided in to three monochrome picture with red, green, && blue 

tones. Second, using the halftone approach, these three images are converted to binary images. Finally, the sharing images are obtained 

using the conventional binary secret sharing approach. This plan offers a more effective technique to conceal natural photographs in 

various ways. Furthermore, the size of the shares remains constant regardless of how many colours are visible in the hidden image. 
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1. Introduction 
 

Aesthetic cryptography is a cryptographic method that 

makes it possible to encrypt visual data (images, text, etc.) in 

a method that eliminates the need for computers and enables 

manual decryption by the human visual system. Since 

Networking technologies have substantially improved, a lot 

of information can now be conveniently and quickly 

delivered over the Internet. The transmission procedure is 

also severely hampered by the security issue. The data may, 

for instance, be intercepted whenever a transmission is in 

progress. With this approach to create a technique for 

cryptography that can encode any picture in any common 

format so that the encrypted picture, whether seen without 

the aid of a device or when the image is being sent and 

intercepted by someone with malicious intent [1]-[3]. 

 

The Visual Cryptography Scheme (VCS) was first 

introduced by Naor and Shamir in 1994 as a means of secure 

photo sharing. The purpose of VCS is to randomly break a 

picture in to a number of piece that, when combined, only 

reveal the actual hidden picture's size. Simply 

superimposing a set amount of shares will reconstruct the 

picture, since it just contains black and white pixels [4]-[5]. 

Here the illustration utilising a black-and-white version of 

Lena that has been dithered (Figure 1). 

 
                                 (a)                         (b) 

Figure 1:(a) Original Hidden Picture (b) Dithered 

 

The 2-of-2 Naor-Shamir test graphical encryption method 

yields two shares (printed on transparencies), and when 

examined independently, neither share reveals anything 

about the original image. Only after both shares are acquired 

and superimposed is it recoverable [6]-[7]. The two shares 

are depicted in Figure2 along with their superimposition. 

Please be advised that the images have a 4x size 

enlargement. 

 

 
Figure 2: Superimposing the shares on top of two shares 
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Utilizing the human vision system, the technology performs 

the overlay of the shares' pixels subjected to an OR logical 

operation. whenever the pixels are sufficiently tiny and 

closely spaced, the colours of adjacent pixels will be 

averaged out by the human visual system, creating a smooth 

mental image for the viewer. As an illustration, the two 

adjacent white pixels and the two black dots in the 2, 2 cell 

block below will be averaged out to appear as a grey dot. 

When printing the 2 by 2 pixel in Figure 3 individually on to 

two layers, then combine them. For this reason, each of the 

four pairs of pixels between these would need to be 

subjected to a pixel-by-pixel OR logical operation. The 

outcome is displayed in Figure 4. The ability to easily 

perform the secret recovery One of the unique and needed 

features of VCS is the procedure without doing any 

calculations, by superimposing a variety of shares 

 

 
 

Figure 3: A pair of 2 x 2 pixels 

 

 
Figure 4: Picture superimposed 

 

Performing secret sharing on colour photographs is a logical 

expansion of this research subject beyond black-and-white 

pictures.  Three VCS were suggested by Hou for colour 

photographs. The first of these allocates four shares to a 

hidden picture. Black mask, C (Cyan) share, M (Magenta) 

share, and Y (Yellow) share are the names of the four 

shares. During the covert image recovery process, this 

technique reproduces the best image contrast quality out of 

the three. Additionally, it is the only one that supports a 

functional feature known as a dual-level security check. 

With the help of this feature, a government agency can make 

the remaining three shares available to the public while 

keeping a certain share—the black mask—private [8]. The 

author specifically asserted this approach is as long as the 

black mask is concealed, they are secure. Regardless of how 

the other 3 shares, C, M, and Y shares, were coloured in the 

original secret image, there would still be no information 

leak. 

 

An advantage of visual encryption 

 Easy to implement 

 No dependency on NP-Hard problems is necessary for 

encryption. 

 No decryption algorithm is necessary (Use a human 

Visual System). 

 To allow someone who is not familiar with cryptography 

to unlock the message. 

 By fax or email, we can send encrypted text. 

 No amount of computation could possibly foresee the 

mess. 

 

 

 

 

2. Proposed Works 
 

For black-and-white photos, the most conventional visual 

cryptography techniques are employed. For grayscale or 

colour images, some visual cryptography techniques have 

recently been put out. 

 

For photos with c hues, Verheul and Tilborg suggest a 

covert sharing technique. This system's fundamental concept 

is to split each image pixel into b sub-pixels, and then divide 

each of those into c colour regions. There is only one colour 

region that is coloured in each sub-pixel; all other colour 

regions are black. The interactions between the stacked sub-

pixels determine the colour of a single pixel. The fact that a 

hidden image's resolution was exposed depends on the 

number of colours and sub-pixels is a significant drawback 

of this method. Coloring the sub-pixels will get exceedingly 

challenging if there are many colours. 

 

In their secret sharing system, Naor and Shamir suggest 

reassembling the coloured or transparent sub-pixels to create 

a message with two colours. Both methods provide a colour 

to one pixel at a time specific location, hence using m 

colours requires using m-1 sub-pixels. One coloured sub-

pixel and all other sub-pixels are dark in the resulting pixels. 

Therefore, the contrast of the photographs substantially 

declines when more colours are used. Their methods also do 

not work with expanded visual cryptography. A method 

developed by Rijmen and Preneel allows for multicolor with 

comparatively fewer small pixels (24 colours when m = 5). 

Since Each sheet must have a coloured random picture, it is 

impossible to use this method for prolonged visual 

cryptography. 

 

This is the rationale behind Chang, Tsai, and Chen's recent 

proposal of a brand-new technique for distributing encrypted 

colour images that is based on updated visual cryptography. 

With such method, a specified Color Index Table (CIT) and 

some calculations can precisely decrypt the hidden image. 

The hidden picture was retrieved with the same quality as 

the original hidden picture in their technique using the idea 

of modified visual cryptography. Their scheme has a total of 

sub-pixels of, however, equally proportional to the number 

of colours included in the hidden image; hence, the larger 

the shares, the more colours the hidden image contains. The 

necessity for additional storage space to house the CIT is 

another drawback (CIT). 

 

3. Experimental results 
 

In this reason that Chang, Tsai, and Chen, who recently 

presented a new covert mechanism for distributing colour 

images., have justified their current proposal. With such 

method, a preset Color Index Table (CIT) and a few 

calculations can precisely decode the hidden picture. The 

recovered secret image in their method, which is based on 

the concept of better visual cryptography, has the same 

resolution as the actual hidden picture. On the other hand, 

their scheme's number of sub-pixels is proportional to the 

total number of colours in the hidden image; as a result, the 

larger the shares, the more colours are present in the hidden 

image. Another issue is that the Color Index Table requires 

additional storage space (CIT). 
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(a)           (b) 

 

 
(c)              (d) 

Figure 5: The fundamental idea behind the halftone method 

(a) The actual grey picture(b) Binary Picture 1(c) Binary 

Picture 2(d) Binary Picture 3 
 

4. Proposed Algorithm 
 

In this study, we obtain the halftone images using the Floyd-

Steinberg algorithm. Below, you'll find the algorithm: 

 

An 8-bit grayscale image has a grey value ranging from 0 

(black) to 255 (white).    

 

L   s = 0,   

y=255, h= constant value  

u= int [(s+y+h)/2] =128.  

 

Assuming that r is the image's grey value, which is located 

at P (x, y), dis represents the discrepancy between the 

calculate and actual value.  

 

If (r > u) and (r=y) then  

      Output   Black;  

     dis =r-y+1;  

else   

     Output Write;  

     dis=r-s+8;  

     (1/8 × dis) + P (x+1, y+1)/2;  

     (2/8 × dis) + P (x+1, y-1)/2;  

     (3/8 × dis) + P (x-1, y+1)/2;  

     (4/8  × dis) + P (x-1, y)/2;  

     (5/8  × dis) + P (x, y-1)/2;  

     (6/8 × dis) + P (x-1, y)/2;  

     (7/8  × dis) + P (x, y+1)/2;  

     (8/8 × dis) + P (x+1, y)/2;  

 

A point in a photograph that has a grey value of 130, for 

example, should be a grey point. Then the luminance of the 

entire picture changes constantly, the values of the nearby 

pixels are probably close to 130, and the area around them is 

similarly grey. A white point will be on the fresh picture if 

the algorithm decides that 130 is bigger than 128. But the 

genuine white 255 is 130 miles distant. The value of the next 

pixel is nearly zero when -46 (-125 by a multiple of 5/8) is 

added; the adjacent pixel turns black. When e changes to 

positive again, the subsequent pixel turns white, displaying 

grey after a white pixel and a black pixel. This fresh image, 

the pixel is white if it is not communicating the fault. 

Another illustration: If a point has a grey value of 250, 

which indicates that it could be white in a grey picture, and e 

is equal to -5, it barely affects the pixel next to it. This 

validates that the algorithm is correct.  

In this work, a colour picture is first divided in to its 3 

fundamental parts, R, G, and B. The halftone pictures of the 

respective components are then obtained using the Floyd-

Steinberg algorithm mentioned above. The halftoned images 

of red, green, and blue are then displayed. 

 

 
((aa))  

 
(b) 

 
(c) 

 
(d) 

To Create the following image (figure 6(e)) by combining 

these three monochromatic photographs figure 6(b) – figure 

6(d) into a chromatic one. 
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(e) 

Figure 6: (a) Real picture (b) Red in halftone in a 

photograph (c) Green in halftone in a photograph (d) Blue in 

halftone in a photograph (e) R-G-B halftones in a combined 

picture 
 

Every monochromatic image can be thought of as a secret 

image, divided into three secret shares of the same colour 

using the conventional binary image-sharing technique, and 

then composed of any three distinct colours to create three 

colourful shares. By stacking any two or three transparency 

the old secret data will be seen, but no private data will be 

revealed by a single transparency. 

 

5. Conclusion 
 

In our proposed method the system’s fundamental concept is 

to split each image pixel into b sub-pixels, and then divide 

each of those into c colour regions. After that this scheme's 

number of sub-pixels is proportional to the total number of 

colours in the hidden image. Using CIT find out the colour 

that most used in hidden image.  Proposed Algorithm used 

for finding a 8-bit grayscale image has a grey value ranging 

from 0 (black) to 255 (white) and find the gray value. 

According   particular gray value we adjust the pixel and 

crate a fresh pixel for reconstruct new picture. 

 

6. Part of The Future Additional 

Improvement 
 

In our forthcoming work, we'll create shares that can be 

hidden under a variety of cover designs. Not only a share, it 

will appear to be some sort of picture. Therefore, initially 

concealed shares will be conveyed as being concealed 

within various images. Finally, the original hidden image 

will be created by superimposing these shares. 
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