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Abstract: Digital signature scheme is a fundamental cryptographic mechanism which allows one to sign an electronic message and
later the produced signature can be verified by the owner of the message. This paper presents a variant of EIGamal digital signature
scheme and discusses the security aspects of the proposed digital signature scheme. The security of the proposed digital scheme is based
on the difficult problem of computing discrete logarithms over finite fields (e.g. DSA, Schnorr and ElGamal ).
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1. Introduction

In general, a hand-written signature or a seal is attached to a

document to indicate the owner’s identity. As we move to the
world where our decisions and agreements are
communicated electronically, we need to develop
cryptographic procedures. Public key cryptography (PKC)
provides mathematical schemes for such procedures through
digital signature scheme. A digital signature scheme is the
most important cryptographic mechanism in PKC.

In order to prove the authenticity of transmitted electronic

messages, the digital signature is often implemented. The

digital signature schemes ensure the integrity of data and

prove the authenticity of the users. Because of vital needs,

many digital signature schemes [1], [3]-[8] have been

proposed. A digital signature schemes consists of the

following:

o A signature generation algorithm, which is a mathematical
mechanism to produce a digital signature.

o A signature verification algorithm, which is a method for
verifying a digital signature.

There are two general modes of digital signature schemes:
appendix mode and message recovery mode.

A digital signature scheme with appendix depends upon
cryptographic hash function and requires the original
message as input at the time of verification process. DSA,
ElGamal [7] and Schnorr signature scheme[6] are digital
signature schemes with appendix mode.

In message recovery mode the signed message is recovered
by the user from the received signature i.e., original message
is not required at the time of verification process. The RSA,
Nyberg Ruppel[4] and Rabin are digital signature schemes
with message recovery.

This paper presents a digital signature scheme with appendix
which is a variant of well-known ElGamal digital signature
scheme.

2. ElGamal Digital Signature Scheme

The ElGamal signature scheme is a signature scheme whose
security is based on solving difficult discrete logarithm
problem. This scheme allow a receiver to verify the
authenticity of a message sent by a signer over an insecure
channel.[7]

2.1 System parameter

o All users of the signature scheme agree on Group G of
prime order (p-1) with generator g in which the discrete
log problem is assumed to be difficult.

e AIll user agree on cryptographic

h: {0} »Z,

hash function

2.2 Key Generation by signer

e Choose a secret key x with 1<x<p-1.
e Compute y=g*“mod p

e Publickeyis (p,qg,Y).

e Secret key is x.

2.3 Signature Scheme

A signer performs following steps to sign a message m.
e Choose a random k such that 1<k<p-1,

gcd(k, p-1).
e Compute r = g* mod p
o Compute s ={h(m)—xr}k " mod(p—1)
Then(r,s)) is the digital signature on message m.

2.4 Verification

The signature (r,s) is verified as follows
e O<r<pandl<s<p-1
e g"™ =vy"r*mod p
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2.5 Signature Validation

k{h(m)—xr}k*

e Computey".r’ =g*.g =g"™. It

the validity of signature scheme.

implies

3. Proposed Digital Signature Scheme
3.1 System parameter

e All users of the signature scheme agree on Group G of
prime order g with generator g in which the discrete log
problem is assumed to be difficult.

o All user agree on cryptographic hash

hi{03 -2,

function

3.2 Signature generation by signer

Choose p,q such that p =1mod q

Pick a random generators g e Z; and k e Z; such that
g% =1mod p

Compute r = g*“ mod p

Compute vV =h(r || m), where || denotes concatenation
and is represented as a bit string.

Compute s ={h(m)} {k — xv}mod q

(r,s) is the digital signature on message m.

3.3 Verification by verifier

The signature (r,s) is verified as follows
o If y'g*"™ =rmod p then signature is verified.

3.4 Validation of signature scheme

o Compute s ={h(m)} {k — xv}+tq
e LHS.=y'g™"™
_ gxv.g[h(m)’l{k—xvytq]h(m) mod p

=g".g“™" mod p
=g*.g"mod p
=g“mod p

=r=RH.S.
It implies the validity of signature scheme.

4. Security

Security aspect covered by above signature scheme as

follows:

e A third party can forge the signature by finding the
signer’s private key X. But it is equivalent to solving
discrete logarithm problem, which is believed to be very
difficult.

e By finding collisions in the hash function
h(m) =h(M)mod qwhich is also supposed to be
difficult.

5. Conclusion

This paper proposed a variant of EIGamal digital signature
scheme whose security is also based on finding discrete
logarithm over finite field. Hence security level of this
scheme is similar to other discrete logarithm based schemes
like EIGamal and DSA.

6. Future Research

To develop a Digital Signature Scheme , in which security is
based on both the solving problem of factoring integer(RSA)
and problem finding discrete logarithm over finite fields.
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