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Abstract: Staggeringly leveraged, glacially rising interest rates, seemingly unintended consequences of central bank actions, a rolling list of
systemic bank failures, an imploding crypto ecosystem, all warranting a newfound respect for all things risk. Meanwhile, 41’s rampant success
in other industries and banks’ hitherto slow embrace of both FinTech and Al-based solutions appear tragically at odds. First, a detailed look
at how banks leveraged Al to augment risk control-a rapidly rewritten regulation cast in stone, which led to the founding of the BCBS and the
international standardization of risk management—a focus on huge credit risks and a general decline of market risks. Some banks went
completely broke and led case-by-notable-case changes to regulation and practice. A second, stylized, glance with a broader scope ranging
from LiDAR for portfolio management to support for decision-making on capital and orbiting instead of honed in on a fully different race
imbued by open science, by some un{{N}} ovated datathons. Finally, with knowledge assembled from peers and failed portrayed examples of
plausible new unresolved coding errors for regulators’ analyses, Supervisory Al or SA on a par sphere aimed entirely at outside insurmountable
errors while organ assumed by some design (Un)Financially Safe Pillars—besides T-model prediction Model/Atomic/CBM, ad-
length/entailed/ID-ed and refund to avoid per fall.
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1. Introduction

AML and fraud
detection

The introduction of artificial intelligence (Al) provides

e . ; ) . . . Robo-advice 4
enhanced opportunities for financial innovation in banking, . ENCY Chatbot
while concurrently promoting various forms of risk compliance °%:
in the financial services industry. Banks can dare to dream to K
leverage big data analytics and machine learning with Al for
improving the understanding and customer engagement
mechanisms to drive new financial products and services. This o

also facilitates the transition from a one-off product sale and
purchase paradigm to a long-term relationship with sustainable
product use experience built upon the crowdsourced
information on customer experience in the form of text, picture,
video and audio reviews. The Al-enabled expanded
understanding of customer segments would ensure a better
assessment of customers’ risk appetites, offering proactive
management of existing service portfolios for further
derivatives and also cross and up-selling financial products.

Algorithmic trading

Figure 1: Role of Artificial Intelligence in the Financial
Sector

1.1. Background and Significance

Risk management will be reinvigorated by Al analytics on real
time observation of multifaceted profiles of customers. Fraud
detection mechanisms will be displayed such elaborate
customer behavioural portraits that any aberration with initiated
case alert will be immediately activated.

On the other side of the aisle, driven by extensive recent
regulatory reforms and enhanced public awareness of
misconducts, compliance assurance has drawn a comprehensive
attention from stakeholders in the whole financial services
industry.

The proliferation of big data, the growth of the internet of
things, and the untapped value of unstructured data have
triggered a new wave of research interests in banking.
Algorithmic trading, data mining of market information, risk
management, media analysis, customer business development,
fraud detection, and trading strategy analysis are rising areas of
active research and commercial applications. Within this
context, a niche research topic of great significance is data-
driven risk compliance in banking. The ubiquitous data
generation in the banking workplace, together with the fast
expense on data collection and storage, have increasingly made
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unstructured information a primary source for risk compliance.
However, how to effectively capture, quantify, leverage, and
fuse the complex yet highly informative unstructured textual
and visual data in financial risk compliance is posing grand new
challenges for both academia and industry.

Risk compliance refers to verification and assurance that
corresponding entities are conforming to the regulations and
rules. Stakeholders include regulatory authorities, the banking
institution, the customers and the taxpayers. Regulatory
technology, often abbreviated to regtech, is described as a set of
technologies for more efficiently and effectively managing
regulatory  compliance and  reporting  requirements.
Commercially available regtech products and tools include, but
are not limited to, client onboarding and anti-money laundering,
transaction reporting and trade reconciliation, fraud detection
and data safety, risk taxonomy and stress testing. With the rise
of the sixth generation of communication networks, the
development of artificial intelligence technologies, and the
belief that recent unprecedented extreme events will become its
new norm, banking is facing yet new challenges for risk
compliance.

Equ: 1 Risk Compliance Efficiency (RCE) Model
f (AImonimring-_- AIHII{JIIII'}.'}" , R-egTECh)

Compliance Time + Manual Errors

RCE =

* Al_monitoring: Automated transaction surveillance systems

* Al_anomaly: Al-driven anomaly detection

* RegTech: Regulatory technology integration

* Compliance Time: Time taken to fulfill compliance requirements

* Manual Errors: Errors due to human compliance checks

2. Understanding Risk Compliance in Banking

Compliance plays a key role within the banking system,
establishing a framework that protects the bank and its
stakeholders from undue risks. Risk compliance adopts distinct
approaches to managing both risks and compliance controls.
There are different types of risk compliance, such as risk
compliance measuring the effectiveness of compliance
programs based on modelling detection risk and securing the
compliance in anti-money laundering operations considering
the challenges from outside and inside the society. Moreover,
mismanagement of third party risks adversely affected the
financial birth certification and trading discipline across the
stock exchange regions. Breaches of the different compliance
have drastically impacted the bank’s business and reputation.
The most common breaches include breaches associated with
unequal access, unduly restricting an entity’s remittance
activities, and noncompliance with customer identification.
Additionally, the tests in compliance included criminal
behaviour, system malfunction, and lack of legal knowledge
across the country and international laws. Portfolios held
offshore by banks were statistically sought after litigation and
wrongful discrimination data. The most vulnerable banks were

domestic banks and lower-tiered banks. Breaches of breaches
also include unresponsiveness to  submission and
noncompliance with customer due diligence.

Risk compliance responses adopted contained risk compliance
responses that ameliorate the breach and its adverse effects to
ensure nonrecurrence in the future. Actions taken varied from
directly compensatory measures to efforts to secure remedial
compliance controls and appropriateness of the compliance
framework regime. Examples of the former include settlement
payments and expenses incurred in connection with litigation.
The adoption of compliance bends for different
purposes/sectors will increase as banks confront the
obsolescence of age-old issues. New compliance bends will
comprise a new era of risk compliance from a population-wise
perspective, a continuous enhancement of anticipated
compliance bends in sectoral domains, and biometric
compliance bends in approach.

2.1 Definition of Risk Compliance

A critical issue of risk compliance in the banking sector
internationally and in Vietnam is clarified. The banking sector
worldwide is facing a risk compliance crisis. Recent events in
the world such as the fall of the US Bank SVB, the withdrawal
of UK banks from the investment fund from the former
billionaire founder of FTX and the 3AC fund, along with other
issues of anti-money laundering compliance, international
sanctions...affect the banking system in many countries.
Banking risk compliance is a complex series of mechanisms
that protect information, security, broadband networks, and
computer facilities from unauthorized accesses, misuses, losses
or damage. The increase in the volume, complexity and
variability of risk compliance obligations has multiplied in
recent years. This has created new organisational roles, such as
chief risk compliance officer. The compliance programme
should be risk-based and subject to oversight to ensure
appropriate  coverage and co-ordination among risk
management actions. To qualify as effective, a bank’s
compliance programme must establish standards and
procedures to prevent and detect non-compliance conduct and
promote a culture encouraging ethical conduct and compliance
with the law. The compliance programme should be adapted to
the specific activity of the bank.

Internationally, the risk compliance of the banking system is
tied to the results of the solution for risk compliance by banks
worldwide which are sensitive and supportive. One of the
biggest issues leading to the failure of the SVB was considered
to be a violation of risk compliance work when too strongly
focused on the development and growth of the $ 100 billion rate
in capital and neglected in carrying out the risk compliance
work, especially compliance with regulations on risk
management (RBC). Other events in the world are the same.
Therefore, in the current context, the issue of risk compliance
of banks worldwide and Vietnam is complicated.
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2.2. Importance of Risk Compliance

Risk compliance refers to a financial institution’s adherence to
regulatory rules and guidelines. Financial institutions must
adhere to laws and regulations in order to operate legally.
Strong regulatory oversight has proven effective in containing
liquidity, alleviating financial stress, addressing serious fraud,
and prosecuting bank executives. Unregulated institutions,
including money market funds, hedge funds, and private equity
funds, were afforded a wider swath. These enterprises saw little
regulatory scrutiny and had reduced oversight. New regulations
have been implemented after the global financial crisis to
comply with rules imposed on large financial institutions.
Meeting compliance obligations is not only an obligation and
necessity but also a differentiation strategy and opportunity for
competitive advantage. Ultimately, compliance with
regulations creates value for stakeholders in the public and
private sectors.

Risks related to compliance are numerous and have increased
in recent years. Regulators are intensely scrutinizing
compliance systems and standards in the financial industry.
Consequently, financial institutions are heavily investing in
compliance-related projects. An effective compliance program
prevents violations, mitigating risks associated. Regulatory
bodies have put forth advisories to assist firms in creating these
compliance programs. Conversely, compliance departments are
funding initiatives to provide a comprehensive overview of the
risk compliance environment and examine trade-offs when
prioritizing controls based on complexity and value add.

Current approaches to compliance optimization necessitate an
ambitious and overarching view of compliance. Capturing a
complete overview of the compliance environment is
challenging. Some institutions may neglect or disregard low-
risk regulations, as provisions may require lower investment.
Conversely, other institutions may discard non-significant
regulations and incur excessive compliance costs.

Ongoing oversight and y- ntinu
adjustments / Monitoring

Developing plans to
reduce risks

Identifying and
evaluating risks

Adhering to laws and
regulations

Figure 2: Compliance and Risk Management
2.3. Regulatory Frameworks

The delayed impact of problems previously addressed, such as
the global financial crisis, is a key challenge in strengthening
regulation in global finance. In recent years, the creation of
novel Al-based financial products has far exceeded regulation.

In some instances, new regulations have even delayed banks’
ability to meet competition and market demand, leading to fears
of collapses similar to previous crises, albeit with a greater
chance of cascading disruption across the global economy due
to increased interconnectedness through electronic trading.
Meanwhile, the rise of increasingly opaque sovereign wealth
funds has forced town governments and their states across the
world to make increasingly difficult public finance choices
while alienating sizable portions of jealous and aggrieved
electorates. Abundant choices for citizens, with the rise of an
entirely new generation of open banking firms, come with the
pain of its own: providing an audience for the propagation of
hatred, even against governments to whom thousands owe their
lives that is unrelenting in driving mass politicization in fragile
states. Until Al can learn human common sense better than
humans do, the sweet spot between beneficial and catastrophic
Al will remain narrow and contingent on appropriate
regulation. In other words, Al systems can select either
whenever they are granted independence by their operators.
Although banks have already informed national regulators of
many Al systems, this is unlikely to cover what the innovation
will transform into. Regulators, therefore, are left with two
options as a last resort should a potentially devastating problem
arise with an Al system. Regulation steps in to constrain the
system, whether it be force-feeding regulated conduct (the
rationale being that this conduct was previously demonstrated
to protect the public’s interest) or making an industry argument
to adopt specific models used by competitors. Either approach
requires creative destruction and will be a repeated race
between innovation and regulation in the absence of universal
and continuously applied regulation of catastrophic Al. This
will limit finance, economics, and mathematics graduate
program leadership, with complex financial models never being
used for financial innovation and the widespread proliferation
of fragility in the evolution of existing systems. As a result, all
public actors within the financial system and public policy will
become fundamentally excluded from their information
advantage in finance this way, just as publicly-traded firms will
be limited in growth with management removing eminent
business scientists who built their successful firms, as would
otherwise be possible.

3. Artificial Intelligence: An Overview

This paper outlines how Artificial Intelligence (Al) augmented
intelligence is changing the way the banking sector is doing
business today. Al entails the capability to perform activities
and construct systems that require intellect while augmented
intelligence involves the use of Al in generating insights that
facilitate better decisions. Al will only be successful if it is
deployed effectively. Al output needs to be corroborated
through transparency, accountability and auditability. Al needs
to be regulated effectively to be trusted. The financial industry’s
reputation has plummeted significantly and there could not be a
more opportune time to gain back trust through communication
with Al. Conventionally, internal Audit has been tasked with
providing assurance to the board on the consistency of risk
management across management teams and on the
effectiveness of its implementation. The growth in the volume
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of regulatory reform, combined with the pressure from both
Boards and Regulators to mitigate risk brought by financial
crises has made the task of Compliance monitoring increasingly
complex. As a result, the tuning of Compliance systems has
become a single-minded goal and this is where the opportunity
for financial innovation is to be exploited with advances in deep
learning technology.

Financial Innovation is the introduction of a new financial
instrument, a new way of financing or of arranged instruments,
the introduction of a new business plan or business, or a new
trading system. The analysis of how Finance Functions within
organizations can serve as a catalyst for financial innovation in
their environments is scant even though this offers several
opportunities for further investigation. For instance, how is the
aggregated output of Finance Functions exploited and ERP-
generated information used for business purposes?
Organizations that rely heavily on sophisticated IT in their
financial management may be more capable and faster in
exploiting opportunities for innovations outside their
organization. There is a paradox at stake since the financial
strategy and management practices that facilitate formalization
of accounting management may simultaneously constrain
openness towards innovatory practices. Initial reporting,
budgeting and performance measurements systems may need to
be rewritten to facilitate greater acceptance of innovation in the
end markets.

Equ: 2 Al-Driven Innovation Index (All) in Financial
Products

.
All = « - A:[data +8- AII}(‘.‘[ELJIIIiliZatiOH + - AIH]H-(JIILH'—E.OH

* Weights o, B, y reflect relative impact
* Al data: Use of Al for advanced analytics
* Al _personalization: Tailoring financial services

* Al_automation: Intelligent process automation

3.1. Definition of Artificial Intelligence

Artificial Intelligence (Al) is a branch of FinTech that focuses
on the intelligence of machines. Al enables machines to
perform intelligent tasks that, if performed by humans, would
have required intelligence. And, Al plays a critical role in
influencing the day-to-day banking process. At its core, Al
works by taking in a lot of data and providing the best decision
or answer. Al recommends the best deals when a credit is filled
out for different banks. Switching banks can definitely be
painful to customers who willingly want to move from one bank
to the other but using Al tools can save this time and effort. Al-
powered software compares all the details of bank accounts and
recommends the best deals.

Al in the financial sector enables banks to deliver letters to
customers via interaction Al by creating artificial chatbots that
understand natural language processing. The expected benefits

of chatbots for all those banks providing services via interaction
Al include lower cost of application development and
maintenance, reduced need for training, a higher rate of meeting
user inquiries and requests, responding more to fees and 24 hour
service. Now these virtual assistants can instantly curate credit
card offerings based on personal spending habits allowing users
to gain access to banking and financial recommendations.
Credit analysts can utilize Al-powered predictive insights to
segment prospective customers’ credit needs and better tailor
offering.

Most of the high-profile Al projects are models that enhance the
decision making of individuals who continue to make the
macro-level decisions. As banks develop more advanced Al
capabilities, they will likely enable more granular levels of
decision making. However, such automation will ground for
new challenges and inevitable ethical and operational
questions. Reinforcement learning — a technique that allows
machines to trial and error their way toward desired results —
requires a magnitude of initial infrastructure data that banks
have yet to fully realise. New and more nuanced stress testing
approaches and techniques will be required.

3.2. Historical Development of Al

Acrtificial Intelligence (Al) is a branch of FinTech (Financial
Technology) specialising in the intelligence of machines,
ensuring that automated processes within financial institutions
run smoothly. Al differs from traditional statistics in that not
only do algorithms provide quantitative analysis with statistical
or mathematical estimates, but they also give recommendations
and even make decisions. The literature search identified 81
articles pertaining to Al and the financial industry. Of the 81
articles, 51 were directly pertinent to the finance industry, and
the extant academic literature on Al in the financial industry is
predominantly in the area of investment/wholesale banking and
merchant banking. Interestingly, Al in retail banking, arguably
the largest segment in banking, has not been explored nor
discussed significantly.

A thorough search, reading, and understanding of existing
relevant literature sparked an idea for further academic writing
about this important knowledge gap in banking. In the UK,
banks such as Santander Bank and HSBC have launched
banking applications with voice recognition, enabling
transactions to take place without verbosity. Artificial
Intelligence is behind this technology. The Royal Bank of
Scotland (RBS) will roll out "Luvo", a customer service
assistant, on a wider scale in the near future, following a
successful trial earlier this year. Bank of America, Capital One,
Société Générale and Swedbank have shown varying signs of
interest and experimentation with chatbots, virtual customer
assistants that advise customers with queries via texts or an
online webchat. Al is the technology underpinning chatbots.
Swedbank’s chatbot, Nina, is hosted on the bank’s website and
interacts with customers about their banking matters. The
underlying Al software is a financial technology company that
specializes in helping banks create personalized digital
experiences for their customers.
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The hyperparameters of ANN include number of layers and
neurons per layer, which jointly control network size and
resource investments hence leading to a Bayesian network. The
third category of Al within the FinTech sector is genetic
programming. It establishes tree-structured programs, where
transformations by the user-specified operators evolve the
programs in such a way that the success measure is possibly
improved. This paradigm handles high dimensionality. In a
sense, the existing Al techniques are superior to existing data-
driven Al techniques.

1950 —>» 1956 —»_ 1965 1969 —»_ 1970
A A \_/_’v _——
Turning proposes Term “Al” ELIZA Perceptrons First Al
text coined chatbot Critized Conference
2005 —»_ 1999 —>» 1997 1985 —»_ 1979
N S - 4
Standard Al Robo Cup Deep Blue Natural Japan’s Al
starts victory Language Project
—_ 2011 2012 201 —_ 201
- Ty -y Wy Ty
DeepMind Watson Cat Video AlphaGo GPT model
founded wins breakthrough released
joepardy
2021 2020
Eer =y
Al advancement GPT-3

launch

Figure 3: History of Al
3.3. Types of Artificial Intelligence

In the banking sector, Al is broadly classified into four
categories, each exhibiting unique characteristics. "Rule-based
systems" comprise algorithms that execute decision trees
characterized by deterministic outcomes. Evaluation of the
underlying rules leads to a system being termed as "black box"
in the case that the structure of the rules is inaccessible for
channeling outputs. Although current investments in FSIT are
dominantly focused on rule-based systems, there are challenges
to data-validity and rule-validity for these methods. Rules drive
decisions in high frequency trading, fraud detection, loan-
testing, and algorithmic prediction. They are rule-based systems
as data validity is highly stringent and rules are commonly
defined by scientists. Nevertheless, rule-based systems are
inefficient if the rules are high-dimensional (or difficult to
specify at all) such as for image or other unstructured data.
Inability to reflect changing underlying relationships in the
external environment leads to redetermined performance. In the
currency exchange market, case studies demonstrate how
selection rates followed a currency arbitrage strategy based on
rules during one month period, but the same rules were abused
at other times. In natural language processing, image processing
and other areas with scale and collection complexity,
conventional input features are by human construction, and
rule-based systems fail due to curse-of-dimension and bias in
human selection. The second category is artificial neural
networks (ANN), which constitutes the most popular machine-
learning approach in financial markets, fraud detection, pattern
recognition, etc. The architecture of neurons and connections
underpinning ANN imitates the physiological neural network
found in real brains. Currently, the most popular structures are
formal neural networks. They bear similarities with rule-based

systems. Discrediting the weights of connections in the neural
network leads to a rule-based system.

4. Al Technologies in Banking

Artificial Intelligence (Al) is a special branch of FinTech,
which deals with the intelligence of machines. Al is a challenge
to the human intellectual heritage. It means having an intelligent
computer, which is versatile and which, like a human, can
master simple to complex tasks. Al is made up of a few
technologies. Simpler ones are familiar, such as machines with
data storage and retrieval, speech recognition or computer
vision. Most of these can be found in virtually any device and
application, such as smartphones, smart TVs, sport watches,
Google maps and so on. More complex technologies include
learning algorithms, which can detect patterns in data and
wonder (generative Al), or “explainable AI” pose deeper
questions. Al is an enabler technology, part of the FinTech
toolbox in the same sense as a computer is. Banking is now in
the midst of a technology-driven transformation. FinTech can
be seen as a pervasive shift in sectors far beyond banking, it
represents conduct standards that must be adhered to for firms
to thrive. The promises from Al, however, are more futuristic
and still partly depend on developments in underlying enabler
technologies.

The financial sector is an early and active user of FinTech. This
applies to both conventional finance and FinTech entrants. Al
with its applications is already prevalent in the operations of the
financial sector. There are hundreds of use cases either in use or
being further piloted and developed. Entrant firms either as Al
firms or firms that have recently grown into Al have been
emerging and potent challengers to incumbent firms. Al is seen
as hot and becoming a core element of exploitation innovation
in finance. The promise of Al is also spurred by the two current
decay to larger technology firms in Al: big data and the
effectiveness of algorithms.

Compliance &
Regulatory
Reporting

Customer Risk
Service Management

Figure 4: Al in Banking

Personalization &
Customer Insights

Fraud Detection
& Prevention

4.1. Machine Learning Applications

Financial institutions are collecting, storing, and accessing
unprecedented amounts of data on customers, transactions, and
behaviour through the incorporation of artificial intelligence
(Al), big data, and machine learning in compliance and risk
management solutions. As a result, financial entities have
greater opportunities to not only enhance their compliance and
risk management processes but also develop advanced data
analytics and machine learning-powered solutions that identify
breaches of internal regulations, outliers based on transactions
data, and other signals of risk. Al technology is still developing,
but practical applications in banking compliance and risk
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management are already available. The technology is being
deployed as upgrades to existing systems. The management and
engineering of compliance and risk data will gain even more
importance with the higher levels of complexity and automation
Al introduces to the game. Al-driven entities will need highly
effective, automated, and rigorous data management processes
in relation to data generation, storage, and access.

Al-enabled technologies can aid in the automation of
independent compliance audits and controls, similar to how Al
applications can assist companies in actively managing and
auditing risks on a daily basis. Actionable compliance controls,
data processing rules, and acceptable usage policies can be
developed based on a current set of regulations, risk indicators,
and data sources. The algorithm can be utilized to analyze
transactions and send alerts on rules violations. By inspecting
the features utilized for a particular prediction, Al can also use
historical marks of non-compliance to offer evidence of the
controls’ effectiveness or ineffectiveness and highlight
potential weak points in the current internal compliance
framework. Intelligent compliance would include a repository
of existing data-generators and a description of data-generators
and datasets that would need to be aggregated outside of the
organization or engineered.

The development of intelligent and self-learning processes,
which would elicit compliance requirements based on the
activities within the company and update audit procedures
based on the latest events in the compliance landscape, would
be the next goal to reach after automation of the compliance
requirements and data detection. Al-assisted compliance
processes would be autonomous in terms of designing
compliance requirements on their own or updating them
according to regulatory changes, accounting for how
comparable automation will impact global regulatory
landscapes.

4.2. Natural Language Processing

Natural Language Processing (NLP) is used by financial
services organizations which can be leveraged to manage risk
compliance as well as drive financial innovation in banking
effectively. NLP can help transform unstructured text to a
structured nature like many banking documents. The
underlying Al can extract key terms, client focus. Then these
results can be reported or served to investment banks, retail
banks, and financial technology cracker firms based on their
primary indicators. The researched firms with the tools can be
ranked and reported to key customers effectively. Currently,
other services that rely on unstructured text transformation are
built. point out some firms focusing on processing customer
texts and providing insurance or investment stock/tag
information. Driven by transaction credits, existing NLP
services using only the language knowledge are built-up, and
more diversified info coverage support is also introduced into
industry and business.

Researchers believe that there is still a gap which needs to be
closed for financial services using chatbots driven by the firm
transaction knowledge. For financial firms, the coverage of the
existing NLP tools is usually restricted to plain texts like news
or short e-mails but not rich semi-structured data like reports
and corporate documents which contain deep wisdom or
insights. Legal or compliance risks could be issues of more
concerns along with the deep-content coverage. If a M&A
report contains “two companies will merge together in Feb.
2025.” The drone-bot shall classify and report the companies,
evaluate M&A influences, and emulate risks like “unauthorized
insider info release.” Totally new modeling and tasks hence
could be defined based on these concerns and the existing NLP
service knowledge. With deep sophistication of models and
tools, financial services starting from big but crude Al can
introduce much deeper language understanding NLP usage
gradually. Building a team of quants with bold innovative
proposals on challenges could be a feasible first step towards
closing all the above gaps.

4.3. Robotic Process Automation

Robotic Process Automation (RPA) is software technology that
allows anyone to configure computer software to emulate and
integrate human actions, performing high-volume repetitive
tasks across various applications. RPA empowers users with
minimal programming knowledge to automate mundane, day-
to-day tasks, lifting workloads off employees’ shoulders to take
on more meaningful assignments. More broad capabilities of
robotic automation have been termed digital workers by
vendors in this emerging landscape. RPA is ruling the
automation landscape because it delights business users due to
its ease-of-use, quick deployability, and a one- to-one mapping
of bots mimicking human procedure automated tasks. With
thousands of robots in production, RPA needs to prove itself as
an enterprise technology for a sustainable future. Firms are
aiming at enterprise-wide automation by increasing the number
of citizen programmers responsible for building automated
procedures while facing additional challenges such as
managing associated risks. There is a need for research on
various aspects of RPA, shifting a considerable amount of the
automation focus into the global arena through case study work.
In order to realize the promise of RPA, banks will need to work
through several key considerations around implementation,
change management, and the identification of functions to
prioritize RPA. Such considerations are very relevant in the
global context as RPA developers and professional service
firms extend their work, building business customizations for
their software in emerging markets. RPA is part of the
technology stack of Al. In some market scenarios, banking and
financial institutions are utilizing RPA to interact with
customers through applications. Further, in some of the cutting-
edge implementations, RPA and Al are able to learn from their
past experiences to handle cases which they never encountered
earlier. Al engines push the intelligence of the knowledge based
systems created previously up the stack by passing the
knowledge level in the previous implementations, leading to
cognitive RPA.
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5. Al in Risk Compliance

A new intelligence, Al, gathers recent evidenced-based
approaches, computational capacity, and advanced data
processing methods to unlock innovative opportunities
spanning a wide spectrum of disciplines: understanding/
preferences/ patterns/ exceptions in education assessment;
customer satisfaction engagement; logistics time prediction;
stock fluctuation rhythms; personalized drug prescribing; and
approaches to risk management in banking. This paper
illustrates Al applications in financial compliance, discussing
how Al assists compliance officers in implementing and
monitoring risk management and measures across banks
throughout the Asian region. Al functions are gradually
entering risk compliance, necessitating an innovative and
adaptive mindset to integrate intelligent tools within
compliance departments. Al-enabled applications, such as
content extraction from unstructured data, document
classification, keyword flagging, and sentiment/ scoring
analysis, assist banks in addressing regulatory obligations.

The advent and rapid rise of Al-driven financial technology
(fintech), particularly in the banking sector due to pandemic-
driven digitalization, have fundamentally reshaped the nature of
financial products and their marketing methods, posing
challenges to regulators. Meanwhile, the moral implications of
Al have also emerged in areas of research, including concerns
regarding data  protection, fairness,  accountability,
transparency, and explainability. The increasing complexity,
automation, and opacity of Al raise particular concerns, leading
to calls for more accountability in its development and use.
Global regulators, especially central banks, are re-assessing the
financial system in light of the emergence of Al. Economic
considerations are clearly paramount as Al poses challenges to
users of financial products in understanding their limitations,
costs, and risks. The escalating financial risks posed by Al
fintech have led to calls for regulatory scrutiny. Consequently,
Al regulation is one of the key priorities for regulators and
central banks.

However, Al also opens opportunities for regulators by
providing tools to make financial systems better. Al fintech
could enhance market efficiency and the availability of
financial services through dynamic features that improve the
pricing of financial products, better matching of the risk and
financial profile of users, and increased accessibility of
financial services to uncharted segments of the customer base.
Additionally, Al systems could present new ways to assess the
soundness and health of products and firms for regulators. This
paper outlines the opportunities and threats that Al poses for
regulators, addressing the challenges of regulation
sophistication, human capital, and competitive fitness.

5.1. Predictive Analytics for Risk Assessment

Al provides greater predictive analytics to track and interpret
risk, as well as manage compliance obligations triggered by
specific transactions, relationships, or products. Al will yield

models that help decision-making before actual stresses affect
the bank or the equilibrium of markets. Al modeling will treat
potential future material stresses as a data set, and managers
might inform the modeling by populating statements such as “If
the Fed raises rates 150 bps, this is what we expect to happen to
our detailed position information.” The models would evaluate
not only spot movements, but also curves and volatility
surfaces, determining price movements and sensitivities,
alterations in debt markets and currency exchange rates, the
term structure of expected default probabilities, the possible
interaction of potential stress indicators, and more. Experienced
finance professionals would have difficulty expressing all the
dimensions of this problem in a dynamic asset pricing arrow
hand-off model. Machine learning technology like
unsupervised learning and spider web clustering, however, are
very good at revealing the significant dimensions of complex
data sets. Moreover, Al speech recognition will allow
eliminating the cumbersome modeling configuration process.
These techniques also will allow creating systems that suggest
equity valuations to corporate finance officers based on their
verbal expressions of ideas and concerns. Al will use written
text to interpret a bank’s risk profile more completely than
currently possible, enriching compliance action earlier than
present processes. Banks use highly manual, siloed approaches
to answering routine information requests from both regulators
and auditors. Al will provide faster, less expensive, more
comprehensive, continuous compliance assessments. The
ubiquity of machine readable documents renders banks’ public
and private data stores far larger than those of regulators and
auditors. These data are less definitive, but banks have time to
inform regulators as events develop, while regulators and
auditors must react instantly to interpret events that can roil
markets, end relationships, or peel back financial statements.

Equ : 3 Compliance Risk Reduction Score (CRRS)
CRRS = Baseline Risk — f(Algyc, Alavw, ALuditing)

* Al KYC: Know-Your-Customer automation
* Al_AML: Anti-Money Laundering systems
* Al_auditing: Continuous Al-based audit tools

» Baseline Risk: Risk without Al intervention

5.2. Fraud Detection and Prevention

In the digital age, the banking sector has extensively adopted
Internet-based services to enhance customer satisfaction.
However, the rapid adoption of these services has given rise to
a new avenue for criminals to commit online fraud. Financial
fraud, particularly in online banking and credit card
transactions, poses serious threats to individuals. Billions of
dollars are lost each day because of these fraudulent activities.
Fraudulent activities are the misrepresentation of situations to
illegally gain benefits. Fraud perpetrators are known as
fraudsters. Fraud detection refers to the effort to recognize and
contain an attempted fraudulent activity. The banking
architecture is central to the financial system, acting as the
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custodian for customer funds and the provider of loans. Bank
account frauds differ from non-financial deceptions in the
methods used to commit frauds, the impact of a fraudulent
activity, and the fraud detection mechanism. A huge sum of
money can go missing in a minute through a system hack or
password mismatch, whereas an ATM fraud might lead to a
lower financial loss. Financial fraud detection differs from other
fraud detection systems. The compromise of privacy relating to
banking information is often long lasting and needs exhaustive
research and understanding to curb. Machine Learning is a
commonly adopted technology in developing a bank account
fraud detection system. Banks store customer information in
their proprietary database. VVarious models of machine learning
are developed by utilizing proprietary data by banks to train a
model that recognizes potentially fraudulent activities. But that
is not the only paradigm of fraud detection. Federated Learning
is proposed as a solution where an ML model is created in the
cloud, but the training of the model happens in the device itself
and only a small negligible part of data, which is hints or
aggregated updates of model, is sent to the cloud. Federated
Learning for bank account fraud detection can combine the
experience of two institutions without either revealing any data
with each other or with the third party. Model updates are
shared instead of any heavy data. There arises the need to make
consultative knowledge transparent in any invoked Al; that is,
the invoked Al must explain and interpret the reasoning behind
its inference with the stated conditions. But the Al-based
techniques for bank fraud detection are not transparent. For this
reason, the Al system that is employed for bank fraud detection
needs to be both accurate and trustworthy. Therefore, the
system outputs pointing to suspicious transactions must be
explained and interpreted to the banks using customer-specific
reasoning in order to make the system trustworthy and
accountable in the financial domain.
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Figure 5: Fraud Detection and Prevention
5.3. Compliance Monitoring and Reporting

As increasingly complex regulatory requirements occur in
financial markets globally, it also becomes increasingly
difficult for financial institutions to monitor compliance and
mitigate risks across vast volumes of varied unstructured

transactions and data. While traditional rule-based systems are
often very effective in capturing specific, predetermined risks,
they are ill-equipped to catch novel forms of unethical conduct.
In addition, regulatory environments often vary with local
jurisdictions, further complicating the task.

Consequently, there now exists a compelling incentive for
financial institutions to leverage Al applied to natural language
processing (NLP) models, in addition to traditional database
applications and rules-based systems. Such Al applications can
“read” all unstructured data assets across communication
channels and risk domains, and flag compliance issues to
compliance officers in a document- and illustration-rich
summary. With this in mind, compliance monitoring and
reporting can be broken down into two modes: fully-featured
live mode or role-specific functions through integrated clients
and the tipping point Al mode of robust pre-packaged
applications to identify and quantify compliance issues post hoc
in large and myriad unstructured transaction data sets.

The first mode is to provide live compliance monitoring and
reporting features that capture and summarize all unstructured
and semi-structured communications, transactions, or
documents related to compliance on the fly. For this, a series of
fully featured query languages are required, including natural
language query contracts with proper autocomplete functions,
query visualizers, document snippers, query-aware dynamic
call graphs, relevant Al question answering functions, and
diverse report modalities. In addition, role-specific functions
are leveraged through integrated clients within archival data
systems. The Al read-and-flag system provides additional job-
specific functions that flag compliance issues in a document-
and illustration-rich format to compliance officers.

6. Driving Financial Innovation with Al

Al's ability to analyze vast datasets efficiently and accurately is
a key asset in managing the multifaceted aspects of ESG. For
instance, in the environmental domain, Al can process and
interpret large-scale environmental data, enabling Fls to assess
climate-related risks with greater precision and foresight. This
data-driven approach facilitates more informed decision-
making in investment and lending, aligning financial activities
with environmental sustainability. In terms of social and
governance factors, Al can monitor and analyze patterns in a
wide range of social and governance-related data, such as labor
practices, supply chain management, and corporate governance
structures. This capability allows Fls to identify and mitigate
risks that may not be immediately visible through traditional
analysis methods. Moreover, Al can help in detecting non-
compliance with ESG standards, both within the bank and
among its clients, by sifting through complex datasets for
indicators of potential issues. Furthermore, Al enhances
customer engagement and personalization in the context of
ESG. In particular, bots can filter a bank’s product offering to
help clients find green products, providing ESG-focused
information. Similarly, the ability to interact in multiple
languages enables banks to reach and engage a wider audience
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with diverse backgrounds and perspectives. Al technologies
therefore have the potential to facilitate proactive and fairer
ESG compliance practices and product offerings.

6.1 Personalized Banking Solutions

The deployment of Al in banking is ushering in an era of
personalization, rapid service improvement, and loyalty
program enhancement. One of the key areas where Al is
creating tangible influence is in the delivery of personalized
banking solutions by leveraging ample personal preference
data. Banks with a large existing customer base are adopting Al
to enhance customers' experience holistically by providing
personalized recommendations on loans, investments, and
retirement plans. With the necessary framework in place, banks
are likely to gain early mover's advantages by customizing
through fine-tuning large language models to cater to the
demands of individual customers and putting less emphasis on
training supervised models at a massive scale.

In personal banking, customers are likely to adopt models
converted to text-to-speech systems to make inquiries about
conventional products, new deposits, discounts, and additional
features. The model could guide the customer to different
sections of the bank's services, evaluate their qualification to
apply for new services, and recommend investments based on
not only the return but also the investor's tolerance for risk. Al
products that can handle inquiries across different types of
contracts, including credit and non-credit types, can help the
banks' contract divisions minimize their burden in responding
to questions about the contracts. The Al product completes
customer inquiries about their car insurance policies, property
holdings, or record of payments due to missed numbers. All
responses are based on relevant links and adhering to the
language patterns of the original contracts provided by the bank.
For customers from branches with a more diverse background,
language-related models are employed to deal with multi-
language inquiries about contract explanations or any other
products.

The incorporation of advanced Al into embedded finance
platforms may enable next-generation insurance companies to
develop better products for platform users on demand. Based on
algorithmic pricing, the relevant parameters of the pre-efficient
market self-adjust to the different demands of these customers
to contribute to growing premium portfolios. Furthermore,
micro-products can be individualized on demand based on
precise prediction about services' probable uses. For those
users, not recognizing the emergence of insurance, insurance
agents used to announce an insurance policy. With sufficient
data, Al can do the equivalent job better within a financial
service platform to improve users' loyalty to the platform.

6.2 Enhancing Customer Experience

This proposed paper discusses the role of Al in banks’
operational performance improvement by focusing on core
banking, customer support and analytics. It also examines the
financial innovation in banking along the parameter of products

and services innovation, process innovation and business model
innovation, and highlights Al-based financial innovation for
future research. Financial innovation.

Many banks are starting to integrate FinTech into their services
because customers in the twenty-first century want more
choices, flexibility and control over banking. Such needs lead
to a more competitive financial market where customer loyalty
is becoming increasingly elusive and banks are obliged to re-
engineer their services and operational processes. Al is a branch
of FinTech specialising in the intelligence of machines. The fast
development of massive computing power, data collection
techniques and advanced algorithms widens the application
scope of Al in many market sectors including health, education,
media, public transport, government services, and agriculture.
Taking advantage of the technologies involved, the banking
sector is one of the areas where Al and FinTech can offer banks
improved efficiency and costs. Al also has an impact on a
bank’s compliance with regulations. There is a need for more
research that examines the impact of Al-based financial
innovation on customer experience improvement, compliance
strengthening and operational performance enhancement.

—_—
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Figure 6: Al and Financial Risk Management
6.3 Innovative Financial Products

Al has emerged as a leading topic of discussion in the banking
sector in recent years. Though most of the banking institutions
have begun to utilize Al to automate processes and conduct high
frequency trade transactions, it still remains a grey area in risk
compliance. This void exists for many banks along with
daunting regulatory compliance challenges, audit complexities,
fraudulent activities, unmonitored trading and risk exposures.
Predictive analytics that falls under Al can help banks minimize
losses by letting them know the clientele speedily and prevent
frauds. This is best tackled by deploying algorithms with Al
mechanisms that are built to break down user behaviour,
transaction patterns and other static data to forecast the
possibility and type of chances of losses in trade. This is the
primary idea of the Al technology companies to drive Artificial
Intelligence products for financial innovations.

Al applications in Finance manage traditional data types such
as transactional information, price history, (un)structured data
types such as news, social media, and various market data. In
addition to that, bank operations are highly regulated, guided
and monitored. Al is being explored and expanded in the field
of finance but its application in risk compliance regulation
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relies on various successful trials and research. Assigning
compliance information in automated process systems is an
arduous task in itself. Massive text banks need to be split in
machines for information and guidance. However Natural
Language Processing can facilitate this. However it is an
operation still under research. In addition to these AI’s face
validity, beliefs on adoption, security and trust, ethical
concerns, regulatory progress and awareness still remain an
issue in finance. The adoption issues and concerns have also
been revealed. Various banks are in the Al exploration phase.
Some top banks along with Asian counterparts are making trail
runs of Al based products that deal with IC when they arise.
Knowledge deduction and reasoning within the banks remain
human hands only which is the crux of compliance supervision.

7. Challenges and Risks of Al in Banking

The potential benefits that Al can bring to the financial sector
can also pose substantial challenges. Al in financial services
needs to be robustly tested to ensure that it doesn’t inadvertently
or purposely harm its users, market participants or the markets.
Furthermore, there are ranges of legal, ethical and regulatory
issues that arise from the use of Al in financial services which
need to be addressed to prevent potential harm to the wider
community. A central challenge is to strike the appropriate
balance between the benefits and risks of these transformative
technologies. Regulators currently face difficulties in meeting
this challenge since there is a severely limited understanding of
how Al systems arrive at their outputs. There have been some
suggestions to partially extract the learned patterns in the Al
systems of banks because the same architecture of the Al
software is used across different institutions with varying
parameters and initial points and hence outputs that differ
narrowly. Large language models are an example of the newly
developed Al technologies that promulgated misunderstanding
and conspiracy theories on unprecedented scale in a matter of
days.

There are also challenges imposed on the regulatory institutions
themselves. The prospect of Al systems being employed in
regulation raises tough questions regarding accountability.
Outside the canonical ‘if it goes wrong, who is responsible?’
question, there are also new accountability issues. For instance,
aregulator’s Al writes a dark green impact statement that is then
challenged by the supervised entity. However, agent-based
models both within and outside the banking industry or
recommendation engines trained on thousands of news articles
might not explain their decisions in intelligible terms. As a
result, decisions that are, in principle, reviewable cannot be
understood by appeal courts. This is an issue that needs to be
addressed before the use of Al in regulation can be considered.
Benchmarking regulatory Al against defined tasks where
individuals can spot bugs in the programs and implicate
individuals is a method that might be a way forward to truly
reviewable Al in regulation. But this fun approach needs to be
taken seriously because it risks becoming the prerogative of the
agency rather than the public, which would defeat its purpose.

7.1 Data Privacy Concerns

With the rapid proliferation of smart devices and decision-
making services, privacy is becoming a more pressing issue. An
increasing amount of analytics are being conducted online, a
trend known as “federated analytics,” which is a key technique
that is being used to enhance collaboration between artificial
intelligence (Al), machine learning, and data sciences teams.
However, combining data from multiple devices increases the
risk that sensitive data may leak, something that is heightened
if the defense is designed only for federated learning. The
methods of federated analytics were adopted from federated
learning, but the different definitions of privacy on clients arise
a fundamental issue, which may be neglected when designing
federated analytics systems. Therefore, privacy must be treated
with different care in federated analytics than in federated
learning. In general, federated analytics protects both data and
algorithm privacy, while federated learning protects only data
privacy and has a weak guarantee on algorithm privacy.

Financial institutions are looking for a way to address analytics
on sensitive data, such as biometric data that is impossible to
disentangle without losing its utility. The advantages are
obvious: sensitive federated statistics will not leave sensitive
workplaces. Because sensitive federated statistics can be
converted into multiple non-sensitive statistics, sensitive
statistical analytics can be produced for sensitive federated data
without leaking any sensitive data. In this case, the notion of
privacy must be specialized. Furthermore, to prevent attacks
that are based on common knowledge, a decentralized model
for federated analytics on sensitive data which strengthens both
privacy.

While banks manage sensitive information, there are few
studies on preserving data privacy in federated data analysis. To
shed some light on the privacy-preserving federated
Kolmogorov complexity (KK), which extends the classic
Kolmogorov complexity. Federated KK can be used in the two-
sample test and unified dominance test. Experiences on real-
world data indicate that federated KK can extract similar and
more information on sensitive data from federated data than its
non-federated counterparts.

7.2 Algorithmic Bias

There are serious questions regarding what capabilities artificial
intelligence (Al) should have in banks. True, banks run the risk
of getting it terribly wrong with massive instant fines, bad
publicity and loss of customers. Nevertheless, Al should be
trusted and banks should share in the decision making about the
personal traits. They have sensitive data on customers. The
rapid growth of artificial intelligence (Al) and related Fintech
companies in banking raises challenges that regulators need to
address include use of Al should not lead to stigmatization,
including reinforcement of social inequality; that Al is designed
to consider and minimize end-users; and assurance that Al is
used fairly and consistently. Banks using decisions to lend
retain the human oversight in making the final decision.
Innovation and Al could escape regulatory oversight.
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Big data and machine learning programmes have their merits.
However, scientists have realised that machine learning
programmes can discriminate based on race and gender.
Concern has mounted over what the algorithms actually do and
how there is no guarantee that they are fair, due to how they are
trained. Bias can occur in deterministic algorithms in three
places: at input when features that are proxies for a phenomena
are selected; at training where the algorithm is iteratively fit to
the data; and at programming where decisions are made
concerning the structure of the algorithm and its operational
context. Other decisions taken that do not concern the causal
model have a direct and important impact on the algorithmic
outcomes. These include removal of one or more features from
the model; introduction of unmeasured controls; construction of
features from the data; or technical decisions like modification
of the form of the algorithm or the iterative fitting procedure.

7.3. Regulatory Challenges

The introduction of new technologies is not without its
challenges, and regulators, firms and consumers are still
learning how to cope with them. The profound political and
social ramifications of tech firms’ aggressive entry into the
financial sector, which have the potential to rewire the financial
system, could exceed anything seen thus far. In confronting
these trends, the regulator is genuinely at a crossroads. Inaction
is a sure way to exacerbate instability, but regulators also risk
occasionally misjudging the best course of action. Sometimes,
rather than preemptively attempting to nip perceived problems
in the bud, it may be better to initially attempt to assess risks as
they unfold. The need for a more sophisticated understanding
of technology and a clear set of metrics for evaluating
technology’s benefits is urgent. To cut out a place for
themselves, incumbent banks need aggrieved customers, who
can be enticed through a coordinator route embracing the
disruptive innovations of new entrants. Nevertheless, it is also
possible that response can be too vigorous, producing a
backlash against the new technologies that may tip the balance
back in the other direction. Ultimately, however, it is clear that
regulators face major challenges in both accounting for the
potential dangers of these technologies. In the realm of
compliance, there are already ripple effects from these very
issues, as seen in the surroundings of massively multi-
jurisdictional technology-driven firms.

The overall thrust of regulatory approaches has been to embrace
innovation, continued competition in payments and
infrastructure services has the potential to bring lower prices
and greater choice for customers and citizens, while stable
profitability and expanded tax bases can benefit governments
and the wider economy. Legislators are increasingly directing
regulators to embrace fintech to foster innovation. This journey
has only just started and due to a variety of factors, including an
extreme emphasis on avoiding false convictions, the prevailing
view is that regulators are ill-equipped to meaningfully assess
wrongdoing within this new paradigm. If firms are able to gain
share or build large bases by breaking rules in this way, then it
is inevitable that risks build up. With lengthy company statute
books for the traditional firms, the brief digital age of the new

breed has to a large extent been run with laws not fit for the
purpose.

8. Future Trends in Al and Banking

The rapid advancements in artificial intelligence (Al) over the
past few years have resulted in profound shifts in societies and
economies, igniting discussions surrounding Al governance.
Countries and regions such as the EU and 35 OECD countries
have published reports on Al policy, focusing primarily on
hardware, data, algorithms, and models. This decline in human
involvement notions has led to concerns, especially in the
banking industry, where potential risks such as high-finance
black-box algorithms, decision automation, and a lack of
accountability have been raised. Consequently, many
regulatory bodies in the banking ecosystem, ranging from the
FSOC to the ECB, have sought to address Al risks.
Nevertheless, compliance with existing Al regulations is
challenging, as their fuzziness leads to uncertainty in both
internal development and vendor selection. Regulation on Al in
the banking sector solely focuses on risk-based Al, ignoring
innovation-driven Al that supports new services and product
varieties. While these two categories can be mutually exclusive,
they frequently intermingle in practice. Thus, challenges exist
in navigating compliance with risk-focused regulations while
driving Al innovation. A schematic representation of the
overarching themes of Al in banking was proposed, classifying
categories of financial Al based on both service objectives and
methods. As the focus on banking Al began to shift over the
years, attention toward their compliance and innovation
implications was raised. Emerging trends in Al risk compliance
mechanisms that emerge from the collaboration of risk
compliance technologies and the banking ecosystem were
analyzed in depth, in line with the socio-technical implications
of adopted technologies. Thus, potential supporting actions that
the regulatory community and technology developers can take
to facilitate adequate compliance were allocated. Finally, the
importance of taking a signalling approach toward banking Al
beyond these collaboration mechanisms was discussed.
Signalling guidance for innovation this way is expected to
facilitate widespread adoption, fully matching regulators and
banking Al vendors in terms of comprehensiveness and
granularity. There are still many unexplored areas, such as the
compliance gap between Al vendors and banks and how tiered
penalty systems can prevent alarming cases of Al abuse.

8.1 Al and Blockchain Integration

Big data analytics and blockchain technologies are rapidly
adopted in banks. Lowering risks and costs with blockchain
technology in banks has attracted more attention from academia
and industry. However, little research aims at understanding
how banks adopt blockchain technology for broader realms.
This paper analyzes blockchain use cases in banks across
markets. Interviews with key informants with knowledge of the
deployment of blockchain applications in banks reveal
technology adoption drivers, challenges, ecosystem aspects,
and competitive implications. The results point to the emergent
role of technology providers in the deployment of blockchain
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solutions in banks and highlight the nascent banking ecosystem
for blockchain technology. Bitcoin is the first cryptocurrency
powered by the blockchain technology. It has gained enormous
attention from both academia and the industry as it has
contributed to trustless transactions without central authorities.
Blockchain has received extensive attention due to its provision
of secure data sharing services with traceability, immutability,
and non-repudiation. Researchers have investigated the designs
of a variety of blockchains and proposed many decentralized
applications. Despite the merits of blockchain, the development
of blockchain technologies has undergone challenges including
poor scalability, operational maintenance difficulties, detecting
vulnerable codes in smart contracts, and identifying malicious
behaviours in blockchain data. The need to meet growing
demand puts a viable strategy to combine trusted data
management technology with artificial intelligence using a
collaborative approach. The integration of Al with blockchain
has the potential to overcome the limitations of blockchain. Al
approaches may help to capture abnormal behaviours in
blockchain, detecting possible vulnerable program codes in
smart contracts. Consequently, proactive actions can be made
to prevent disruptive actions. This paper aims at reviewing both
critical characteristics of blockchain technologies as well as Al
technologies, presenting an in-depth analysis of how to
integrate blockchain with Al, providing implications of
enabling technologies of blockchain intelligence.

8.2 The Role of Al in Fintech

As the banking industry faces challenges related to financial
innovation and compliance with risk management (e.g.,
environmental, social, and governance—ESG—criteria),
FinTech (Financial Technology) plays a crucial role in this
journey. Among FinTech, a promising technology is Acrtificial
Intelligence (Al). By monitoring and analyzing patterns in an
increasingly wide range of related data, natural language
processing models can help financial institutions (FIs) spot and
mitigate the rise of risks that may not be obvious based on
traditional risk management methods.

As the banking sector faces challenges related to compliance
with risk management (risk compliance), the rise of FinTech
(financial technology) may provide opportunities to strengthen
risk compliance and drive financial innovation. An opportunity
is that the Al (artificial intelligence) technologies available in
FinTech are capable of efficiently managing the complex and
huge datasets underlying some aspects of risk compliance.
Given the complexity, interdependence, and critical importance
of the ESG criteria under which many Fls are seeking to
comply, the Al technologies available in FinTech may help the
financial sector mitigate risks and seize opportunities within the
banking system. These criteria relate to climate, water,
biodiversity, waste management, human rights, mental health,
labor rules, anti-corruption, and many other issues.

In the environmental domain of ESG criteria, a major manner
in which Al can help Fls comply with these criteria is that Al
can process and interpret enormous-scale environmental data.
For example, sensing devices are increasingly deployed to

collect information about the environment. Among the
information are greenhouse gas emission data—an indicator of
a climate risk via employing natural language processing
models. In addition to data on pollutants, socio-economic data
collected from countries, industries, and companies may also be
relevant for assessing some eco-friendly investment
opportunities. The data related to climate risk can be complex
and huge, fragmented over space and time, and interdependent.

8.3 Emerging Technologies and Their Impact

Emerging technologies, such as Artificial Intelligence (Al) and
Machine Learning (ML), Blockchain Technology, Big Data,
Cloud Computing, and Internet of Things (loT), have a vital
role in supporting the banking industry to monitor compliance
and regulation and explore new avenues for financial
innovation. These technologies can strengthen domestic
regulatory frameworks through risk data aggregation and 1T
system responsiveness if used responsibly. They can boost
financial innovation through new product and service
marketing methods when adopted strategically.

Al, a sub-group of FinTech, comes to the fore as a promising
technological frontier and solution provider to help the financial
industry in weighing both sides of the coin. Al-based RegTech
solutions, using Natural Language Processing (NLP) and ML
algorithms, can be developed to crawl through enormous
regulatory documents and extract regulatory frameworks
relevant to specific situations. They identify opportunities and
risks by analyzing extensive data and predicting future
developments through time-series assessments. Cloud-based Al
chatbots can be utilized to build internal compliance dialogue.
Al begins to prompt disclosures of risks in shadow banking and
cross-border activities proactively. The financial service’s
domain can apply FinTechs with Built-In Accounting and
Clouds for Smart Business Planning and Capital Allocation
Analysis to Increased Profits.

Al can also be used in order handling to format compliance
information requests to screen client transactions. On the risk
assessment end, NLP RegTechs that capture a development
trend through social and news analyses can better alert and
forecast how calamities unfold. The emergence of Digital
Central Bank Currencies (DCBC) is another novel forefront in
regulating domestic shadow banking systems and offshore
financial circuits. However, given emerging technologies’
potential adverse impact, concerns start surfacing surrounding
their unethical use, which, if mishandled, could hamper a
fiercely competitive digital economy. Developers and vendors
of such technologies as well as banking organizations and
regulators should adopt the ‘do, be, say’ outlook to formulate
more ethical codes surrounding their use where proactive risk-
contain measures can be built-in such technologies bisecting
product-market structure.

9. Case Studies

Artificial Intelligence (Al) has significant and positive impacts
on compliance in risk management. Affirmative opinions were
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shared on Al's potential in sophistication and costs. Al can be
used to enhance compliance in risk management 4 distinct
ways: design compliance procedures; implement compliance
efforts and train industry employees; test compliance
procedures, highlight failures and errors; and upgrade
compliance to check the changing legislations. Many more
applications in financial innovation, product development
advice, market trend analysis, smart credit cards, customer
services, personalized related products, and many more have
been evaluated positively by the participants. The case studies
presented here are a few implementations by the banks and
fintechs in the regions.

Case Study from Nigeria It is a work done by a fintech company
that endeavors to bring credit score support to as many
Nigerians through systematic deployment of Al and other tech
solutions. The Nigerian financial systems such as regulation,
transactions, credit ratings, and exhaustive portfolios are
discussed. With possible solutions to overcome such issues,
explanations on data collection, analytics, and their applications
for broadening the market outreach with secured risk profiles of
potential customers are provided. Al and other tech systems
bring in efficiencies by broadening accessibility and lower cost,
and monitoring better with proper inspections. With the
improper functioning of sub-prime segments, risks are
suggested to stay vigilant about not over-relying on machine
learning. The focus of this evaluation was mainly to search
solutions for improving development prospects of the financial
systems in Nigeria.

Case Study from Egypt This is a case study that emphasizes the
positive impacts that can be had from the deployment of Al
against AML. Throughout a structured flow of work starting
from bank operations, the whole journey and various stages are
illustrated such that they can help identify targeted tabloids and
findings. The exploration of carefully selected banks,
processes, and competing solutions is insightful. In the
recommendations and conclusion, to apply Al in an extensive
phenomenon like AML is not easy, but an iterative process
might be a better way of implementation. An implementation
strategy represented in phases is practical for other banks and
companies willing to grow in this area. Reputable financial
intelligence units and proven detection systems should be
sought not only to cope with future developments on fraud
patterns but also to cover the gap of deficient coverage of
regulation on smaller players. Additionally, proper
technologies should be selected in order to comply with the
local compliance landscape and laws. On the AI’s
implementation journey, banks should persevere in starting
with checking business cases, priorities, budgets, vendor
engagements, and trade-offs.

9.1 Successful Al Implementations in Banking

Financial Institutions (FIs), as one of the most important types
of strict regulation industries, devote more resources to the
combination of Al and compliance management than other
financial technologies. FlIs need to conduct supervised
investigations to ensure compliance with policies, laws, and

regulations. Due to the complexity and uncertainty of
compliance issues, human analysts are very prone to make a
large number of mistakes. Therefore, in order to improve the
efficiency and accuracy of compliance tasks, under the dual
background of technology and regulation, a growing number of
Fls try to adopt Al technology to supplement or even replace
human analysts to deal with compliance issues, especially in
risk management, regulation compliance, fraud detection, and
AML. However the data of Fls is often highly heterogeneous
and widely distributed across multiple institutions. How to
explore banking regulations over such heterogeneous and
distributed data is still a challenge.

T1 solutions enable automated identification of breach of
laws/regulations and deliver pre-clustering evidence results.
Non-compliance knowledge in regulations is modeled in rule-
based format and maintained by compliance experts. The legal
Clause of compliance is mapped to various formats. The
integration of T1 and T2 solutions, together with advanced NLP
technologies, enable the method for generating compliance
reports of different format variants for banks with compromised
operational supervision. T3 solution identifies any suspect
activity through surveillance networks, and also highlights key
connection nodes of suspicious activity. By modeling
suspicious activities as activities on multi-relation and
heterogeneous networks, the method for detecting conspiracy
over financial networks is developed. T3 is marketed as a cloud-
based criminal fusion centre product. A large-scale customer is
put into production.

The commercialized version of T1 has been deployed in retail
banks for assessment of compliance issues with transaction
listing. As a pilot trial, the workflow consists of the routine
provision of transaction data with synthesized violations and
generation of pre-processing queries for batch-mode
compliance investigation by compliance experts. The
performance of the pilot trial has been evaluated and indicated
significant improvement of the efficiency of compliance
investigation. 99% of the query generated items are realized by
the commercialized version of T1, and the efficiency of several
T1 solutions upon human-in-loop implementation on the
commercialized version is confirmed.

9.2. Lessons from Failed Al Projects

The first step in building an Al model for risk compliance is
defining the problem and the objective of using machine
learning. Companies must ensure that they are equipped with
the right data architecture to unify data ingestion, preparation,
wrangling, and stress testing. SMES can access open-source
tools and cloud-based solutions to access affordable tech
infrastructure. While getting data is key for building models, the
focus should be on building a data rank to store and suggest
relevant data for model building. Data architects should
collaborate with the business team to understand the data
catalogue and its relevance to model building. Domain
knowledge is a differentiator between bad and good models.
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Ineffective risk data governance is another cause of Al project
failure and abandonment. Companies need to encode process
data and maintain data quality. Algorithms built with poor-
quality data are highly prone to fail. Failure occurs in results
that machine learning models produce, with failure rates
varying by model.

The high rate of failure for regression models shows that
interpretations of their results vary greatly. Nonetheless, the
relative performance of algorithms in different areas explains
the current dominance of deep learning models in vision tasks
and the preference for gradient boosting trees and logistic
regression in many time series tasks. Attempts to build deep
learning models for structured predictions lag behind. In areas
where simpler algorithms augment human decisions, such as
recommendation systems, fraud detection, and credit scoring,
inappropriate or poorly suggested decisions pose great
disutility. Whereas negating inappropriate suggestions is easy,
overestimating human trust and following a model's advice
without questioning it could result in substantial harm and
financial loss.

10. Ethical Considerations in Al Use

With the expeditious progress of artificial intelligence (Al)
technologies, Al tools have started to permeate into various
divisions of traditional financial institutions (FIs). Though Al-
based solutions are still at their infancy in finance, it has already
been widely used in short-term stock prediction, foreign
exchange trading, anti-money laundering, and credit risk
management. AI’s power of small Data is revolutionising the
operation of big Data. Observing the topicality and the technical
foundation of Al, more investment should flow toward the
application of Al in recommendations and superior
performance evaluation, and also in financial product design.

Despite the increased focus on Al, FIs’ mapping of its potential
for environmental, social, and governance (ESG) criteria is
scattered, inconsistent, and in its infancy. It is clear that
heightened regulatory scrutiny, reputational concerns, and
financial competitiveness are all driving forces. However, many
ambiguities around data and systemic technical challenges
persist. Implementation on all three ESG fronts presents a wide
hierarchical challenge, and it is evident that addressing E, S and
G in holistic stipulations and frameworks has yet to materialize.
These impediments are an opportunity for reevaluation, data
collection, and organizational restructuring.

Modern Al is premised upon enormous amounts of validated
data; as a consequence, new and better data is generated each
millisecond. However, the harmlessness, validity, and
granularity of the inputted data would directly confine the
healthiness and sentiments of the corresponding generated Al.
Apart from this predicative and interpretive wisdom concern,
many existing “data pollution” enforcement mechanisms are
scarcely applicable in this rapidly evolving world. Regulation,
guidance, and related laws on the quantitative and qualitative
constraints of the data used need to step forward in conjunction
with technological evolution. Longer-adopted rules and

principles should also be examined and originated to keep on
protecting investors, consumers, and the market.

10.1 Ethical Al Frameworks

To carefully address the requirements of the AIA on the
corporate level, a comprehensive Risk Management
Framework and implementing policies have to be set up.
Embedding suitable Artificial Intelligence (Al) modes in a
process requires Risk Management (RM)-related activities at all
stages, from initial idea & development until retiring a mode.
Financial institutions should be able to exhibit how they
identify all reasonably expected risks and prepare for handling
those. This includes creating comprehensive audit trails
describing how a model works and presenting extensive literacy
on it regarding possible risks, applications, and data
dependencies. Fingers should be put onto two aspects of the
introduction of Al First: Large amounts of new data points are
a prerequisite for Al-based modeling to add significance to
prediction quality. Financial institutions hence can hardly start
from scratch and rely solely on their own generated data.
Instead, a wide range of data generator sources are required,
with availability and quality being important concerns. Open-
source data generation, however, is regarded much more
critically from a Risk Compliance perspective within financial
institutions as researchers have already successfully proven that
they can mimic signature patterns of banks and work against
their interests. Various settings and organizations with prior
experience of banks finding a consistent regulatory framework
on how to utilize external data without risking sanctions can
also be helpful. Transparency in participation and executed
practices is however a prerequisite to avoid that one side is
profiting on another’s expense, which is regarded as essential
in context of the AIA regulation due to generative Al
applications. A comprehensive regime describing cohesively
how Al (operations) work, with regard to architecture, KPlIs,
testing, and troubleshooting is another essential requirement.
Attempts discussed on how to govern the interactions between
these elements are highly valuable to provide answers on
regulatory concerns within the finance sector. These
requirements hence can be seen as valuable input on how to
implement sections 6.4, 6.5, and 6.8 of the AIA regulation.
Another open concern to face amidst rapid Al adaptation is the
inherent data problem: skilled employees feel demotivated
when vague data pools have to be used. Potential solutions such
as better integration of operations within the business, data-
driven results being mandated for upcoming decisions and
scrapping useless data in favor for faster executions can help
improve acceptance of data-driven paradigms in current setups.

11. Conclusion

The dynamic landscape of banking is undergoing a radical
transformation as advancements in Artificial Intelligence (Al)
and Machine Learning (ML) shape an inclusive risk-
compliance framework that empowers and drives financial
agility and innovation. Central to this new ecosystem is a re-
examined role for regulators and early adopters in leveraging
collaborative and federated Al applications to create a level
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playing field for competitiveness and innovation. The Al-
driven, user-centric ecosystem unbundles an interconnected
network of services supplied by a diverse range of entities from
which the user can assemble a tailored banking service. Banks
can democratize risk-compliance through Al applications that
act as a behavioral safety net to safeguard banking services in
real-time. Risk compliance can be tightly integrated with
transaction processing, enabling real-time detection and
resolution of emerging systemic risk, enhancing services and
financial inclusion for unbanked populations. A bank
augmented with embedded, multiscale Al could realize higher
competitive advantages through speedy adoption of innovation,
intelligently outsourcing higher value activities and optimizing
resource utilization across its bordering economy while
automating regulatory reporting for non-standard complex
transactions. Exploring the impacts of Al and ML adoption on
outcomes and implications for competitiveness and resilience
of banks in ultra-low interest rate environments is a potential
area for future research work. The untapped potential in the
banking ecosystem to identify and respond to risk-compliance
challenges as they unfold, lies in the financial transaction
processing speed exceeding that of human perception and
responses. Emerging, decentralized, connected smart contracts
enable services across borders and assets that are unbanked and
tagged, straining the capabilities of traditional rules-based,
event-centric compliance systems. An integrated framework
that combines AI-ML based risk, compliance and financial
innovation is introduced. Al democratizes risk compliance
through user-centric automated solutions that enable everyone
to be able to fully benefit from banking services. Asset and
behavior data available to banks is surveyed, peer-segmented
and rated by automated Al agents against user thresholds, and
an agent-enabled decision support system is provided in the
banking user system to help users understand risk exposures,
event derivatives, thresholds and actions.

11.1. Future Trends

The growth of artificial intelligence (Al) is ubiquitous in
various sectors, and its role in financial services is no exception.
As the demand for multiple apps in banking services increases
at a massive level, financial institutions are predominantly
accepting newer forms of technologies such as Al. The growth
of smartphones has widened the reach of financial services, but
also raised the challenges related to risk and compliance. A
large number of mobile apps accepting loans have emerged, and
determining credit worthiness in light of financial history is an
area where Al can play a major role. Al is increasingly being
used in the identification of risks and compliance being
associated with higher transaction volumes and more clients. Al

product innovation has been transforming traditional
transaction banking institutions in multiple areas from
originations  through  risk/compliance  checks.  Most

technologies being adopted by the banking industry are
centered on the adoption of Al and analytics. The banking
institutions have perfect competition based on regulatory and
risk related standards, and risk and compliance innovation
requires access to new data sources and the use of modern
quantitative and data science techniques. Within a traditional

framework, innovation is largely based on stronger models on
standard data, or on better research, structuring and distribution
of financial products. On the one hand, the challenge of stricter
compliance queries is ever-increasing with rising frequency of
large money laundering actions and scandals. Al tools being
tailored for a wide range of areas have already made a foray into
various financial services. The most prevalent opportunity is
risk detection in various areas such as retail credit, sales instant
approval loan, market and credit risk wholesale assistance in
estimation of risk numbers using better risk metrics, and real
time detection alerting on trades and wash trading activities. On
the compliance front, the intense effort and large manpower
needed for performance and various monitoring queries from
regulators, stock exchanges, exchanges, clients, counterparties,
are squeezing margins and shaping up innovative loss of
revenue producing business lines. A large portion of risk and
compliance reviews is based on simpler patterns which Al can
immediately apply on existing rules/history output for increased
accuracy. Other innovative opportunities include leveraging the
stock exchanges approval on leveraging risk models for quicker
and cheaper approval and on boarding, advantages of improved
joint risk compliance framework for boarding of Apps and
improved margin pricing on treasury management.
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