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Abstract: In this project to secure academic certificate and for accurate management and to avoid forge certificate we are converting 

all certificates into digital signatures and this digital signatures will be stored in Blockchain server as this Blockchain server support 

tamper proof data storage and nobody can hack or alter its data and if by an chance if its data alter then verification get failed at next 

block storage and user may get intimation about data alter. In Blockchain technology same transaction data stored at multiple servers 

with hash code verification and if data alter at one server then it will detected from other server as for same data hash code will get 

different. For example in Blockchain technology data will be stored at multiple servers and if malicious users alter data at one server 

then its hash code will get changed in one server and other servers left unchanged and this changed hash code will be verified. 
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1.Introduction 
 

Due to the lack of effective anti-forge mechanism, events 

that cause the graduation certificate to be forged often get 

noticed. In order to solve the problem of counterfeiting 

certificates, the digital certificate system based on 

blockchain technology would be proposed. By the 

unmodifiable property of blockchain, the digital certificate 

with anti-counterfeit and verifiability could be made. The 

procedure of issuing the digital certificate in this system is 

as follows. First, generate the electronic file of a paper 

certificate accompanying other related data into the 

database; meanwhile calculate the electronic file for its 

hash value. Finally, store the hash value into the block in 

the chain system. It will provide the demand unit to verify 

the authenticity of the paper certificate through mobile 

phone scanning or website inquiries. Through the 

unmodifiable properties of the blockchain, the system not 

only enhances the credibility of various paper-based 

certificates, but also electronically reduces the loss risks of 

various types of certificates. In this project to secure 

academic certificate and for accurate management and to 

avoid forge certificate we are converting all certificates 

into digital signatures and this digital signatures will be 

stored in Blockchain server as this Blockchain server 

support tamper proof data storage and nobody can hack or 

alter its data and if by an chance if its data alter then 

verification get failed at next block storage and user may 

get intimation about data alter. 
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3.Existing System 
 

So the problem with this cycle is that a student needs to 

produce all his certificates in each stage for validation. 

This poses a risk of losing and damaging the certificate. 

And it is tedious for the validator to authenticate each 

certificate. With such a huge population in our country, 

almost every year 26.3 million students graduate. It is very 

hard to keeptrack and validates such a huge amount of 

records. Due to this, an unwanted scenario rises i.e. 

tampering and production of fake or duplicate certificates. 

There are a lot of hidden agencies in our country who are 

running this scam behind everyone's back. Technology has 

moved quite forward until now. Distinguishing between a 

fake and an original certificate will require a lot of 

concentration and result in wastage of precious time. 

 

Proposed System Configuration 

 

In this project to secure academic certificate and for 

accurate management and to avoid forge certificate we are 

converting all certificates into digital signatures and this 

digital signatures will be stored in Blockchain server as 

this Blockchain server support tamper proof data storage 

and nobody can hack or alter its data and if by an chance if 

its data alter then verification get failed at next block 

storage and user may get intimation about data alter. In 

Blockchain technology same transaction data stored at 

multiple server with hash code verification and if data alter 

at one server then it will detected from other server as for 

same data hash code will get different. 

 

For example in Blockchain technology data will be stored 

at multiple servers and if malicious users alter data at one 

server then its hash code will get changed in one server 

and other servers left unchanged and this changed hash 

code will be detected at verification time and future 

malicious user changes can be prevented. In Blockchain 

each data will be stored by verifying old hash codes and if 

old hash codes remain unchanged then data will be 

consider as original and unchanged and then new 

transaction data will be appended to Blockchain as new 

block. For each new data storage all blocks hash code will 

be verified. 

 

Advantages 

 

In Blockchain technology data will be stored at multiple 

servers and if malicious users alter data at one server then 

its hash code will get changed in one server and other 

servers left unchanged and this change hash code will be 

detected at verification time and future malicious user 

changes can be prevented. 

 

3.1 Sample Code 
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Purpose 

 

Counterfeit academic certificates have been a longstanding 

issue in the academic community. Not until the 

Massachusetts Institute of Technology Media Lab released 

their project of Block-certs, a technique which is mainly 

implemented by conflating the hash value of local files to 

the blockchain but remains numerous issues, did an 

effective technological approach protecting authentic 

credential certification and reputation appear. 

Based on Blockcerts, a series of cryptographic solutions 

are proposed to resolve the issues above, including, 

utilizing a multi-signature scheme to ameliorate the 

authentication of certificates; exerting a safe revocation 

mechanism to improve the reliability of certificates 

revocation; establishing a secure federated identification to 

confirm the identity of the issuing institution. 
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Scope 

 

This document is the only one that describes the 

requirements of the system. It is meant for the use by the 

developers, and will also be the basis for validating the 

final deliver system. Any changes made to the 

requirements in the future will have to go through a formal 

change approval process. The developer is responsible for 

asking for clarifications, where necessary, and will not 

make any alternations without the permission of the client. 

 

Implementation  
 

 Admin will take certificate from student and then upload 

to application.  

 Then application will convert certificate into digital 

signature and this digital signature will get 

checked/verified at Blockchain database. 

 If matched found then Blockchain will retrieve all 

student details and display to verifier. 

 

4.Conclusions 
 

In June 2016, the MIT media lab released their blockchain-

based credential system which is more secure, more 

reliable and harder to forge, in contrast to existing 

technologies that based on the third party arbitration. 

However, there are some serious authentication defects 

and vulnerable revocation mechanism which limits the 

prevalence and application of the project. In our project, to 

solve these problems and make its concept more practical, 

we proposed and designed a set of innovative 

cryptographic protocols which includes multi-signature, 

BTC-address-state-based revocation mechanism and 

trusted federated identity. 

 

Among these protocols, the multi-signature scheme most 

notably increases the difficulty of forging owing to the fact 

that each issuing progress is obliged to be signed by the 

majority of the academic committee members. Besides, it 

enhances the safety of the private keys storing for the 

reasons that the private keys are possessed by separated 

devices and people. Besides, BTC-address-based 

revocation mechanism improved the stability of the 

certificate revocation because BTC address is accessible 

and stable at any time. Moreover, this approach reduced 

the failure probability of revocation, because the 

cancellation process adheres the same the multi-signature 

algorithm, alike, involving several people. Trusted 

federated identity innovatively proved the authenticity of 

the certificate through the trusted path and federated 

identity. What’s more, the protocol of our project can be 

used in other related realms such as digital right protecting 

and contract proof. Case in point, our protocol enables the 

two companies to attach their contract onto the block chain 

with multisignature, which is different from the traditional 

third party-based work mode and dispel the worries of 

forging credentials. 

 

Moreover, we implemented a blockchain-based certificate 

system, which embraced all the above protocols, by 

utilizing Java and JavaScript. This system has remedied 

the defect in Blockcerts to a certain extent, which makes 

the theory of blockchain-based certificate more 

practicable. Eventually, we conducted a series of security 

assessment from the perspective of operational safety, data 

security, network security and protocol security. The 

assessment outcomes provide compelling evidence that 

system is secured enough to meet the enterprise 

application standards. 

 

Lastly, there are some limitations remained to be 

discussed, albeit, these considerations fall outside the 

scope of this paper: Our project is based on the Bitcoin 

blockchain, the maintenance of which relies on thousands 

of participants in the cryptocurrency ecosystem. 

Admittedly, it is imprudent to assume that the Bitcoin 

would work well continuously in the future because 

myriad types of stakeholders influence blockchain 

ecosystem or business model. In the years to come, we will 

adopt multiple blockchain sources such as Hyperledger 

and Ethereum to eliminate the factors of instability. 
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