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Abstract: Since its arrival, artificial intelligence (AI) has transformed the way healthcare is delivered. With the capability of relieving
significant staff workloads, introducing new methods of providing care and improving access for remote communities, AI has proven to
shape a safer future for patient diagnosis by attaining levels of accuracy above those of humans. However, the use of Al in healthcare has
not been without scrutiny, with a number of potential risks still needing to be mitigated before widespread introduction. Assuring the safety
of patient care using Al must therefore remain a focus area, using a systematic risk management methodology that quantifies risk
tolerances, identifies hazards and failure modes related to both AI and healthcare, and proposes the necessary risk mitigation strategies
for patient safety assurance. Patient safety has become a central pillar in the deployment of Al-enabled healthcare systems. Safety
objectives require careful formulation and measurement appropriate to Al systems, should be tightly linked to clinical workflows, and
must include cybersecurity, human factors, and clinician interactions with Al. Hazard analysis, failure mode and effect analysis, and
event reporting and learning systems enable patient safety to be ensured, informed by a safety-management toolbox dedicated to reducing
risk within Al. Continuous training and harmonisation of these operators through culturally aligned safety and risk management
processes enable user acceptance and the long-term assurance of patient care within emerging Al-enabled digital-health systems.
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1.Introduction

The vast potential of artificial intelligence (Al) in
healthcare has generated considerable optimism. Clinical
deployment must adhere to established principles of patient
safety and rigorous design, development, validation, and
oversight protocols to mitigate the associated reduction in
risk management and control. Safety objectives, associated
tolerances, and measurement metrics must be clearly
defined, with a focus on alignment with clinical workflows,
cybersecurity, and human factors. The primary components
for enabling patient safety in Al-supported healthcare
systems comprise design safeguards, continuous
monitoring measures, and learning loops from reported
incidents, complemented by processes for personnel
training,  performance  oversight, and  ongoing
improvement. Stakeholders must also ensure that fairness,
accountability, and transparency are seamlessly integrated
into the system development lifecycle.

Safety considerations permeate every aspect of Al-
supported clinical workflows. The systematic monitoring
of data quality, model performance, and human—Al
interactions in real-world deployment is essential, as is the
establishment of channels for reporting unexpected or
undesirable events, mechanisms for triaging reported
incidents, and procedures for organizational learning from
these occurrences. Integrating incident feedback into
design, governance, training, and oversight processes
facilitates the identification and rectification of
shortcomings and the incorporation of lessons learned.

1.1. Overview of AI's Transformative Role in
Healthcare

Artificial Intelligence (AI) is advancing rapidly and is
becoming an important part of the healthcare domain. Al
relies on algorithms and advanced computing power to
analyse vast amounts of data and to integrate and
understand complex concepts. Al applications can be
broadly divided into five groups: data processing and
analysis; natural language generation and processing;
perception; knowledge and reasoning; and planning and
control. These capabilities are being applied in various
domains, including manufacturing, finance, agriculture,
entertainment, law, and healthcare. Al does not operate in
isolation; rather, it interacts with other assistive
technologies such as robotics, telemedicine, and augmented
reality.

Al can markedly improve quality, efficiency, access, and
safety in healthcare, notwithstanding uncertainties over
bias and equity in both the development and deployment of
these systems. No technology can operate completely error-
free or be deployed without risk; therefore, enabling safe
human use of Al in healthcare is essential. Safety is
understood to be freedom from unacceptable risk of
physical or psychological harm and as central to patient-
centred, risk-managed care. A risk management
perspective identifies the key players, objectives, and
factors shaping patient safety in Al-supported healthcare
and outlines strategies to enhance it.
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Figure 1: Architecting Safety in Al-Enabled Healthcare:
A Risk Management Framework for Patient-Centered
Innovation

1.2. The Impact of AI on Healthcare Delivery and
Patient Outcomes

Artificial Intelligence in Healthcare Delivery

Al—enabled healthcare systems are projected to improve
healthcare delivery by enhancing healthcare systems’
efficiency and effectiveness, increasing access to care,
improving diagnostic accuracy, and increasing patient
safety. Advancements in efficiency are mainly attributed to
private healthcare organizations that can quickly adopt new
technologies, reduce service costs, tedious tasks, and
healthcare environmental impact. In the public sector,
however, it remains to be established whether the potential
of Al will be fully realized, partly because of inherent
systemic factors such as overburdened queues and strict
budgetary control. Al-related technologies such as
telehealth, automated decision-support tools, diagnostics,
and predictive analytics are improving patient-centered
outcomes and safety. Risk tolerances are usually aligned
with those of the institution and addressing the above
factors allows healthcare providers to improve workforce
engagement and morale, risk management systems, and
patient and community trust.

Data from clinical trials suggests that Al-enabled systems
facilitate access to healthcare and support clinical decision-
making, reducing the risk of diagnostic errors and enabling
early detection. In recent years, several meta-analyses have
shown that Al techniques applied in different medical
disciplines minimize misclassifications and improve
prediction accuracy, providing evidence of the clinical
utility of Al. Nevertheless, existing retrospective studies
are often limited by short follow-up intervals, insufficient
reporting of adverse events, and biases originating from
data quality and representativeness. The systematic
engagement of all stakeholders is essential to safeguard Al-
related public trust, avoid the widening of existing
healthcare inequities, and increase the robustness of Al

systems capable of supporting healthcare delivery without
introducing new hazards.
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Equation 1 - Clinical Risk Score

J
(Clinical Risk Score)

Step-by-step derivation (as a weighted-sum risk model)
1. List hazards indexed by j = 1,2, ..., m.
2. For each hazard j, define:
o  h;: hazard indicator (often scaled 0-1
or 0-100)
o A;: severity weight (how bad it is if it
happens)
3. Risk contribution of hazard j is:
1 = Ah

4. Total risk adds contributions across all hazards:
m

m
j=1

j=1
2.Foundations of Al in Healthcare

On one hand, the rapid penetration of Artificial Intelligence
into the healthcare industry catapults the long-awaited
promise of a new golden era in healthcare toward reality.
On the other hand, the new technology raises concerns over
patient safety, trust, accountability, and fairness,
transforming patient safety from a pure patient-centered
approach into a systemic approach. Five principles that can
help ensure the safe deployment of AI solutions in
healthcare are therefore suggested: (1) proactive safety by
design; (2) fairness; (3) accountability for performance; (4)
transparency and explainability; and (5) robust data
governance. The translation of principles into practice
involves both high-level components to be included in any
Al system for healthcare and operational details.

Manufacturing and transportation represent earlier-than-
healthcare industries where AI has been extensively
adopted across various applications. A wide range of
empirical studies, covering from production line
management to forecast and accident prediction, have
provided evident support of increasing efficiency, safety,
resource allocation accuracy and hence positive
contribution to sustainable development. In healthcare,
governments and investors release relaxed approval
processes, and large-scale healthcare databases provide a
friendly environmental for large language model,
supervised machine learning or reinforcement learning.
However, these "solutions" are still application-specific.
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Table for Equation 1 — Clinical Risk Score
components R = }; 4; h;

. h; A Aih;
Hazard (j) (indic]ator) (seve]rity) (contribljltion)

Data drift 0.60 5 3.00
Bias shift 0.40 4 1.60
Ul ambiguity 0.30 3 0.90
Cyber breach 0.20 5 1.00
Workflow 0.50 4 2.00
mismatch
Total R 8.50

2.1. Key Principles Underpinning AI Integration in
Healthcare

Patient safety is a fundamental requirement for all
healthcare solutions. For Al-supported systems, safety
must be achieved by design, considering the unique risks
these technologies introduce. The foundation for
trustworthy Al underpins patient-centered safety in clinical
settings. Al systems must fulfil safety objectives articulated
by respective organizations, governing agencies, and
clinical users. Risk tolerances and metrics related to safety
and outcome expectations for Al-supported functions are
defined within the applicable clinical workflows, including
technical assurance against cybersecurity threats and
relevant human factors considerations.

A patient-centred approach to the integration of Al into
healthcare systems relies on five interrelated principles:
safety by design, fairness, accountability, transparency, and
data governance. Safety by design is a necessary
prerequisite for all healthcare technologies and extends
well beyond technical assurance considerations for
components and subsystems. It accounts for the full breadth
of potential hazards and synchronizes the levels of safety,
efficacy, non-discrimination, and performance expected
from the human-Al collaboration during use. Fairness is a
complex but central principle in Al-supported systems
whose foundation is built on accurate, representative, and
unbiased datasets guiding model training. Ensuring fairness
in the Al-supported clinical environment depends on the
active participation of patients and on the ongoing
involvement of a diverse group of stakeholders.

2.2. Core Components of AI Implementation in
Healthcare

The successful deployment of Al-supported solutions in
healthcare depends on the quality of the underlying data,
the models that process them, the infrastructure that
supports the computation, and the human-Al interface.
Data provenance, completeness, timeliness,
representativeness, and the potential presence of systematic
biases all factor into the quality of AI solutions. Data
pipelines can be compromised through corruption,
abstraction, and bias; consequently, data-centric
approaches ensure reproducibility, reliability, and
accountability across diverse contexts. The models trained
on these data should disclose relevant properties related to
their reliability, strengths and weaknesses, and detection
and quantification of uncertainty. Al algorithms typically
serve as clinical decision-support tools within a

multidisciplinary team. The team remains responsible for
the final decision, but these interfaces must minimize
cognitive overload. Transparent Al-supported solutions
that provide clinical prediction and recommendation with
accompanying uncertainty estimates can enhance user trust
and safety.

Realizing the principles of patient-centered, responsible,
and safe Al in healthcare requires a deep understanding of
potential sources of harm, methods for validating Al
algorithms, mechanisms for regulatory compliance,
relevant ethical considerations, and processes for
operational deployment. Validation, verification, and
clinical evaluation of data, models, and the integration of
Al solutions into clinical workflows—and the active
collaboration of all stakeholders during the entire Al
lifecycle—are fundamental to building trust and ensuring
safety and overall benefit.

Eq2: Distribution of decision confidence P_c

03 0.4 05 0.6 0.7
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Equation 2 — AI Decision Confidence

P. = mI?xP(y =klx)
(Al Decision Confidence)

Step-by-step derivation (maximum class probability)

4. A classifier outputs a probability for each class
ke{l,.. K}
P(y =1|x), P(y = 2|x),...,P(y = K|x)

2. The confidence is defined as the largest of these
values:
P. = max{P(y = 1|x), ..., P(y = K|x)}

3. Compactly:

P. = mlgxP(y =klx)

Table for Equation 2 — Al Decision Confidence P, =
max; P(y =k | x)

Sample P,
1 0.417
2 0.401
3 0.508
4 0.527
5 0.409
6 0.459
7 0.420
8 0.486
9 0.403
10 0.375
11 0.428
12 0.391
13 0.405
14 0.413
15 0.438
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3.Patient Safety Objectives in Al-Enabled
Care

The integration of artificial intelligence (Al) in healthcare
systems aims to improve patient outcomes and broaden
access by enhancing the efficiency of services. The safety
norms and practices governing conventional healthcare are
insufficient for the advanced tools and support functions of
intelligent systems. As a result, the patient-centred safety
objectives, tolerable risk levels, and used measurement
metrics must include the AI contribution. Furthermore,
these aspects have to be integrated into the design of
clinical workflows while remaining aligned with
established provisions for cyber and human factors
security.

The patient-safety objectives and associated risk-
management guidelines presented here are necessary
complements to the principles underpinning the use of Al
in healthcare. Such guidelines help to safeguard the patients
who are the focus of Al-powered, patient-centred services.
Safety-by-design principles, procedures that support the
Al-based system monitoring, and constant learning cycles
all contribute to making intelligent healthcare solutions
safer. These measures also reinforce the principles of
fairness and accountability in Al deployment. Continuous
training, supervision, and evolution further bolster safety,
underscoring the role and responsibility of human experts
supervising the Al-supported service.

3.1. Ensuring Patient Safety in AI-Driven Healthcare
Solutions

Patient safety in healthcare systems supported by artificial
intelligence is approached by explicitly defining patient
safety objectives, acceptable tolerances for safety risk, and
measurements for safety performance, complemented by
monitoring and reporting systems that capture emerging
hazards and incidents. Safety objectives for Al-supported
healthcare systems are aligned with those of the relevant
clinical workflows and encompass mitigation of known
hazards as well as prevention of harm stemming from
systematic failure of the AI system. The safety of Al
systems is further enhanced by ubiquitous cybersecurity,
heightened awareness of human factors, and the
establishment of training, supervision, and auditing
processes designed to promote continuous improvement of
Al implementation.
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Figure 2: Systemic Safety in AI-Supported Healthcare:
An Operational Risk Management Framework for Clinical
Integration

Recent years have seen the emergence of Al-supported
solutions for wide-ranging healthcare problems, such as
diagnosis, treatment selection, prognosis, prediction of
disease trajectory, and optimization of care pathways. As
the capabilities of Al technology and the scope of its
application in healthcare continue to expand, novel classes
of risk emerge that are intrinsic to these systems. Al
systems can inadvertently cause patient harm even when
functioning to specification if the context of their
deployment is not adequately designed, governed, and
supervised. Such malfunctions of Al-supported healthcare
systems in general are distinct from the failures of the
underlying Al algorithms that generate diagnostic or
therapeutic =~ recommendations.  Rather, they are
consequences of the integration, deployment, and
operationalization of Al systems. Consequently, explicit
identification and management of Al-supported systems
extend standard safety methodologies such as FDA-
recognized failure modes and effects analysis (FMEA) and
event-reporting systems to the realm of Al

3.2. Strategies for Enhancing Patient Safety in Al-
Driven Healthcare Systems

Independent of specific Al applications, key strategies can
enhance patient safety in Al-driven healthcare systems.
Design safeguards can minimize the likelihood and impact
of Al-related failures. A holistic monitoring regime can
detect failures before they reach patients, even in the
presence of such safeguards. Event reporting systems
enable learning from Al-related patient harms and near
misses, organizational oversight ensures appropriate
allocation of responsibilities and resources, and continuous
improvement processes restore safety when monitoring or
learning detect a system out of control. Implementing these
strategies in a well-designed Al-driven healthcare system
minimizes risk while allowing the many potential benefits
of Al in healthcare to be realized.
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Minimizing potential design flaws and reducing their
impact should begin in the early stages of the design
process. Safeguards such as redundancy and a “fail-safe”
property are well established for safety-critical applications
of non-Al technology. To ensure these techniques remain
effective when applied to Al systems, a systematic Hazard
and Operability (HAZOP) study should be conducted in
conjunction with Failure Modes and Effects Analysis
(FMEA) on the task fulfilment process, supported by a
preliminary Hazard Analysis. Where the conditions for the
use of these techniques cannot be met, other safeguards or
detection mechanisms should be designed into the Al
system, with close attention to how they can be
incorporated into clinical workflows.

Eq3: Safety-aware loss increases with risk penalty yR
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Equation 3 — Safety-Aware Loss Function

Lsafe = Lpred + VR
(Safety-Aware Loss Function)

Step-by-step derivation (regularization with risk
penalty)
1. Start with your normal predictive objective:
Lpred
(e.g., cross-entropy, MSE, etc.)
2.Add a risk term R (from Eq. 1) to penalize unsafe
behavior.
3. Scale that penalty using y = 0 (how strongly you care
about safety vs accuracy).
4. The combined objective is:
Lsafe = Lpred + VYR

4.Risk Identification and Assessment

Risks may arise from data, models, interfaces, or the
contexts in which Al systems are deployed. A hazard
analysis identifies plausible hazards, linking them to
potential patient harm as well as risks to family members,
other patients, or healthcare personnel. A failure modes and
effects analysis prioritizes those modes that would have
especially severe consequences, are especially probable, or
are especially difficult to detect. Incidents resulting in near
misses or actual patient harm are reported through
established channels. Learning loops enable an
organization to build institutional memory and feed lessons
learned back into the design, governance, deployment, and
oversight processes.

Hazard analysis can be applied to any Al system. Sources
of potential hazards include data processes, models and
associated code, interfaces with users and physically
monitored-state systems, and the Al-supported clinical

workflows that comprise the context of use for autonomous
systems and assistive systems capable of influencing
clinical decisions. Al systems brought into use with
insufficient data reflectivity remain especially susceptible
to patient harm, as do systems lacking strong oversight
before deployment. The focus, however, is on Al systems
capable of influencing, aiding, or streamlining clinical
decision-making or actions taken by healthcare
professionals.

4.1. Hazard Analysis in AI Systems

Hazards in Al-based healthcare systems derive from data,
models, human-Al interfaces, and the contexts in which
they operate. The safety of individual patients and the
integrity of the healthcare system are dependent on patient-
facing Al solutions being resilient to hazards in these areas
and on human oversight being robust enough for safety
when unanticipated hazards arise.

Hazard Analysis in AI Systems

Hazards in Al-based healthcare systems derive from data,
models, human—AlI interfaces, and the contexts in which
they operate. The safety of individual patients and the
integrity of the healthcare system are dependent on patient-
facing Al solutions being resilient to hazards in these areas
and on human oversight being robust enough for safety
when unanticipated hazards arise. The hazards in Al
systems and the resulting harms to individuals and the
overall healthcare system can be systematically identified
by analysing the data sets used to train Al models, the
models themselves, the human—AlI interfaces with which
clinicians interact, and the contexts in which Al systems
operate. When these hazards are characterised, it is possible
to map them systematically onto the forms of patient harm
and wider system-level consequences they might cause.

4.2. Failure Modes and Effects Analysis for AL

A FMEA was performed on data pipelines, model
performance, and clinical workflows to identify and
prioritize potential failure modes. Three elements were
considered: failure modes, causes and mitigating actions.
Failure modes were ranked according to their severity,
probability of occurrence, and probability of detection (S x
O x D risk level). The analysis revealed a common source
of failure: data since it is not only the starting point for the
Al systems, but also the point where the degradation of the
models can be detected.

Whenever potential failure modes emerge for data
pipelines, monitoring, supervision and retraining cycles
should be activated. Unclear and misleading answers in
conversational interfaces should trigger a pragmatic and
systemic approach ensuring that responses to questions not
properly answered can be retrieved in other ways (e.g.,
clinical protocols, expert procedures). The model
performance should be periodically assessed even for
clinical decision support. The set of cases posing challenges
to the model should also trigger corrective actions or a
refocusing of the clinical decision support tool, when
present. Confirmation bias in the use of Al assistance in the
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interpretation of images should always be monitored to
ensure its reduction and not increase.

An AFMEA was also performed on the clinical workflow,
focusing on the integration of Al systems in a holistic way.
Hence, the recurrence of any of the modes should result in
a preventive action.

Eq4: Observed vs expected state (illustrative)
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Equation 4 — Adverse Event Detection

A = llx(t) — 2O,
(Adverse Event Detection)

Step-by-step derivation (residual/anomaly score)

5. Let x(t) be the observed state at time t (vitals, lab
value vector, sensor measurements, etc.).

6. Let 2(t) be the expected (predicted) state at time ¢
(baseline model, forecasting model, physiological
model).

7. Define the residual vector:

e(t) =x() —x(t)

5. Convert residual to a single scalar severity score using

the L2 norm:

A® =l e@® = | ) e (©)?

4

5. Large A(t) = “unexpected behavior” = potential
adverse event / drift / malfunction.

4.3. Event Reporting and Learning Systems

Incident-reporting systems support organizational learning
from errors, near misses, and unsafe conditions. Such
systems are commonly used in clinical practice but
typically do not support incident reporting for Al systems.
To address this gap, processes need to be developed for
reporting failures, hazards, and near misses associated with
Al systems; categorizing these reports based on their
impact on patient safety and other safety objectives;
determining follow-up actions, such as investigation,
decision support, or audit; and feeding lessons learned back
into the design, governance, or training of the Al system.

The basic structure of the reporting mechanism is inspired
by the Krems model for incident reporting. It involves
defining use-case scenarios to describe the operating
environment of the Al system, categorizing reports based
on their relevance to the Al system, investigating selected
reports, and providing feedback to internal users and other
stakeholders, including the Al system developers. Ideally,
such a reporting structure should also be connected to a
larger corporate or institutional event reporting and
learning system or safety culture ecosystem.

Based on the role of Al in the overall clinical workflow,
FDA guidelines recommend a tiered approach to
monitoring Al systems for failures, hazards, and near
misses. In this model, the frequency, monitoring method,
and reporting route for each type of failure are determined
in advance and then followed automatically during system
operation. The number of required decisions and the
accountability of those decisions are minimized. Moreover,
the reporting structure and use-case scenarios are aligned
with the overall clinical workflow reporting system to
facilitate streamlined reporting from clinical users. Such a
system can serve as an initial blueprint for supporting
incident reporting for Al systems.

In addition to establishing reporting channels, a triage
process for the reported incidents needs to be defined.
Reported incidents should be evaluated to determine
whether they relate to the performance of the Al system and
whether they are significant enough to warrant
investigation, incorporation into operational decision
support, or audit.

5.Governance and Oversight

Patient Safety and Risk Management in AI-Supported
Healthcare Systems: present an objective, evidence-based,
formally structured study aligned with academic standards.

Governance and oversight mechanisms must address
practical concerns relating to regulation, stakeholder roles,
and multi-party collaborative frameworks. Specific laws,
standards, and ethical principles support Al integration into
healthcare delivery systems. Privacy regulations (e.g., the
GDPR), sector-specific standards for medical devices, and
convergence criteria for advanced therapies take
precedence. Beyond general principles, accountability
remains crucial because Al changes data generation and
processing ownership.

Regulation encompasses all parties involved in the
development and application of Al solutions. Developers
and institutions retain responsibility for model quality.
Users must evaluate outputs for plausibility and support
systems for reliable and safe Al use. Oversight structures
assign duties for system governance, third-party audit, and
certifying compliance before granting access to patients
and clinicians. Developers provide justifications for
deployed systems, while research institutions retain
accountability for experimental evidence supporting
clinical decisions based on Al models.

Multi-stakeholder collaboration helps enhance patient
safety, foster positive media perceptions, and address
government concerns regarding public interest. Al
solutions will be more effective when patients and
caregivers participate actively in decision-making at the
system-design stages. Openness, transparency, and
dialogue enhance public trust, which is essential for access
to sensitive data. Patient feedback on null, erroneous, or
harmful Al suggestions should inform developers,
regulators, and responsibility centers for the next steps.
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Eq4: Adverse event detection score over time

— Alt)=||x-]l2
~=- Threshold (95th percentile)

Anomaly score Aft)

5.1. Regulatory and Ethical Considerations

A legal, regulatory, and ethical framework centered on
patient safety, user needs, and stakeholder fairness is
essential for the deployment of Al in healthcare. Numerous
existing laws and guidelines can be applied directly,
notably health, data protection, and nondiscrimination
regulations tailored to AI. Supporting Al system safe
design, development, and operation also requires measures
beyond existing standards. First, patients must have
sufficient confidence in both the safety and performance of
Al-supported healthcare. Second, to address the inherent
disruption of accountability and the effects of bias on the
discrimination of groups and individuals, all stakeholders
involved in Al-supported healthcare must be sufficiently
informed and consulted. Third, institutional liabilities
affecting the provision of Al-supported healthcare services
must be clarified. Finally, Al-supported healthcare must
meet the basic societal expectation of equity.

Data protection, privacy, and security laws regulate the
acquisition and use of personal and sensitive data; establish
mandates for consent and transparency; and create rules for
data processing for minors, large-scale profiling, data
transfer, and international privacy rules. Such legislation
applies to training data acquisition, data processing for
clusters of patients, and clinical use. Nondiscrimination
laws also apply to fairness, and health service regulations
establish explicit safety requirements for all health services.
Special laws, guidelines, or declarations further regulate the
use of specific types of datasets, such as genomic data.

Al in Healthcare
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Figure 3: Navigating the Algorithmic Bedside: An
Integrative Framework for Safety, Accountability, and
Equity in Healthcare Al

5.2. Roles and Responsibilities

The principal investigators overseeing the design,
evaluation, maintenance, and deployment of Al systems
share responsibility with the institutions providing the
enabling infrastructure for safety of Al systems. Sponsors
must ensure adequate human resources for validation and
continuous monitoring of operations after deployment, and
that procedures are in place for managing patient consent
and training on the use of Al systems. Furthermore, the
integrity and safety of Al systems depend on the continued
exercise of professional judgement by clinicians in a
supervisory capacity. Al systems may automate specific
clinical tasks, yet they remain a support tool irrespective of
whether they operate with human oversight or
autonomously. Support requires careful consideration of
issues including data provenance, performance,
explainability, supervision, feedback in training, updates,
and incident reporting. Just as for other clinical tools and
functions, it is inappropriate for Al to operate without
human responsibility. As with other forms of malpractice,
the threat does not flow from the Al system itself but from
behaving in ways that are negligent.

The responsibility for the training and establishment of
communications protocols within care teams should rest
with institutional managers. Public healthcare often relies
on poorly funded staff in high workloads; neglecting task
support systems in these environments limits their potential
and is unsafe. As the need for these systems becomes
evident, finding ways for these systems to remain updated
in real-time through processes in which staff are involved
is paramount. A good oversight structure ensures that these
changes are properly supervised, validated, and
implemented only when safe.

5.3. Collaborative Stakeholder Engagement

Links to Patient Safety and Risk Management in Al-
Supported Healthcare Systems

Establishing mechanisms for multi-stakeholder
collaboration in the development and deployment of Al-
driven healthcare solutions fosters the public trust essential
to realizing the technology’s ethical and safety objectives.
Involving  patients in system design, providing
transparency about Al capabilities and decision-making
processes, and actively communicating system
performance and limitations support a culture of trust. Al is
not an infallible solution but rather an innovative assistive
technology whose successful implementation depends on
the quality of the data and models and the appropriateness
of use. Consequently, patients and end users should remain
informed about the performance and limitations of Al-
supported clinical decisions. Mechanisms for the periodic
empirical  evaluation of Al performance and
communicating findings to all stakeholders reinforce such
a culture of trust.
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Regulatory and ethical frameworks inherently require
stakeholder trust. Al solutions are introduced into a
complex healthcare ecosystem whose stakeholders and
interest holders range from patients to regulatory
authorities. Building transparency and trust into the Al-
enablement process satisfies these inherent requirements
and fosters engagement with all stakeholders. Therefore, in
the development and introduction of Al-enabled healthcare
solutions, attention must extend beyond data privacy,
consent, responsibility, and liability frameworks to actively
embrace stakeholder collaboration.

Equation 5 — System Safety Constraint
P(R.>1)<e€
(System Safety Constraint)

Step-by-step  derivation (chance constraint /
probabilistic safety)

8. Let R, be a (random) clinical risk measure in

operation (varies across patients, sites, time,

subgroups).

9. Choose a risk threshold 7 that should rarely be
exceeded.

10. The probability of violation is:

P(R, > 1)
6. Set an acceptable violation tolerance € (e.g., 0.05
meaning “<5% of cases may exceed”).
7. Enforce:
P(R.>1)<e€

Eq5: Choosing T to satisfy P(R_c>T) < &

E
o
!

— PRCc>T)
i i

--- T™=4.13

Probability
o o
[ -]
| |

o
S
L

o
M
.

0.04

Table for Equation 5 — Safety constraint P(R, > T) <

€

T Estimated P(R, > 1)
0.5 0.86

1.0 0.72

2.0 0.39

3.0 0.18

4.0 0.06
4.13 =~ (.05

5.0 0.02

6.Design, Development, and Validation of Al

An Al system's deployment is the culmination of a multi-
phase design and development process in which new
capabilities are defined, built, and tested, along with
associated workflows. Safety in these phases is considered
primarily within the context of the principles of
performance, fairness, and transparency. The quality and
robustness of the data that underpin supervised learning are
of paramount importance. Biases in the data and their

representativeness not only affect fairness but also
influence generalization and error modes, thus shaping
potential impacts on patient safety. Transparency and
explainability enhance trust and acceptance. Structured
validation—using appropriate, well-defined, and diverse
test datasets—encompasses technical expectations,
performance, and, critically, generalization. Validation
must culminate in careful clinical evaluation in real-world
environments, with performance monitored
postdeployment.

1. Data Quality, Bias, and Representativeness**

The quality of the data foundations for Al systems is central
to their safety. Rigorous assessments of data provenance,
completeness, timeliness, and representativeness are
essential. Specific actions may include timely updates to
the original datasets, augmentation of datasets with
representative data from high-risk populations, and other
measures that bolster data richness and reduce bias.
Detecting unwanted features, biases, or symptomatology in
datasets allows remedial actions and promotes fair and safe
algorithms. Tools focusing on fairness and bias detection
can assist these efforts.

2. Transparency, Explainability, and Trust**

Providing information on model explainability methods,
their recognized limitations, and the degree to which end
users will understand their outputs and rely on them for
decision-making is an important part of responsible and
transparent development. Providing specific explainability
features for clinical decision-support systems enhances
patient safety through the trust it engenders in clinicians.
Clinician buy-in is a key pillar underlying safe deployment,
particularly when an algorithm is intended to replace
human decision-making.

6.1. Data Quality, Bias, and Representativeness

Integrating Artificial Intelligence into Healthcare Service
Delivery

The safe use of Al in healthcare is an extension of existing
practices complemented by the properties and constraints
of intelligent systems. Properly used Al can significantly
reduce systemic risk, delivering patient-centered care in a
safer, fairer, and more efficient manner. Patient safety is, of
course, a critical objective of healthcare delivery. Here,
safety relates to the absence of preventable harmful events
attributable to the care-for-hire processes provided by
nursing and medical personnel. Attention is focused on
patient safety in the use of Al tools in clinical workflows.
Establishing the level of safety required in the development
and deployment of Al applications is not straightforward.
Achievable levels of risk depend on the development and
implementation quality of the technology in conjunction
with associated clinical governance processes.

The patient safety objectives to consider are threefold and
address the specification, development, and deployment of
Al systems, monitoring during the operational phase, and
the response to adverse events. Safety objectives define
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what constitutes an unsafe event, the associated measure of
risk, and the means by which risk is tracked and
communicated. Furthermore, a well-defined process
ensures that safety considerations remain part of an Al
project's scoping and requirements. Key aspects involve
patient safety inclusive of cybersecurity, human factors,
and ergonomics. Beyond that, safe-by-design, for safety
can be aligned with the broader notion of system resiliency,
where risk is effectively spotted and mitigated through
improved design and institutional safeguards.

Eq6: Safety-aware loss decreases under gradient update

14 4 — L_safe(6_t)
12 4

10

o] 5 10 15 20 25 30 35
Iteration

6.2. Transparency, Explainability, and Trust

Trust in Al systems hinges on their ability to provide
transparent and interpretable explanations. To foster this
trust, healthcare stakeholders must encourage the
development, availability, and user-friendly interpretation
of explainability methods. Moreover, research must be
directed at elucidating the relation between explanation
quality and successful clinical applications, ensuring the
generated explanations can be depended upon. Trusted
clinical-decision-support Al systems should strive to justify
their recommendations and actively caution users against
potentially harmful recommendations. Transparent
communication of the technical limitations of Al systems
further strengthens trust in their deployment. Consequently,
clear statements informing AI users of the situations in
which the AI system is most likely to make incorrect
predictions are highly desirable.

Clinical-decision-support Al systems are particularly
dependent on explanations. When operating within the
supervisory role of easing the workload of trained
healthcare professionals, explainability enables users to
pinpoint contradictions between the predicted and their
own expected outputs. Such contradicting predictions
become a potential red flag for further investigation before
making important clinical decisions. Therefore, supplying
explainability within such Al systems directly contributes
to patient safety by reducing the likelihood of inappropriate
actions taken by the assigned decision-maker when handed
preventively flagged predictions for scrutiny. Recent
research by Huang et al. explicitly focuses on this
explanation-enhanced safety aspect of Al in clinical
decision-support applications. Nevertheless, when clinical-
decision-support applications enter criminal or non-public
domains, the qualification of their explanation-producing
subroutine becomes crucial.

Eq6: Parameter update trajectory

| — 68t

0 H 10 15 20 25 E) 3
Iteration

Equation 6 — Governance Feedback Update
9t+1 = et - nvﬂLsafe
(Governance Feedback Update)

Step-by-step derivation (gradient descent on safety-
aware objective)

1. Let 8 be model parameters (weights) or tunable
governance parameters (thresholds, calibration,
etc.).

2. You want to reduce the safety-aware loss L,y (6).

3. Compute the gradient:

VGLsafe(et)
(direction of steepest increase).

4. Move opposite that direction by step size n > 0:
Orr1 = 6 — UVGLsafe(et)
6. Repeat over iterations t to  incorporate
monitoring/incident feedback into updates.

6.3. Validation, Verification, and Clinical Evaluation

Validation, verification, and clinical evaluation of an Al
system constitute distinct activities, each introducing some
degree of risk. Accordingly, a validation and verification
regime must be defined in detail, along with a prospective
clinical evaluation plan. Furthermore, a post-deployment
plan for monitoring performance and incident learning
should be specified.

Validation is the process of assessing a model’s
performance and generalization capability. An initial
validation effort confirms that the model performs as
expected by a qualified independent team or individuals.
Clinician oversight is then utilized to independently assess
whether the model meets minimal performance
requirements. Inputs to this process include a protocol for
prospective clinical evaluation and a post-deployment
monitoring plan. Verification assessments examine
whether the system meets non-functional and
interoperability requirements, then establish that the
technical control objectives outlined in the preceding
section are satisfied. Inputs include any test data needed to
execute the verification protocol. When data is available, a
plan must indicate how model explainability will be
ensured or whether a trust score will be reported along with
predictions.

The final step in the validation and verification of an Al-
enabled healthcare solution is a clinical evaluation. The
evaluation is prospective if possible; if not, it tests the
model on the most recent independent held-out data set.
The evaluation design demonstrates how the model will be
used in practice, including the choice of performance
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metrics, integration with clinical workflows, and input from
those who will use it or be affected by its use. The
evaluation results are communicated openly and
transparently. Finally, the evaluation defines a post-
deployment monitoring plan that tracks real-world
performance, detects drift, and identifies potential failure
modes (e.g., performance for specific patient groups or
clinical contexts).

7.Conclusion

Patient-Safety and Risk-Management Foundations for Al
in Healthcare A consolidated perspective on safety
objectives, risk tolerances, and mitigation strategies
enables comprehensive analysis of patient-safety
considerations in  Al-driven healthcare delivery.
Formulation of patient safety measures for Al-supported
healthcare systems serves as a strategic entry point into
patient safety for the development of Al-supported
healthcare applications. A broad range of patient-safety
aspects—monitoring, continuous learning, and training of
personnel—can be incorporated into the design and
operation of such systems. Clear safety objectives for
specific Al applications, aligned with functional-contextual
workflows, support risk management throughout the Al-
integrated healthcare delivery process.

Patient safety constitutes a foundation of healthcare and is
often characterized as the “freedom from accidental
injury.” In the context of Al, it defines the level of risk that
stakeholders are willing to tolerate for specific solutions,
systems, or applications. Patient safety in Al-supported
healthcare systems includes appropriate safeguards against
potential design flaws as well as Continuous Quality
Improvement mechanisms to respond to hazards that
become apparent only when the system is in operation,
which are captured through a learning loop that can correct
future problems. Accordingly, supporting patient safety
requires the ability to learn from incidents in order to reduce
systemic risks of harm—especially those that would be
difficult or impossible to foresee.

Patient-Safety Aspects

Patient Safety %
Monitoring | =

3 20 w @
Coverage Level (%)

Figure 4: Patient-Safety Aspects

7.1. Summary and Future Directions in AI-Enabled
Healthcare

The absence of patient-oriented safety and risk
management frameworks in artificial intelligence (AI)—
supported healthcare solutions has prompted the
introduction of two objectives. The first centers on patient

safety: defining the desired level of safety, assessing risk
tolerances, identifying associated metrics, and flagging the
factors that promote or undermine the fulfillment of safety
objectives. The second revolves around risk management:
identifying risks—actual and potential—that may
compromise patient safety; proposing strategies to reduce
the occurrence and impact of such risks; and specifying the
oversight, governance, and collaborative mechanisms
needed to ensure effective and continual implementation of
these strategies. Despite the solution being from an Al
safety-as-design perspective, it can be described broadly,
since the risk-management activities associated with
deploying Al in healthcare systems encompass patient
safety and beyond.

In addition to a sweeping analysis of Al's function in
healthcare delivery, the article fully elaborates on the
preceding Al patient-safety considerations and risk-
management strategy—a crucial area of investigation,
given the critical need to identify and monitor the new risks
associated with implementing Al in healthcare systems.
With the advancement of Al technologies capable of
understanding context and enhancing or enabling
perception and reasoning, the comfort and even safety that
comes with undertaking more tasking tasks is becoming
desirable not only in areas such as diagnostics, but also in
treatment and care. The foundation is being set for
autonomous Al systems in healthcare.
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