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Abstract: Network security is extremely important and mission-critical not just only for business continuity but also for thousands of
other huge and increasing number of systems and applications running over network continuously to deliver services. One of the ways
network security is implemented and enforced is via intrusion detection or prevention systems. Traditional intrusion detection systems
are usually rule-based and are not effective in detecting new and previously unknown intrusion events. Data mining techniques and
machine algorithms have recently gained attention as an alternative approach to proactively detect network security breaches. In this
project, these data mining algorithms: Decision Tree and Random Forest, Naive Baye, K-Nearest Neighbor (KNN) and Logistic
Regression classifiers were implemented to detect and classify network intrusion using NSL-KDD dataset. The results obtained generally
indicate that models are biased towards classes with low distribution in the dataset.
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1. Introduction

Intrusion generally refers to malicious activities directed at
computer network system to compromise its integrity,
availability and confidentiality. Network security is important
because modern information technology relies on it to drive
businesses and services. Security can be enforced on the
network through intrusion detection systems (IDS). These are
security devices or software usually implemented by large
and medium organizations to enforce security policies and
monitor network perimeter against security threats and
malicious activities. Other associated systems include
Firewall and Intrusion Prevention System (IPS). Essentially,
intrusion detection device or application scrutinizes every
incoming or outgoing network traffic and analyses packets
(both header and payload) for known and unknown events.
Detected known events and violations are logged usually in a
central security information and event management (SIEM)
system. Malicious activities or unknown events may be set
up to alert system administrator or the related packets
dropped depending on the configurations enabled on the
intrusion detection system.

Prevention of security breaches cannot be completely
avoided. Hence, effective intrusion detection becomes
important for organizations to proactively deal with security
threats in their networks. However, many existing intrusion
detection systems are rule-based and are not quite effective in
detecting a new intrusion event that has not been encoded in
the existing rules. Besides, intrusion detection rules
development is time consuming and it is limited to
knowledge of known intrusions only.

Data mining techniques, on the other hand, through
supervised and unsupervised learning algorithms have been
shown to be effective in identifying and differentiating
known and new intrusions from network event records or
data. It is therefore worthwhile to explore application of data
mining techniques as an effective alternative approach to
detect known and potential network intrusions. To make the
experience as organic as possible after the gesture has been
detected, it relays the output to an audio device to speak the
translated output. This makes the communication feel more
natural instead of just reading out text on a screen.

2. Literature Survey

With the popularity of Internet and due to the widespread
usage of networks, the number of attacks has increased, and
numerous hacking tools and intrusive methods have gained
traction. Within a network, one way to counter suspicious
activity is by using an intrusion detection system (IDS).

IDSs can be termed as misuse/anomaly detectors by sorting
out broadly based on the models of their detection.
Mishandling detectors depend on understanding the models
of known attacks, whereas irregularity detection creates
profiles for users as the key use case of detection, and sorts
the uniqueness of the normal and abnormal (anomaly) ones
as incursion 1,

Conversely, the sheer amount of the intrusions increased
drastically as the speed and complexity of networks expand
swiftly, this is seen when such networks are
unlocked/opened to the general public. Intrusion detection
aims to catch network attacks. To try and work out network
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security problems, it is one of the essential ways. The two
major signs to examine intrusion detection systems (IDS)
are Detection precision and stability. It is becoming difficult
for any intrusion detection system to suggest a trustworthy
repair with the varying technology and the huge growth of
Internet traffic it has been created that a behavioral model is
present in the attacks that can be gotten to know from former
study.
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3. Project Implementation

a) KDD Dataset

The dataset used in this project is the NSL-KDD dataset from
the University of New Brunswick, Canada. The dataset is an
improved version of the KDDCUP’99 dataset from DARPA
Intrusion Detection Evaluation Program. The original KDD
dataset is perhaps the most widely used dataset for machine
learning intrusion detection tasks. However, the results of
statistical analysis conducted by Tavallaee et al. revealed that
the dataset is fraught with redundant records that can lead to
poor evaluation of anomaly detection tasks. A new dataset,
NSL-KDD, devoid of the deficiencies noted in KDDCUP’99
data has since been proposed by Tavallaee et al. The NSL-
KDD dataset used in this project consists of 125,973 records
training set and 22,544 records test set with 42
attributes/features for each connection sample including class
label containing the attack types.[”

b) Data Load and Pre-processing

Mapping intrusion types to attack classes:

After loading the dataset into Python (Jupyter Notebook)

development environment, the first task performed was

mapping various attack types in the dataset into four attack
classes as described by Tavallaee et al.

1) Denial of Service (DoS): is an attack in which an
adversary directed a deluge of traffic requests to a system
in order to make the computing or memory resource too
busy or too full to handle legitimate requests and in the
process, denies legitimate users access to a machine.

2) Probing Attack (Probe): probing network of computers
to gather information to be used to compromise its
security controls.

3) User to Root Attack (U2R): a class of exploit in which
the adversary starts out with access to a normal user
account on the system (gained either by sniffing
passwords, a dictionary attack, or social engineering) and
is able to exploit some vulnerability to

4) gain root access to the system.

5) Remote to Local Attack (R2L): occurs when an attacker
who has the ability to send packets to a machine over a
network but who does not have an account on that

machine exploits some vulnerability to gain local access
as a user of that machine.

Exploratory Data Analysis

Basic exploratory data analyses were carried out among other
things to understand the descriptive statistics of the dataset,
find instances of missing values and redundant features,
explore the data type and structure and investigate the
distribution of attack class in the dataset.

Class Distribution
Before Sampling | After Sampling
Mormal 67343 67343
oS 45927 67343
Probe 11656 67343
LZR Qa5 67343
U2R 52 67343

Data Sampling Table
Intrusion types and subclasses

Standardization of Numerical Attributes
The numerical features in the dataset were extracted and
standardized to have zero mean and unit variance. This is a
common requirement for many machine learning algorithms
implemented in Scikit-learn python module

Enconding Categorical Attributes

The categorical features in the dataset were encoded to
integers. This is also a common requirement for many
machine learning algorithms implemented in Scikit-learn*?

a) Data Sampling

The sparse distribution of certain attack classes such as U2R
and L2R in the dataset while others such as Normal, DoS
and Probe are significantly represented inherently leads to
the situation of imbalance dataset. While this scenario is not
unexpected in data mining tasks involving identification or
classification of instances of deviations from normal patterns
in a given dataset, research has shown that supervised
learning algorithms are often biased against the target class
that is weakly represented in a given dataset.

Certain approaches such as random data sampling and cost-
sensitive learning method ® have been suggested to address
the problem of imbalance dataset. The use of sampling
involves modification of an imbalanced data set by some
mechanisms in order to provide a balanced distribution.
While oversampling replicates and increases data in class
label with low distribution, random under sampling removes
data from the original dataset with high class frequency

Cost-sensitive learning focuses on the imbalanced learning
problem by using different cost matrices that describe the
costs for misclassifying any particular data example rather
than creating balanced data distributions through different
sampling techniques . Studies have shown that for several
base classifiers, a balanced data set provides improved
overall classification performance compared to an
imbalanced data set . Popular sampling techniques
includes synthetic minority oversampling technique
(SMOTE) and Random Oversampling and Under sampling.
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b) Feature Selection and Data Partioning

Feature selection is a key data preprocessing step in data
mining task involving selection of important features as a
subset of original features according to certain criteria to
reduce dimension in order to improve the efficiency of data
mining algorithms. Most of the data includes irrelevant,
redundant, or noisy features. Feature selection reduces the
number of features, removes irrelevant, redundant, or noisy
features, and brings about palpable effects on applications:
speeding up a data mining algorithm, improving learning
accuracy, and leading to better model comprehensibility .

There are two common approaches to select or reduce the
features; a wrapper uses the intended learning algorithm
itself to evaluate the usefulness of features, and a filter
evaluates features accordin? to heuristics based on general
characteristics of the data'™

The wrapper approach is generally considered to produce
better feature subsets but runs much more slowly than a
filter. In this project, a wrapper approach was used wherein a
Random Forest classifier algorithm  with a function to
define feature importance was trained to extract feature
importance from the training dataset. A second step
implemented involved using a recursive feature extraction
also based on Random Forest algorithm to extract top 10
features relevant to achieve accurate classification of classes
in the training set.

”HHHIIIIIImnm........_

Feature Selection and Importance

After the selection of features, the dataset that had been then
resampled and partitioned into two target classes (normal
and attack) for all the attack classes in the dataset to make
way for binary classification. For multiclass classification no
such partition was required and this process was skipped for
that approach.

c) Train Models

The training dataset was utilized to train the following
classifier algorithms: Support Vector Machine (SVM),
Decision Tree, Naive Bayes, Logistic Regression and k-
Nearest Neighbour (KNN) P! Also, an ensemble classifier
was trained to add in and average out the prediction results
from the individually made classifiers. The ingenuity behind
the classifier is to combine conceptually different machine
learning models and utilize a major vote (hard vote) or the
average prediction probability (soft vote) to predict the
labels for each class. Such a classifier can be useful for a list

of equally well performing classifiers so as to almost
equalize their unique weaknesses.

Two approaches were employed, one being a multiclass
classification where the dataset as a whole with the 5 classes
(i.e., Normal, DoS, Probe, R2L, U2R) was used to train the
models. Since Support Vector Machine and Logistic
Regression are primarily designed for binary classification,
hence these 2 methods were omitted in this approach. The
second approach involved creation of separate binary
classifiers for each attack group. To achieve this the dataset
is partitioned into 4 groups each with 2 classes (Normal and
an attack group) as mentioned earlier. For each such group
all the above-mentioned classifier algorithms along with the
ensemble of these classifiers were trained. This improves the
detection rates at the cost of a model being able to detect
only the attack group it was trained on.

d) Evaluate Models

The trained models were evaluated using a 5-fold cross
validation technique. The concept of k-fold cross validation
involves generation of validation set out of training dataset
to assess the model before it is exposed to test data. In k-fold
cross-validation, the training dataset is randomly divided
into k equal sized subsamples. Out of the k subsamples, a
single subsample is retained as the validation data for testing
the model, and the remaining k — 1 subsamples are used as
training data. The cross-validation process is then repeated k
times (the folds), with each of the k subsamples used exactly
once as the validation data. The k results from the folds can
then be averaged or combined to generate a single value.
The advantage of this method is that all samples are used for
both training and validation

4. Results and Discussions

The models that were trained were utilized to classify labels in a
test dataset that was not previously shown to the algorithms.
Performance metrics such as accuracy, confusion matrix and
classification report were generated for each of the models for
both the binary classifier and multiclass classifier methods. From
the results obtained, all the models evaluated achieved an average
of 99% on training set while model’s performance on test set
indicates an average of more than 80% across all the four attack
groups investigated. The test accuracy for ‘Normal U2R’ across
all the models showed a value of more than 90%. However, a
review of performance as shown by the confusion matrix
indicated that the ‘U2R’ detection rate was very poor across
Decision Tree, Random Forest, KNN and Logistic Regression
models. The attack class ‘R2L’ detection rate is also not far from
being poor as ‘Normal’ and other classes with higher distribution
got more attention of the models to the detriment of the low
distribution classes. The results generally showed that sampling
may improve model training accuracy. However, a poor detection
rate in detecting U2R and R2L minority attacks are inevitable
because of their large bias available in the dataset. Here follow
the results for both the binary and multiclass classifier:
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5. Conclusion

One of the key lessons learned in this project is that, for
classification models, accuracy is not a good measure of a
model performance where there is an imbalance dataset.
Accuracy value may be high for the model but the class with
lower samples may not be effectively classified. If input data
is such that 10% of the samples represent attacks and the
model predicts all the data samples not to be an attack then
theoretically it would have an accuracy of 90%, but
obviously such a model is in fact of no use since it failed to
detect any attacks. Thus, other metrics such as Confusion
Matrix is more realistic in evaluating classifier model
performance than accuracy measure.

While building these models in the course of this project, we
saw that the amount of data points and classification types
for attacks like R2L and U2R were significantly in lesser
numbers than the other categories. Hence, to not allow such
an attack from being neglected, more data needs to be
collected for these attack types for a better and a more well-
rounded model. As of now, it is harder to make accurate
predictions using limited data.
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The use of machine learning models has revolutionized the
measure and accuracy to which we can make predictions of
attacks. To create an infallible system, one might need to use
even more complex models such as- ANN and Deep
learning techniques. These models would take a much
deeper dive into the computational arithmetic that is
involved and will come out with better results. These better
results do come at a price though, with these so called- much
better models having a very high cost of computational
demands and advanced hardware in the running systems. We
would need specially dedicated systems with advanced
hardware to be able to run these deep learning or ANN
models.

Overall, the scope for the future holds exciting innovations
to explore and achieve better results.
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