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Abstract: Malicious URL, a.k.a. malicious website, is a common and serious threat to cyber security. Malicious URLs host unsolicited 

content (spam, phishing, drive-by downloads, etc.) and lure unsuspecting users to become victims of scams (monetary loss, theft of 

private information, and malware installation), and cause losses of billions of dollars every year. It is imperative to detect and act on 

such threats in a timely manner. Traditionally, this detection is done mostly through the usage of blacklists. However, blacklists cannot 

be exhaustive, and lack the ability to detect newly generated malicious URLs. To improve the generality of malicious URL detectors, 

machine learning techniques have been explored with increasing attention in recent years. This article aims to provide a comprehensive 

survey and a structural understanding of Malicious URL Detection techniques using machine learning. We present the formal 

formulation of Malicious URL Detection as a machine learning task, and categorize and review the contributions of literature studies 

that addresses different dimensions of this problem (feature representation, algorithm design, etc.). Further, this article provides a 

timely and comprehensive survey for a range of different audiences, not only for machine learning researchers and engineers in 

academia, but also for professionals and practitioners in cyber security industry, to help them understand the state of the art and 

facilitate their own research and practical applications. We also discuss practical issues in system design, open research challenges, and 

point out important directions for future research. 
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1. Introduction 
 

Uniform Resource Locator (URL) is used to refer to 

resources on the Internet. In [1], Sahoo et al. presented about 

the characteristics and two basic components of the URL as: 

protocol identifier, which indicates what protocol to use, and 

resource name, which specifies the IP address or the domain 

name where the resource is located. It can be seen that each 

URL has a specific structure and format. Attackers often try 

to change one or more components of the URL's structure to 

deceive users for spreading their malicious URL. Malicious 

URLs are known as links that adversely affect users. These 

URLs will redirect users to resources or pages on which 

attackers can execute codes on users' computers, redirect 

users to unwanted sites, malicious website, or other phishing 

site, or malware download. Malicious URLs can also be 

hidden in download links that are deemed safe and can 

spread quickly through file and message sharing in shared 

networks. Some attack techniques that use malicious URLs 

include [2, 3, 4]: Drive-by Download, Phishing and Social 

Engineering, and Spam. 

 

According to statistics presented in [5], in 2019, the attacks 

using spreading malicious URL technique are ranked first 

among the 10 most common attack techniques. Especially, 

according to this statistic, the three main URL spreading 

techniques, which are malicious URLs, botnet URLs, and 

phishing URLs, increase in number of attacks as well as 

danger level. From the statistics of the increase in the 

number of malicious URL distributions over the consecutive 

years, it is clear that there is a need to study and apply 

techniques or methods to detect and prevent these malicious 

URLs. Regarding the problem of detecting malicious URLs, 

there are two main trends at present as malicious URL 

detection based on signs or sets of rules, and malicious URL 

detection based on behavior analysis techniques [1, 2]. The 

method of detecting malicious URLs based on a set of 

markers or rules can quickly and accurately detect malicious 

URLs. However, this method is not capable of detecting new 

malicious URLs that are not in the set of predefined signs or 

rules. The method of detecting malicious URLs based on 

behavior analysis techniques adopt machine learning or deep 

learning algorithms to classify URLs based on their 

behaviors. In this paper, machine learning algorithms are 

utilized to classify URLs based on their attributes. The paper 

also includes a new URL attribute extraction method. 

 

In our research, machine learning algorithms are used to 

classify URLs based on the features and behaviors of URLs. 

The features are extracted from static and dynamic 

behaviors of URLs and are new to the literature. Those 

newly proposed features are the main contribution of the 

research. Machine learning algorithms are a part of the 

whole malicious URL detection system. Two supervised 

machine learning algorithms are used, Support vector 

machine (SVM) and Random forest (RF). The paper is 

organized as follows. Section II reviews some recent works 

in the literature on malicious URL detection. The proposed 

malicious URLs detection system using machine learning is 

presented in Section III. In this section, the new features for 

URLs detection process are also described in details. 

Experimental results and discussions are provided in Section 

IV. The paper is concluded by Section V.  

 

IIThe proposed method is outlined in Fig.1 and comprises 

three main components: pattern extraction, and alias 

extractionand ranking. Using a seed list of name-alias pairs, 

first there will be extraction of lexical patterns that are 
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frequently used toconvey information related to aliases on 

the web. Theextracted patterns are then used to find 

candidate aliases fora given name. Various ranking scores 

can be defined using thehyperlink structure on the web and 

page counts retrievedfrom a search engine to identify the 

correct aliases amongthe extracted candidates. 

 

2. Related Work 
 

A. Signature based Malicious URL 

Detection Studies on malicious URL detection using the 

signature sets had been investigated and applied long time 

ago [6, 7, 8]. Most of these studies often use lists of known 

malicious URLs. Whenever a new URL is accessed, a 

database queries isexecuted. If the URL is blacklisted, it is 

considered as malicious, and then, a warning will be 

generated; otherwise URLs will be considered as safe. The 

main disadvantage of this approach is that it will be very 

difficult to detect new malicious URLs that are not in the 

given list. 

 

B. Machine Learning based Malicious URL Detection 

There are three types of machine learning algorithms that 

can be applied on malicious URL detection methods, 

including supervised learning, unsupervised learning, and 

semisupervised learning. And the detection methods are 

based on URL behaviors. In [1], a number of malicious URL 

systems based on machine learning algorithms have been 

investigated. Those machine learing algorithms include 

SVM, Logistic Regression, Nave Bayes, Decision Trees, 

Ensembles, Online Learning, ect. In this paper, the two 

algorithms, RF and SVM, are used. The accuracy of these 

two algorithms with different parameters setups will be 

presented in the experimental results. The behaviors and 

characteristics of URLs can be divided into two main 

groups, static and dynamic. In their studies [9, 10, 11] 

authors presented methods of analyzing and extracting static 

behavior of URLs, including Lexical, Content, Host, and 

Popularity-based. The machine learning algorithms used in 

these studies are Online Learning algorithms and SVM. 

Malicious URL detection using dynamic actions of URLs is 

presented in [12, 13]. In this paper, URL attributes are 

extracted based on both static and dynamic behaviors. Some 

attribute groups are investigated, including Character and 

semantic groups; Abnormal group in websites and Host-

based group; Correlated group 

 

C. Malicious URL Detection Tools 

 URL Void: URL Void is a URL checking program using 

multiple engines and blacklists of domains. Some 

examples of URL Void are Google SafeBrowsing, Norton 

SafeWeb and MyWOT. The advantage of the Void URL 

tool is its compatibility with many different browsers as 

well as it can support many other testing services. The 

main disadvantage of the Void URL tool is that the 

malicious URL detection process relies heavily on a given 

set of signatures. 

 UnMask Parasites: Unmask Parasites is a URL testing tool 

by downloading provided links, parsing Hypertext 

Markup Language (HTML) codes, especially external 

links, iframes and JavaScript. The advantage of this tool is 

that it can detect iframe fast and accurately. However, this 

tool is only useful if the user has suspected something 

strange happening on their sites 

 Dr. Web Anti-Virus Link Checker: Dr.Web Anti-Virus 

Link Checker is an add-on for Chrome, Firefox, Opera, 

and IE to automatically find and scan malicious content on 

a download link on all social networking links such as 

Facebook, Vk.com, Google+. 

 Comodo Site Inspector: This is a malware and security 

hole detection tool. This helps users check URLs or 

enables webmasters to set up daily checks by 

downloading all the specified sites. and run them in a 

sandbox browser environment. 

 Some other tools: Among aforementioned typical tools, 

there are some other URL checking tools, such as 

UnShorten.it, VirusTotal, Norton Safe Web, SiteAdvisor 

(by McAfee), Sucuri, Browser Defender, Online Link 

Scan, and Google Safe Browsing Diagnostic. 

 

From the analysis and evaluation of malicious URL 

detection tools presented above, it is found that the majority 

of current malicious URL detection tools are signature-based 

URL detection systems. Therefore, the effectiveness of these 

tools is limited. 

 

3. Conclusion 
 

In this paper, a method for malicious URL detection using 

machine learning is presented. The empirical results in 

Tables V and VI have shown the effectiveness of the 

proposed extracted attributes. In this study, we do not use 

special attributes, nor do we seek to create huge datasets to 

improve the accuracy of the system as many other traditional 

publications. Here, the combination between easy-to-

calculate attributes and big data processing technologies to 

ensure the balance of the two factors is the processing time 

and accuracy of the system. The results of this research can 

be applied and implemented in information security 

technologies in information security systems. The results of 

this article have been used to build a free tool [20] to detect 

malicious URLs on web browsers. 
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