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Abstract: In recent years, Steganography and Steganalysis are two important areas of research that involve a number of applications.
These two areas of research are important especially when reliable and secure information exchange is required. Steganography is an
art of embedding information in a cover image without causing statistically significant variations to the cover image. Steganalysis is the
technology that attempts to defeat Steganography by detecting the hidden information and extracting. In this paper a comparative
analysis is made to demonstrate the effectiveness of the proposed methods. The effectiveness of the proposed methods has been estimated
by computing Mean square error (MSE) and Peak Signal to Noise Ratio (PSNR), Processing time, security. The analysis shows that the

BER and PSNR is improved in the LSB Method but security sake DCT is the best method.
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1. Introduction

An important aspect of the modern way of life is communi-
cation. Many devices present today have the ability to
transmit various information between them using different
ways of communication, like insecure public networks,
different types of wireless networks and the most used: the
Internet. In some cases it is needed to keep the information
travelling through different kinds of channels secret. Mainly
there are two ways of concealing information: cryptography
and steganography. Cryptographys main aspect is that the
information is somehow distorted, scrambled by the sender
using normally an encryption key also known only by the
intended receiver who decrypts the message. The problem
with cryptography is that a user intercepting the message,
although he cannot decrypt it, he might detect that there is
encrypted, secret information .On the other hand
steganography is able even to hide this aspect making sure
that even the fact that there is secret information, is
concealed. Steganographys main aspect is that it is
embedding the secret message into another message. The
basic structure of Steganography is made up of three
components: the carrier, the message, and the key.

Most of the steganography techniques; which hide the data
directly in the pixels of the image, use the Least Significant
Bit (LSB) embedding method. By using random factors and
secret keys the security of steganography can be increased,
but by considering the statistical characteristics of these
images, most of these techniques will be fractured. However
the least significant bits of the pixels looks random,
practically they dont have random properties and represent
some characteristics of the image .Evaluation on the
properties of the image before and after steganography
process, can indicate the changes in these least significant
bits. As a result the application of steganography technique in
spatial domain is not safe enough against the recent
developing attacks. In the next section a brief introduction to
the steganography in frequency domain is presented.

2. Literature Survey

The term steganography illustrates the art and science of
hidden communication. By using steganography there is a
chance to send messages so that nobody can detect the
existence of the message. The message is embedded by
weakening some characteristics of another media, which is
called cover. Final output has equal properties to cover
media, and also it includes our secret information. This new
object is transmitted. If somebody is able to interpret this
transmitted package, the secret message can be distinguished.
While this transmitted package is really similar to cover
media, detection of any embedded information is very
difficult. For implementation of the steganography system,
two algorithms are needed to be designed: one for hiding data
and the other to extract this successfully. The main subject in
embedding algorithm is to hide the secret message within the
cover media without attracting any attention. The extraction
algorithm has a simpler process and can be achieved by
inversing the steps of embedding algorithm. All of the
steganography steps can be shown graphically in Fig.1
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Figure 1: Steganography steps in a graphical view

The secret message usually is a text file or another image file
which contains the secret information. This file is sent to the
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encoder unit in the first step. The encoder must be designed
and implemented with high precision, to hide the secret
message with a few distortion and changes in the cover
image. Encoder unit usually needs a key to increase the
security level of hiding method; this key is used in the
extraction phase too. Without using this key, the message
will be available without any impediment, if someone
guesses the embedding or extraction algorithm.

Output of the encoder unit is called steganograme which
should be close enough, to cover media. Then this image and
the key, which is used in embedding phase, are transmitted
via a communication channel. In the next step this package
are applied to decoder unit. Output of the decoder unit is
delivered in the receiver side. The output of extraction unit is
just an estimate of secret message, because during transition
through the communication channel, the steganograme is
exposed to different types of noises, which can change the
values of some bits.

The application of steganographic technique can be broadly
classified as operating in two different domains, such as
spatial domain and frequency domain. In spatial domain, the
embedding and hiding process are mostly carried out by
bitwise manipulation.

For example, manipulating the LSB in one of the color
components in an image. While, the frequency domain
includes those which involve manipulation of transformed
image such as Discrete Cosine Transformation (DCT) and
wavelet transformation. Such manipulation includes
changing the value of the quantized DCT coefficients.

3. Image Steganography Techniques

Based on the analyses of steganography tools algorithms, we
partition these tools into two categories: (1). Spatial domain

based steganography (2) Transform domain based
steganography.

A. Spatial Domain Based Steganography

Spatial steganography mainly includes LSB (Least

Significant Bit) steganography Least significant bit (LSB)
insertion is a com-mon, simple approach to embedding
information in a cover image

The least significant bit (in other words, the 8th bit) of some
or all of the bytes inside an image is changed to a bit of the
secret message.

Pixel: (10101111 11101001 10101000) (10100111 01011000
11101001) (11011000 10000111 01011001)

Secret message: 01000001

Result: (10101110 11101001 10101000) (10100110
01011000 11101000) (11011000 10000111 01011001)

B. Transform Domain Based Steganography

Basically there are many kinds of power level transforms that
exist to transfer an image to its frequency domain, some of
which are Discrete Cosine Transform, KL Transform and
Wavelet Transform.

C. The Discrete Cosine Transform (DCT)

This method is used, but similar transforms are for example
the Discrete Fourier Transform (DFT). These mathematical
transforms convert the pixels in such a way as to give the
effect of spreading the location of the pixel values over part
of the image [5]. The DCT transforms a signal from an image
representation into a frequency representation, by grouping
the pixels into 8 8 pixel blocks and transforming the pixel
blocks into 64 DCT.

DCT is used in steganography as- Image is broken into 88
blocks of pixels. Working from left to right, top to bottom,
the DCT is applied to each block. Each block is compressed
through quantization table to scale the DCT coefficients and
message is embedded in DCT coefficients.

N ———————-

J
DCT Steganography

Poase e

Sk

CTe seesage L et

Pa— —Geanegn

Figure 2: DCT Steganography
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Figure 3: LSB Steganography
4. Model

A. Definitions

(i) Cover image: It is defined as the original image into
which the required information is embedded. It is also termed
as carrier image. The information should be embedded in
such a manner that there are no significant changes in the
statistical properties of the cover image.

(i) Stegoimage: It is an unified image obtained by the
combination of the payload and cover image.

(ii1) Perceptibility: It describes the ability of a third party (not
the intended recipient) to visually detect the presence of
hidden information in the stego image. The embedding
algorithm is imperceptible when used on a particular image if
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an innocent third party, interested in the content of the cover
image, is unaware of the existence of the payload. Essentially
this requires that the embedding process not degrade the
visual quality of the cover image.

(iv) Robustness: It characterizes the ability of the payload to
survive the embedding and extraction process, even in the
face of manipulations of the stego image such as filtering,
cropping, rotating and compression. (v)Security: It is
inability of adversary to detect hidden images accessible only
to the authorized user. The quality factor can enhance the
security of the image. A steganographic image is perfectly
secure when statistical data of the cover and stego images are
Identical.

B. Error Analysis

(1)Bit Error Rate: For the successful recovery of the hidden
information the communication channel must be ideal but for
the real communication channel, there will be error while
retrieving hidden information and this is measured by BER.
The cover image is represented as cov and stego image as
steg in the given equation Where i is the pixel position.

(i1) Mean Square Error: It is defined as the square of error
between cover image and the stego image. The distortion in

the image can be measured using MSE.
I
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(iii) Peak Signal to Noise Ratio: It is the ratio of the
maximum signal to noise in the stego image.

PSNR = 10 log 259

MSE
5. Algorithms of Steganography

A. Lsb Based Steganography Algorithm to embed text
message

Step 1: Read the cover image and text message which is to be
hidden in the cover image.

Step2: convert the color image into grey

image. Step 3: Convert text message in

binary.

Step 4: Calculate LSB of each pixels of cover image.

Step 5: Replace LSB of cover image with each bit of secret
message one by one.

Step 6: Write stego image

B. Lsb Based Steganography Algorithm to retrieve text
message

Step 1: Read the stego image.

Step 2: Calculate LSB of each pixels of stego image.
Step 3: Retrieve bits and convert each 8 bit into
character.

C. DCT Based Steganography Algorithm to embed text
message

Step 1: Read cover image.

Step 2: Read secret message and convert it in binary.

Step 3: The cover image is broken into 88 block of pixels.

Step 4: Working from left to right, top to bottom subtract 128
in each block of pixels.

Step 5: DCT is applied to each block.

Step 6: Each block is compressed through quantization table.
Step 7: Calculate LSB of each DC coefficient and replace
with each bit of secret message. Step 8: Write stego image

D. DCT Based Steganography Algorithm to retrieve text
message

Step 1: Read stego image

Step 2: Stego image is broken into 88 block of pixels.

Step 3: Working from left to right, top to bottom subtract 128
in each block of pixels.

Step 4: DCT is applied to each block.

Step 5: Each block is compressed through quantization

table. Step 6: Calculate LSB of each DC coefficient.

Figure 2 shows DCT Based Steganography Algorithm while
Figure 3 shows LSB Based Steganography Algorithm.

6. Conclusion

Steganography is the art and science of writing hidden
messages in such a way that no one, apart from the sender
and intended recipient, suspects the existence of the message,
a form of security through obscurity. It is therefore a book on
magic. It is emerging in its peak because it does not attract
anyone by itself. In this paper analysis of LSB and DCT
methods has been successfully implemented and results are
delivered. The MSE and PSNR of the methods are also
compared and also this paper presented a back-ground
discussion and implementation on the major algorithms of
steganography deployed in digital imaging. From the results
it is clear that as PSNR in LSB is the best but as we know
that security is much more important in today’s
communication system. So security wise DCT is the best.
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