
International Journal of Science and Research (IJSR) 
ISSN (Online): 2319-7064 

Index Copernicus Value (2013): 6.14 | Impact Factor (2013): 4.438 

Volume 4 Issue 6, June 2015 

www.ijsr.net 
Licensed Under Creative Commons Attribution CC BY 

A Service Provider Level SMS Spamming 

Detection System 

  

Bhavana Alam
1
, Fazeel Zama

2
 

 
1, 2Nagpur University, Department of Computer Science and Engineering,  Wainganga College of Engineering and Management, 

Dongargaon, Nagpur, India 

 

 

Abstract: As the SMS is that the best and direct methodology to advertise the messages to multiple users, it opened doors for 

promoting firms to utilize it for SMS spamming or the SMS promoting exploitation SMS entrance service. To beat this downside 

authorities come back up with the idea of DND (do not disturb) service in conjunction with categorization of messages on transactional 

route and promotional route basis to limit unwanted messages to user. However to own a profit user got to register his range for DND 

service and this service blocks solely messages sent by the SMS entrance. On different hand promoting firms come back up with idea of 

causation promoting SMS through spammer’s mobile that has no interference at any level doesn’t matter there is any relation between 

sender and receiver or the message is transactional, promotional or the non-public. Therefore the projected system is meant and 

develops to make a SMS service supplier level SMS spam detection system. The system can 1st research in SMS and decision log 

information base and check an immediate or the mutual relation between sender and receiver if system found no relation then it will 

treat message as a spam message and forward message with spam tag or directly reject it. 
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1. Introduction 
 

Short message service (SMS) may be a worldwide known 

and extensively used communication platform and this can be 

attributable to the big mass of individual’s mistreatment 

mobile phones. Thanks to this quality of SMS messages 

inescapably elicited “spam message” issue. Usually currently 

days out of all the message that we tend to receive, most of 

them area unit associated with the promotion announcements 

of stores, credit opportunities of banks etc. these area unit 

spam whereas solely a little portion of messages received 

area unit real. As a consequence of these phone users not 

solely gets distract however additionally these messages 
quickly replenish message inboxes. So as to avoid this spam 

message movable is used.  

 

Primarily mobile spam may be a kind of spam directed at the 

text electronic communication or different communications 

services of mobile phones. This system is additionally wide 

called mobile spamming, text spam, SMS spam, m-spam or 

mspam. Generally movable spam is a smaller amount unfold 

wide throughout a neighborhood than email spam, around 

ninetieth of email wherever spam consistent with 2010 

survey. The whole enlargement of mobile spam usually varies 

from region to region. Consistent with the survey conducted 

in North America, mobile spam has bit by bit exaggerated 

from 2008 through 2012, however remained below one 

hundred and twenty fifth as of Dec 2012. In elements of Asia 

up to half-hour of messages was spam in 2012. 

 

2. Related Work 
 

Recently several analysis is conducted specializing in SMS 

spam filtering. One amongst the tactic projected by Neetesh 

Saxena, and Narendra S. Chaudhari [1]. In our day these days 

life we tend to use sms service most often SMS for 

transmission and reception of knowledge relating to health 

care watching, mobile banking and mobile commerce etc. 

however whenever message is communicated via sms the 

knowledge contained within the SMS transmit as plain text. 

Someday this data might have confidential data like account 

numbers, passwords, license numbers, and so on. Thus its 

security is of prime thought. So causing such data through 

SMS is involves several risk, as a result of whereas 

mistreatment ancient SMS service they does not give secret 

writing to the knowledge before its transmission. In 

associated analysis work Author propose associate degree 

efficient and secure protocol referred to as EasySMS. This 

protocol generates minimum communication and 

computation overheads as compared with existing SMSSec 

and PK-SIM protocols. Another Uysal and team [2] projected 

a completely unique framework for SMS spam filtering is 

projected to be ready to block uninvited SMS messages. 

Within the filtering framework, distinctive options 

representing SMS messages are known mistreatment CHI2 

and immunoglobulin primarily based feature choice ways. 

The chosen feature subsets with varied sizes are then fed into 

2 totally different theorem primarily based classification 

algorithms, specifically the binary and probabilistic models, 

to classify SMS messages as either legitimate or spam. To 

boot, the projected SMS spam filtering theme is used to 

develop a time period mobile application running on the 

mobile phones with golem software package. In [3] Author 

describe REAL: associate degree economical scan Aligner 

for next generation sequencing reads structures to find and 

compare the results of net spam bots and Viruses. This paper 

projected a way of employing a bioinformatics pattern 

matching algorithmic rule to judge signature-based 

virus/spam detection in Windows. In [4] in a very mobile 

network, viruses and malwares may be a root reason behind 

privacy knowledge outflow, further charges, and remote 

eavesdropping. Author given a two-layer network model for 

simulating and analyzing the propagation dynamics of SMS-

based and BT-based viruses. So as to look at and uncover the 

propagation mechanisms of mobile viruses. The model 

characterizes 2 styles of human behavior, i.e., operative 
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performance and mobile performance per analysis work 

conducted by authors. In [5] Zi Chu, S. Gianvecchio, Haining 

Wang, and Sushil Jajodia the classification of human, bot, 

and bionic man accounts on Twitter. Author 1st conduct a 

collection of large-scale measurements with a group of over 

five hundred,000 accounts. In accordance with the 

characteristic like tweeting behavior, tweet content, and 

account properties human, robot, and bionic man are 

differentiated. Based on with the associated activity results, 

author propose a arrangement that features that features 

associate degree entropy-based part, a spam detection part, 

associate degree account properties part, and a choice maker. 

so as to see the chance of being somebody is bot, or bionic 

man the projected system uses a mixture of options extracted 

of associate degree unknown user. 

 

3. Proposed Work 
 

As the mobile decision and SMS log looking and analysis is 

most significant contents to manage in soft format it desires 

ton storage and categorization setup. On the idea of calls and 

SMS log finding the direct or indirect relation between 

sender and receiver would like to process which ends in to 

non-singular record might have knowledge analysis. Hence 

the projected system is especially designed and developed to 

seek out the direct or indirect relation between sender and 

receiver to permit the matter communication. Main objective 

of the system is to develop a mobile service supplier level 

SMS and decision log analysis service to outline sender is 

spam or not. 

 

3.1 Proposed System Architecture 

 

Figure 1.0 describes the method or the execution design of 

the planned system wherever sender can 1st unicast, multicast 

a text message which is able to land at mobile service 

supplier server. Once the message is received by the server 

then server can send the sender and therefore the receivers 

address to relationships analysis module which is able to 

offer the terminated lead to positive or the negative format. 

Here the relation analysis module can look in to and former 

SMS log between the sender and receiver and conjointly 

search for the direct or mutual relation between sender and 

receiver. System will check for the message replication or the 

individual message to completely different message. Once 

the made result from result instrument system can apply and 

traditional or spam as a tag to message and forward it to 

receiver or system will discard the message on the idea of 

configuration. 

 

 
Figure 1: System Architecture 

 

3.2 Proposed Research Methodology 

 

The system planned primarily deals with following analysis 

techniques for thriving action of the systems goals:- 

1)ADO.net: it is a collection of laptop package parts that 

provides the programmers the authentication to uses 

knowledge and knowledge services supported separated 

Datasets and XML. The Microsoft .net framework includes 

the bottom category library of stir.net. Usually this package is 

employed by programmers to access and manipulate 

knowledge hold on in social info systems, but it can even 

access knowledge in non-relational sources. It is fairly often 

thought of as associate degree advancement of ActiveX 

knowledge Objects (ADO) technology, however was 

reworked thus extensively that it\'s currently thought of as a 

wholly novel product. 

 

2)Socket programming: Sockets are the end point in associate 

degree inter-process communication or a network. As we tend 

to all recognize that the majority of the communication is 

amongst computers relies on the web Protocol, therefore 

these sockets are wide referred to as web socket. The 

communication protocols, enforced in software system of the 

collaborating laptop are especially chargeable for all the info 

transmission between the 2 sockets. Application programs 

running on the participated laptop performs write and browse 

operation on these sockets. Consequently, schedule is 

actually socket programming. A socket API is associate 

degree application programming interface (API) that is 

sometimes provided by the software system. That permits the 

appliance programs to regulate and use network sockets. Web 

socket arthropod genus are sometimes follows the Berkeley 

sockets common place. 

 

3)SQL procedures: so as to access a computer database the 

system want a procedure referred to as hold on procedure. 

We will realize these procedures within the info lexicon as 

they are truly hold on there. Typical uses of hold on 

procedures embody knowledge authentication (integrated 

into the database) or access management mechanisms. What 

is more, they will even be accustomed mix and unify logic 

that was originally enforced in applications. For the 

Paper ID: SUB155593 1574



International Journal of Science and Research (IJSR) 
ISSN (Online): 2319-7064 

Index Copernicus Value (2013): 6.14 | Impact Factor (2013): 4.438 

Volume 4 Issue 6, June 2015 

www.ijsr.net 
Licensed Under Creative Commons Attribution CC BY 

execution of in depth or complicated process that needs 

execution of many SQL statements is moved into hold on 

procedures. So they are dead by vocation the procedures. 

Procedure is often nested in order that they are often dead 

from one procedure. 

 

3.3 Proposed Technique and Algorithms used: 

 

1) CHI2(Chi-Square)technique:- In this paper we used the 

chi2 technique for checking SMS log. Using this technique 

mobile service centre can automatically filter spam word 

from the messages. If spam words are found it will send in 

spam box. 

2) Sequential Algorithm:- Sequential algorithms are used for 

checking sender and receiver call log. It will check the 

mobile user phonebook log. Whether the number is save in 

user mobile or not. If the numbers is present in phonebook 

then the message is not spam otherwise it is spam message. 

In this algorithms phonebook is sequentially checked.  

 

4. Conclusion  
 

Generally currently days out of all the message that we have 

a tendency to receive, most of them are associated with the 

promotion announcements of stores, credit opportunities of 

banks etc. these are spam whereas solely a tiny low portion of 

messages received are real. As a consequence of this phone 

users not solely gets distract however additionally these 

messages quickly top off message inboxes. In accordance 

with the on top of mentioned drawback this paper provides a 

quick discussion on security and privacy of sms. It 

additionally discusses some spam filtering techniques. 

Furthermore it additionally proposes a completely unique 

methodology for SMS spamming. The planned system is 

principally designed and developed to seek out the direct or 

indirect relation between sender and receiver to permit the 

matter communication. Main objective of the system is to 

develop a mobile service supplier level SMS and decision 

log analysis service to outline sender is spam or not.  
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