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Abstract: Social network is one of the most important terms we hear these days. Due to its enormous growth, any individual can 

become a memberin any of these online social networking sites. Consequently, these websites gain huge profit just by providing a 

platform for the users to communicate. However, we have seen both merits and demerits of these online social networking sites. One of 

these is that they collect huge personal data and users take risks of trusting them. The collection of these data is made easy by using 

learning algorithms to predict more private data. This paper explains the possibility of various inference attacks by these private data. 

These attacks can be minimized by sanitization methods that are put forward in this paper. This paper also comes with the security 

features which are essential for an online social networking site. 
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1. Introduction 
 

Online Social Networks (OSNs) gained large popularity in 

today‟s world. It becomes a medium for people to 

communicate and share ideas in this busy world [1].Social 

networks are the gathering of people who share common 

things such as hobbies, likes, community, interests, religion 

and views. It is also a medium to a group of internet users 

who are willing to share their thoughts. It helps to unite 

families virtually [2]. They provide great enthusiast when 

loved ones are gathered in the easiest way. 

 

There are more than 300 social networking sites all over the 

world. The features of all these sites are the ultimate social 

networking and they are all the same with each other. These 

online social networking sites are ranked first among all the 

visited websites and in any other websites. However, these 

websites both have merits and demerits. The popular social 

networking sites include Facebook, LinkedIn, Twitter, 

Pinterest and Google Plus. All these sites collect enormous 

personal data from their users.Even though online social 

networking sites ensure the protection of data, there are 

many incidents regarding the private information drip of 

these social networking sites. 

 

Many online social network (OSN) owners regularly publish 

data collected from their users‟ online activities to third 

parties such as sociologists or commercial companies. These 

third parties further mine the data and extract knowledge to 

serve their diverse purposes. In the process of publishing 

data to these third parties, network owners face a nontrivial 

challenge: how to preserve users‟ privacy while keeping the 

information useful to third parties [3]. Failure to protect 

users‟ privacy may result in severely undermining the 

popularity of OSNs as well as restricting the amount of data 

that the OSN owners are willing to share with third parties. 

Apart from these various attacks also compromise social 

network security. Both passive as well as active attacks [4]. 

 

Although these OSNs provide various features to interact 

with the people they lack security features. The main 

advantage of these online social networks other than 

communication is the marketing and research fields.OSN 

now becomes a medium of major business center. Many 

companies can post ads on these websites and gain a huge 

profit. By using data mining algorithms on these networks 

were now able to analyze data and arrive on conclusions. 

These predictions and conclusions may violate others 

privacy. Social network is a graph consisting of nodes and 

links that is used to represent social relations on social 

network sites. The nodes represent the entities and links form 

the relationships between them. Social network 

anonymization is adopted in order to provide privacy. Even 

though they guarantee the privacy of information, these 

networks can have various privacy issues [5].  

 

This paper discusses (i) the various privacy measures to 

avoid prediction of online social network data and the (i) 

various security measures to provide better feasibility to 

users. 

 

2. Social Networks 
 

A. Social Network Defined 

One of the important aspects of this online social networking 

is that it can be used for research process and analyze various 

issues related to social networking. For the purpose of 

understanding a social network can be considered as a graph 

where it contains vertices, edges and details.it is represented 

as [5], 

G= {V, E, D} 

Detail type D, is a string defined over a ∑ that identifies a 

specific class. All detail types are denoted by H.A detail type 

is a pair consisting of a detail type and a detail value in 

which they are represented by an identifier Jk.It is the 

privilege of the user to input the details, it can be single 

valued or multi valued. A user can list various hobbies in his 

profile but he can identify only one country. Another 

identifier is used for private details I and any detail is private 

if it belongs to H. 

 

H= {favorite places, favorite actors, favorite food items, 

Religion} 

I= {religion, political views} 

Consider two nodes n1 and n2 to be the two users and they are 

friends. Among the details described, two details choose to 

be private. The detail which chooses to be private is 

determined by the user‟s privilege. 
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These details which are meant to be private are considered as 

classification set C, in which they have separate values. That 

is for religious views various options can be assigned. Hindu, 

Christians, Muslims etc. The main aim of this paper is to 

identify the possible inference attacks and helpful 

sanitization techniques. The need to predict particular 

sensitive information for a particular user by analyzing the 

social network data [6]. For better predictability using of 

naïve Bayes classification algorithm is adopted. Naïve Bayes 

algorithm is very useful in large scale data set.  

 

B. Naïve Bayes Classification Algorithm 

Predicting a user„s private details is an activity in graph 

classification. Suppose a user,ie; a node n with m details and 

p potential classification labels, C1,C2,……Cp,the probability 

of node n in class C,gives the Naïve Bayes classification 

algorithm. 

 

𝑎𝑟𝑔 max
1≤𝑥≤𝑝

[ 𝑃 𝐶𝑥𝑖 ǀ𝐷𝑖
1 , … . 𝐷𝑚

𝑖  ] 

Here arg max represents the possible private detail class 

labels .However; this is difficult to calculate since any value 

can be assigned to this equation, so the calculation can be 

done as follows 

 

𝑎𝑟𝑔 max
1≤𝑥≤𝑝

 
𝑃(𝐶𝑥𝑖) × 𝑃(𝐷𝑖

1 , … . 𝐷𝑚
𝑖 ǀ𝐶𝑥

𝑖 )

𝑃(𝐷𝑖
1 , … . . 𝐷𝑖

𝑚 )
  

 

A much more simplified form of this equation, considering 

that all details are independent to each other, can then be 

calculated as 

𝑎𝑟𝑔 max
1≤𝑥≤𝑝

 
𝑃 𝐶𝑥

𝑖  × 𝑃 𝐷𝑖
1 ǀ𝐶𝑥

𝑖  …𝑃(𝐷𝑖
𝑚 |𝐶𝑥

𝑖 )

𝑃(𝐷𝑖
1 , …𝐷𝑖

𝑚 )
  

 

Since the details are the same for all classifications, only the 

comparison of  [𝑎𝑟𝑔 max
1≤𝑥≤𝑝

[ 𝑃 𝐶𝑥
𝑖  × 𝑃 𝐷𝑖

1 ǀ𝐶𝑥
𝑖  …𝑃(𝐷𝑖

𝑚 |𝐶𝑥
𝑖 )]]  

is needed. 

 

C. Probability of Friendship Links 

As Naïve Bayes classification algorithm can be used to 

predict the sensitive data attributes, while considering the 

case of friendship links, comparing a node with another node 

is done and training set is given by these comparisons. By 

considering the weightage of friendship links, there can be 

more than one type of relation between two friends. This can 

be a relation of a sister and a brother to close friends; based 

on the private details rather than the public details that they 

share. Therefore, weightage can be calculated using this 

equation, 

 

𝑊𝑖 ,𝑗 =
|(𝐷𝑖

1 , … . . , 𝐷𝑖
𝑛) ∩ (𝐷𝑗

1 , … . 𝐷𝑗
𝑚 )|

 𝐷𝑖  
 

The weight of friendship between two users will be different. 

 

3. Social Network Classification 
 

Social network data is a huge data set and it is very difficult 

to sort out these data by using normal classification 

algorithms. So in order to classify these huge datasets, 

collective inference classification is used, which contains 

node details and links in the social graph. Each of these 

classifiers contains three modules a local classifier, a 

relational classifier and a collective inference algorithm. 

 

Local classifiers are the first step in this classification 

algorithm. It examines the nodes and collects the details 

contained in it.This classifier builds a model based on the 

details of nodes, and applies this model to the training set to 

classify them [7]. 

 

Relational classifiers are a separate type of learning 

algorithm which identifies the link structure of the graph and 

uses the labels to build the model and apply to training set. In 

this paper, all weights are considered as 1. 

 

All these algorithms consider a single entity only, local 

classifiers consider the details and relational classifiers links 

only. Real world data set cannot be classified with the 

relational classifiers. For the demerits of these classifiers, 

collective inference algorithm put up with these. By using 

local classifiers as the first step, all nodes are identified. This 

is referred to as prior. The second step is that relational 

classifiers reclassify the nodes. It fully uses the graph. 

Collective inference controls the length of time the algorithm 

runs. In each step, the algorithm calculates the probability.  

 

By using NetKit, the effectiveness of these classifiers can be 

calculated.NetKit-SRL, or NetKit for short, is an open-

source Network Learning toolkit for statistical relational 

learning. It is written in Java 1.5 and was designed with a 

plug-and-play architecture to enable the mix-and-match 

between different components in the relational learning 

process. It integrates seamlessly with the weka machine 

learning toolkit, making it possible to use any of weka's 

learning classifiers in the context of relational learning[8]. 

 

4. Private Details Hidden 
 

Privacy as defined so far cannot protect from inference 

attacks and they are defined only for relational data only. A 

K-anonymization technique considers that an individual 

cannot be pointed out but privacy details can be identified. 

Differential privacy definition ensures that change in one 

person‟s details cannot alter the whole content. 

 

To implement a perfect privacy definition, there are two 

possibilities of an inference attack. (i) If the attacker has 

some background knowledge, that is he is related to all the 

information with the user, then no one can stop him from the 

attack. (ii)If the attacker is known to only disclose network 

data then he can build a classifier to predict other sensitive 

information. In the first scenario privacy definition is a 

failure. 

 

The privacy definition for a social network is the protection 

of a user‟s personal details which are sensitive, private even 

though an attacker has some background knowledge and 

released social network data. For this a best classifier 

algorithm which should be developed from the released 

social network data and from the attacker‟s background 

knowledge. A relative privacy definition is developed due to 

the accuracy of classification algorithms that developed from 

the social network data. 
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5. Privacy in social Network 
 

A. Privacy Defined 

There is a need to define a perfect privacy definition for the 

safety of user‟s profile from the inference attack. Privacy 

is/was defined by each individual‟s word. Various privacy 

definitions can be put forward. An attacker can formulate 

attacks by various possible methods. It can be a passport 

number, voter id etc. The attacker can acquire background 

knowledge by various methods. Thus we need to hide the 

sensitive data and decrease the classification accuracy and 

probability while preserving the essence of social 

networking. 

 

Any set of classifiers, C, the classification accurateness of 

any random classifier c’ € C when trained on K and this is 

used to classify data set G to predict sensitive data Pc
j
(K) .P c 

(G,K) denotes the prediction accuracy .Another identifier is 

used to identify the additional accuracy of the attacker. The 

possible attacks would be predicting the death rate and 

predicting disease types by analyzing the revealed private 

details along with the public details. 

 

B. Perturbation and Anonymization 

For protecting against inference attacks on online social 

networks, we need to modify and remove certain parameters. 

The details residing on social network data can be deployed 

in three ways: adding details, modifying details and 

removing details from nodes. These methods are called 

Perturbation and Anonymization.Introducing noise into D to 

decrease classification can be considered as perturbation. 

Removing nodes is considered as anonymization. Here 

consider two graphs which are sanitized versions of the 

original graph. When artificial details are added to the data 

set, the accuracy is minimized and the sanitized versions of 

the graphs cannot reveal the favorite activity. So the 

classification accuracy is decreased. In short the details 

should be removed to decrease the classification accuracy on 

sensitive attributes. 

 

C. Details on the Social Network 

The main component of online social network is the details 

that are linked to each individual. We need to choose which 

details are to be removed. Suppose a social network data set 

Gand a list of sensitive details I,here we need to determine 

which of the details should be removed that helps to decrease 

the classification accuracy. Consider that a user has the class 

value C2out of all the set of classes of C and this person has 

the public details Di 

 

𝑎𝑟𝑔 max
1≤𝑥≤𝑝

( 𝑃 𝐶𝑥
𝑖  × 𝑃 𝐷𝑖

1 ǀ𝐶𝑥
𝑖  …𝑃(𝐷𝑖

𝑚 |𝐶𝑥
𝑖 ) 

We are removing the most correlated details with that of 

private. When we remove these details the building up of a 

classifier to predict the sensitive details accuracy is 

decreased. 

 

D. Links on Social Network 

Another method to decrease the classification is the 

anonymization technique. This process of manipulating link 

information.Anonymization is technique left with only two 

choices adding or removing links. We are considering the 

case of removing friendship links. Suppose a user belongs to 

two classes of friendship links and the true link is C1.This 

technique helps to remove links in C1 to decrease the 

classification accuracy. A node to be in class C2 if the below 

equation is positive. 

 

Β(i)=p(C2,Ni )-p(C1,Ni) 

 

We need to maximize the value of Β(i) by removing links. 

 

E. Detail Generalization Hierarchy and Detail Value 

Decomposition 

Another important feature of detail anonymization is the 

implementation of detail generalization hierarchy (DGH) 

which is the process of generating a hierarchical ordering of 

the details within a given category. It is represented as a tree 

structure. For example a user likeskathakali.We can replace 

it with art forms .Furthermore we can also specify and 

replace it with the traditional one. 

 

Another technique is the detail value decomposition in which 

it is a process of dividing an attribute into a series of 

representative tags. At each step we generalize each detail 

type. 

 

6. Security Concerns For online Social Network 
 

A. Two-Step Verification and Authentication 

The two factor verification and authentication consists of 

three steps verifying username and password authenticate 

security token, if a user doesn't have a security token: logs 

user in right after he passes Step 1 only. Most of the online 

social networks fail to keep trust on the users. If an attacker 

uses a brute force attack and he can take the password of the 

user. The relevance of two factor authenticationcomes in, 

Two-factor authentication is a security process in which the 

user provides two means of identification, one of which is 

typically a physical token, such as a card, and the other one 

is typically something memorized, such as a security 

code.According to proponents, two-factor authentication 

could drastically reduce the incidence of online identity theft, 

phishing expeditions, and other online fraud, because the 

victim's password would no longer be enough to give 

athiefthe access to their information. 

 

B. Blow Fish Cipher Encryption 

Blowfish is a fast block cipher, except when changing keys. 

Each new key requires pre-processing equivalent to 

encrypting about 4 kilobytes of text, which is very slow 

compared to other block ciphers. This prevents its use in 

certain applications, but is not a problem in others. In one 

application Blowfish's slow key changing is actually a 

benefit: the password-hashing method used in OpenBSD 

uses an algorithm which is derived from Blowfish that makes 

use of the slow key schedule; the idea is that the extra 

computational effort required gives protection against 

dictionary attacks. Blowfish has a memory footprint of just 

over 4 kilobytes of RAM. This constraint is not a problem 

even for older desktop and laptop computers, although usage 

in the smallest embedded systems such as early smartcards is 

prevented. Blowfish was one of the first secure block ciphers 

which is not subject to any patents and therefore is freely 

available for anyone to use. This benefit has contributed to 

its popularity in cryptographic software. Users‟ uploaded 
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images are encrypted with this algorithm and stored with the 

server. So pictures are securely stored in the server. Blowfish 

has a 64-bit block size and a variable key length from 32 bits 

up to 448 bits. It is a 16-round Feistel cipher and uses large 

key-dependent S-boxes .In blowfish algorithm a 64-bit 

plaintext message is first divided into 32 bits. Each line 

represents 32 bits. The algorithm keeps two sub key arrays: 

the 18-entry P-array and four 256-entry S-boxes. The S-

boxes accept 8-bit input and produce 32-bit output. One 

entry of the P-array is used every round, and after the final 

round, each half of the data block is XORed with one of the 

two remaining unused P-entries. 

 

C. Filter Unwanted Messages 

This is the first proposal of a system to automatically filter 

unwanted messages from OSN user walls on the basis of 

both the message content and the message creator 

relationships and characteristics. 

 

D. GROUP Priority  

We assign priority to each group created by the user, so each 

group has a unique priority with one another. This priority 

helps to view the posts and allows them to appear on the user 

walls. 

 

E. Trusted Friends 

We will be assigning our friends as trusted entity and this 

will help to recover the account whenever it is necessary. 

Only these friends can help when the account is hacked. 

 

7. Conclusion 
 

Online social networking is one of the emerging trends in 

today‟s world. Most of the people are involved in surfing the 

OSN, but most of them are unaware of the attacks from 

social networks. People will usually publish their personal 

details in these sites and this will eventually cause privacy 

issues. Social networking also becomes the marketing media. 

When companies rely on social networking site, they have 

various intentions. Users need to take care while publishing 

the details inside the social network. Security features of 

these sites should be improved in order to protect from 

various attacks. 
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