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Abstract: In recent years, the chaos based cryptographic algorithms have suggested some new and efficient ways to develop secure 
image encryption techniques. In this paper a new approach for image encryption is based on chaotic baker map and chaotic Lorenz 
map in order to meet the requirements of the secure image transfer. In the proposed image encryption scheme, an external secret 
key of 128 bit and two chaotic maps are employed. The initial conditions for both maps are derived using the external secret key by 
providing different weight age to all its bits. The results of experiment show that the proposed image encryption scheme provides an 
efficient and secure way for real time image encryption and transmission. 
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1. Introduction 

Security of multimedia information is used to protect the 
multimedia content from unauthorized access. Image 
information is different from the text data, it has larger 
amount of data, higher redundancy and stronger correlation 
between pixels. Traditionally developed encryption 
algorithm such as RSA, AES, and DES is suitable for text 
encryption but not suitable for image encryption directly 
because of two reasons. One is that the image size is larger 
than that of text, so the traditional cryptosystems take much 
time to directly encrypt the image data. The other reason is 
that the decrypted text must be equal to the original text. 
However this requirement is not necessary for image, a 
decrypted image containing small distortion is acceptable 
due to human perception [1]. Chaos signals are considered 
good for practical use because they have important 
characteristics such as they are highly sensitive to initial 
conditions and system parameters, they have pseudorandom 
property and non periodicity as the chaotic signals usually 
noise like etc. Consequently, the combination of chaotic 
theory and cryptography forms an important field of 
information security. The characteristics of chaotic signals 
make chaos system an excellent and robust cryptosystem 
against any statistical attacks. Lot of image encryption 
algorithms based on chaotic systems has been proposed. 
There have been many image encryption algorithms based 
on chaotic maps like the logistic map, the baker map, cat 
map etc. In order to improve the security performance of the 
image encryption algorithm, the concept of shuffling the 
positions of pixels in the plain image and then changing the 
gray values of the shuffled pixels is used. In this paper, two 
chaotic maps are used to enforce the security of the proposed 
encryption process. 

2. Chaotic Mappings Used 

 BAKER SYSTEM 
 

 
Let X = [0, 1)2 = [0, 1) × [0, 1) be the unit square. 
Consider the following two dimensional map                F: 
X → X 
 

 
Geometrically, F is obtained by cutting [0, 1)2 into two 
vertical rectangles R0 = [0, 1/2) × [0, 1) and R1 = [1/2, 
1)×[0, 1), stretching and compressing each to obtain an 
interval of horizontal width 1 and vertical height 1/2 and 
then putting them on top of each other. The name baker’s 
map comes because these mimic the movement made by a 
baker to prepare the bread dough. Similar maps are often use 
in industrial processes since, as we will see formally later, 
they are very effective in quickly mixing. 

 
Figure 2.1: the action of baker’s Map 

 
 LORENZ SYSTEM 

 
The equation of Lorenz chaotic system is described as 
following: 

 
Where, б, r and b are parameters. When б=10, r>24.74, 
b=8/3, the system is chaotic. The trajectory of Lorenz system 
can be obtained by the fourth order Runge-Kutta algorithm, 
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and choosing suitable step is also very vital to the pseudo-
random performance of the sequence. We can get the above 
conclusion by a lot of tests: When step h is 0.1, the Lorenz 
sequence has better performance. Take the example of x, we 
choose the same parameters: x0=10, y=20, z=30, б=10, r=28, 
b=8/3, n=6000 and different steps: 0.01 shown by Fig 2.2 
and 0.1 shown by Fig 2.3 

 

 
Figure 2.2: The x sequence where h is 0.01 

 

 
Figure 2.3: The x sequence where h is 0.1 

 
According to Fig 2.2 and Fig 2.3 the sequence shown by Fig 
2.3 has smaller blank window and better chaotic 
pseudorandom performance under the condition of the same 
iteration than the sequence shown by Fig 2.2 

3. Proposed Image Encryption Algorithm 

3.1 Architecture of chaos based image cryptosystem 

 
The chaos-based image cryptosystem mainly consists of two 
stages. The plain image is given at its input. The typical 
architecture of the chaos-based image cryptosystems is 
depicted in Figure 3.1. There are two stages in the chaos 
based image cryptosystem 
 
The confusion stage is the pixel permutation where the 
position of the pixels is scrambled over the entire image 
without disturbing the value of the pixels and the image 
becomes unrecognizable. Therefore these initial conditions 
and control parameters serve as the secret key. It is not very 
secure to have only the permutation stage since it may be 
broken by any attack. To improve the security, the second 
stage of the encryption process aims at changing the value of 
each pixel in the whole image. The process of diffusion is 
also carried out through a chaotic map which is mainly 

dependent on the initial conditions and control parameters. 
In the diffusion stage, the pixel values are modified 
sequentially by the sequence generated from one of the two 
chaotic systems selected by external key. The whole 
confusion-diffusion round repeats for a number of times to 
achieve a satisfactory level of security. The randomness 
property inherent in chaotic maps makes it more suitable for 
image encryption. 
 

 
 
Figure 3.1: Architecture of chaos based image cryptosystem 
 

3.2 Encryption Algorithm 

The proposed scheme is shown in Figure 3.2. Different 
chaotic systems are employed in confusion and diffusion 
stages. Also complex chaotic maps are chosen rather than the 
simple ones to further enhance the complexity of the 
algorithm and thereby improving the security. The input to 
the cryptosystem is the plain image which is to be encrypted. 
The cryptosystem consists of two stages. 
The first stage is the confusion stage and the second one is 
the diffusion stage. Among the two chaotic dynamic systems 
namely Lorenz and Baker one is selected by the system 
parameter which is obtained from the key and it is applied to 
the digital color image encryption because of higher secrecy 
of high-dimension chaotic system. The second step of the 
encryption process is to encrypt the shuffled image by 
changing its pixel values based on one of the two high-
dimensional chaotic systems (Lorenz, and Baker). This is 
referred to as the diffusion stage. The initial conditions and 
the control parameters used to generate the chaos sequence 
in both the stages serve as the secret key in the two stages. 
The resulting image is the Cipher image. Separate key is 
used for permutation and diffusion stages of the encryption 
process to improve security of the algorithm. 
 

 
Figure 3.2: Chaos based encryption cryptosystem 
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3.3 Decryption Algorithm 

 

 
Figure 3.3: Chaos based decryption cryptosystem 

 
The decryption system is illustrated in the Figure 3.3. The 
first stage in the decryption process is the diffused image 
decryption stage. In the encryption process, the pixel value 
diffusion was carried out with any one of the two chaotic 
systems. Therefore, in the decryption process to retrieve the 
original pixel values, again any one of the chaotic system 
(Lorenz, Baker) is employed in the first stage of decryption. 
The first stage of decryption process uses the three 
dimensional sequence generated by any one of the chaotic 
system .It is a kind of high-dimensional maps and complex 
enough. 
The initial conditions that were used in the encryption 
process should be used here and this serves as the decryption 
key for the first stage. Second, in the encryption process, the 
pixel position permutation was carried out with any one of 
the chaotic system. The initial conditions and control 
parameters for generating the chaos-sequence were used as 
the confusion key. Therefore in the decryption process, the 
same chaotic systems with same confusion key are used to 
get the original position of the image. The output of the 
decryption system gives the original image. 

4. Experimental Results 

The proposed encryption algorithm is implemented in 
MATLAB for computer simulations. We take a grayscale 
“lena” image of 128x128 in size for experimental purposes. 

 
Figure 4.1: Plain-image and its histogram 

 

 
 

Figure 4.2: Encrypted image and histogram of encrypted 
image 

4.1 Key Space Analysis 
 
Key space is the total number of different keys that can be 
used in the cryptographic system. A cryptographic system 
should be sensitive to all secret keys. It require 2k operations 
to succeed.  Here 128 bit key is used. So 2128 operations, 
which is extensively large enough to resist the attack. 
 
4.2 Key Sensitivity Analysis 
 
A good cryptosystem should be sensitive to a small change 
in secret keys i.e. a small change in secret keys in decoding 
process results into a completely different decoded image. 
 

 
 

Figure 4.3: Decrypted-image and its histogram 
 
To evaluate the key sensitivity property of the proposed 
cryptosystem, the same key is employed in decryption except 
that the value of x0 is slightly changed to 0.30000001 and the 
decrypted image is shown in fig 4.4 
 

 
 

Figure 4.4: Decrypted-image with wrong key 
 
This shows the high key sensitivity of the proposed 
encryption scheme. This guarantees the security of the 
proposed scheme against brute force attacks to some extent. 
 
4.3 Correlation Coefficient Analysis 
 
A useful measure to assess the encryption quality of any 
image cryptosystem is the correlation coefficient between 
pixels at the same indices in the plain and the cipher images. 
This metric can be calculated as follows: 
 

 
 
Where, x and y are the gray-scale values of two pixels at the 
same indices in the plain and cipher images. In numerical 
computations, the following discrete formulas can be used: 
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Where, L is the number of pixels involved in the 
calculations. The closer the value of x, y r to zero is, the 
better the quality of the encryption algorithm. 
 
Table 4.1: Correlation Coefficients of two adjacent pixels in 

two images 
 Correlation coefficients 
 Red Green Blue 
Horizonta
l 

Plain 
Image 

0.9508 0.9707 0.9579 

 Cipher 
Image 

-0.005 0.0018 0.0002 

vertical Plain 
Image 

0.9718 0.9754 0.9818 

 Cipher 
Image 

0.0032 -0.0063 0.0018 

 
According to Table 4.1, we can remark that the correlation 
coefficients of the plain image are equal to 1, implying that 
high correlation exists among pixels, while the correlation 
coefficients of the cipher image are equal to 0, implying that 
no detectable correlation exists among pixels. Therefore the 
proposed algorithm can protect the cipher image from 
statistical attacks. 
 
4.4 Information Entropy Analysis 
 
Illegibility and indeterminateness are the main goals of 
image encryption. This indeterminateness can be reflected by 
one of the most commonly used theoretical measure - 
information entropy. Information entropy expresses the 
degree of uncertainties in the system and defines as follow. 
 

 
Where P(mi) is the emergence probability of mi. If every 
symbol has an equal probability, i.e 
m={m0,m1,m2,…m2

8
-1} and P(mi)=1/28(i=0,1,…255), then 

the entropy is H(m)=8 which corresponds to an ideal case. 
Practically, the information entropies of encrypted images 
are less compared to the ideal case. To design a good image 
encryption scheme, the entropy of encrypted image close to 
the ideal case is expected. 
 
For the three matrices R, G and B of the image, the 
corresponding entropies are 7.99758, 7.99708 and 7.99749 
and H (m) is equal to 8, which is the ideal situation. So these 
results mean that the cipher images are close to random 
source and the proposed algorithm is secure against entropy 
attack. 

5. Conclusions 

In this paper, we presented a new algorithm of encryption 
and decryption of images. All the simulation and 
experimental analysis show that the proposed image 
encryption system has very large key space, high sensitivity 
to secret keys, has information entropy close to ideal value 8 
and has low correlation coefficients close to the ideal value 
0. Hence, we can say that all the analysis prove the security, 
effectiveness and robustness of the proposed image 
encryption algorithm. 
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